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Introduction
This CR specifies how the End-to-End Security Certificate-based Key Establishment feature uses the NOTIFY to exchange ESCertKE messages with a Receiver.
R00 to R01 delta

· The procedure is re-written to highlight where the procedure has additional details on top of the general procedures in clauses 7.2.2.1 and 7.2.2.2. There is no change to the procedure – only a change in a way the procedure is described.
· Various editorial/typographical corrections have also been made.

----------------------- Start of change 1---------------

7.5.1.2.x Notification for End-to-End Security Certificate-based Key Establishment (ESCertKE)

The End-to-End Security Certificate-based Key Establishment (ESCertKE) uses a four-way exchange of messages to establish a symmetric key for end-to-end security between the Originator and Receiver. This four-way exchange consists of two sequential two-way (request and response) exchanges using Notification for transport 
Originator:

When the Originator is to perform ESCertKE with the Receiver, then the Originator performs following steps in order:

1) The Originator shall form the ESCertKE Message 1 as specified in TS-0003 [7].

2) The Originator performs the general procedure for an Originator as described in clause 7.2.2.1 with the following additional details

a. In step Orig-1.0, described in step 7.3.1.1, a Notify Request primitive shall be formed with the Notification data comprising a securityInfo element with securityInfoType element set to “6” (ESCertKE Message) and escertkeMessage element set to the value of the ESCertKE message 1.

Receiver: 

When a Receiver receives the Request, then the Receiver performs the general procedure for a Receiver with the following additional steps performed as part of Recv-6.5 for Notify Retargeting described in clause 7.3.3.9:

3) The Receiver extracts the securityInfo element from the notification data.

4) The Receiver examines the securityInfoType element of the securityInfo element and determines from its value “6” (ESCertKE Message) that the notification is for ESCertKE.
5) The Receiver extracts the ESCertKE message 1 contained in escertkeMessage element of the securityInfo element.
6) The Receiver processes ESCertKE message 1 as specified in clause 8.7 of TS-0003 [7], resulting in ESCertKEY message 2.

7) The Receiver forms the Response content comprising a securityInfo element with securityInfoType element set to “6” (ESCertKE Message) and escertkeMessage element set to the value of the ESCertKE message 2.
Originator:

The Originator performs the following steps at Orig-6.0 “Process Response Primitive”:

8) The Originator extracts the securityInfo element from the Response Content parameter.

9) The Originator examines the securityInfoType element of the securityInfo element and verifies that from its value is “6” (ESCertKE Message).

10) The Originator extracts the ESCertKE message 2 contained in escertkeMessage element of the securityInfo element.
11) The Originator processes ESCertKE message 2 as specified in clause 8.7 of TS-0003 [7], resulting in ESCertKEY message 3.

The Originator and Receiver now repeat steps 2) to 10), with ESCertKE message 3 replacing ESCertKE message 1, and ESCertKE message 4 replacing ESCertKE message 2. Following the repeat of Steps 2) to 10), the following step is performed to conclude the procedure:

12) The Originator processes ESCertKE message 2 as specified in clause 8.7 of TS-0003 [7].

----------------------- End of change 1 -------------
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