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Introduction
This CR updates the generic procedures (clause 7.2.2) and Common Operations (clause 7.3) to accommodate the Dynamic Authorization feature already specified in TS-0001, TS-0003.

This CR may need some aligning with other contributions

· PRO-2016-0143R02-Token_Based_Access_Control_Stage3
· PRO-2016-0154R01-CR_TS-0004_R2_Dynamic_Authorization_primitive_parameters
· PRO-2016-0179-notification_for_security_R2
· PRO-2016-0180-R2_security_related_type_definitions
----------------------- Start of change 0 ---------------

6.6.3.5 Originator Error response class

Table 6.6.3.5-1 specify the RSCs for Originator Error responses.
Table 6.6.3.5‑1: RSCs for Originator Error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ACCESS_DENIED

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	41xx
	NO_PERMITTED_ROLES


----------------------- End of change 0 ---------------

----------------------- Start of change 1 (Clause 7.2.2.1)---------------

Orig-6.0 "Process Response primitive": A Request Identifier shall be identical to the Orig-2.0. 
1) If the Originator does not support Indirect Dynamic Authorization [6,7], then the Originator ignores the Assigned Token Identifiers and  Token Request Information parameter  if present.
2) If the Originator supports Indirect Dynamic Authorization, then the following steps are performed in sequence:

a. If the Assigned Token Identifiers parameter is present, then the Originator performs “Process Assigned Token Identifiers” described in clause 7.3.1.X.

b. If the Response Status Code is "ACCESS_DENIED" and the Token Request Information parameter is present, then the Originator performs “Process Token Request Information” described in clause 7.3.1.Y and performs no further processing of the response.
3) The Originator processes the response. 
Orig-7.0 "Receive a Request primitive with op=N": The Originator receives Request primitive with mandatory parameters which are Operation, To, From, Request Identifier and Content parameter.  An Operation parameter shall be Notify. A Content parameter is the notification information as specified in clause 7.5.1.1. 
----------------------- End of change 1---------------

----------------------- Start of change 2---------------

7.3.1.X
Process Assigned Token Identifiers
The Originator parses the Assigned Token Identifiers primitive parameter into a sequence of one or more of pairs of identifiers, each pair comprising of a LocalTokenID and a TokenID. For each pair the Originator shall perform the following processing

The Originator examines its list of TokenIDs and/or Tokens received from DAS Servers. 
If the TokenID from the (LocalTokenID,TokenID) pair matches either a TokenID received from a SAS Server or the TokenID in a Token received from a DAS Server, then the Originator shall make an internal record that the LocalTokenID can be used in the place of the corresponding Token or TokenID in subsequent requests to the Hosting CSE.

Otherwise, the Originator shall discard the (LocalTokenID, TokenID) pair.
----------------------- End of change 2 -------------
----------------------- Start of change 2---------------

7.3.1.Y
Process Token Request Information
The Originator parses the Token Request Information primitive parameter into a sequence of one or more dasInfo elements, where each dasInfo element contains
URI: providing the URI for submitting token requests to the Dynamic Authorization Server (DAS). The Originator can identify the DAS from the “host” portion of the URI.
· dasProtocols: a list of URI identifying the protocol(s) supported by the DAS.

dasRequest: containing information that the DAS can use in its decision to issue a Token(s).
The Originator can use the dasInfo when interacting with a DAS to request issuance of a Token(s). For each issued Token, the DAS shall provide the Originator with Token Response of datatype m2m:TokenResponse. The present oneM2M specifications do not describe any further details of the interaction the Originator and DAS.
If an issuedToken/tokenSummary element Token Response includes any RoleIDs, then this indicates that the Originator may include these RoleIDs in subsequent requests. 
The Originator may submit request multiple DAS to issue Token(s).

The ORigiantor behaviour is undefined when all of the identified DAS refuse to issue a Token to the Originator.
For each issuedToken element in a Token Response from any DAS, then the Originator can invoke the associated permission by resubmitting the original Request primitive with the following changes for each issuedToken:
If the esdataToken element is present: the permission is invoked by including the ESData-protected Token in esdataToken
If the esdataToken element is not present:  Including the TokenID in the tokenId element of the tokenSummary element. 
The Originator may, in a Single request primitive, invoke the permissions associated with multiple issuedToken elements from multiple Token Responses.
----------------------- End of change 2 -------------
----------------------- Start of change 4 -------------

7.3.3.15
Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1) If the Request primitive includes a Tokens parameter, then for each token element in the Tokens parameter, the Receiver shall
A. Apply ESData processing to token as specified in oneM2M TS-0003 [7], with the “none” signature option disallowed. If this processing is successful, then processing results in a tokenObject. If the token fails authentication or if the ESData processing fails to complete, then the token is ignored. 
B. Check validity of tokenObject as specified in oneM2M TS-0003 [7]. Tokens that pass validation are considered valid tokens for this Request primitive. Tokens that fail validation are ignored.
2) If the Request primitive includes a LocalTokenIDs parameter, then for each LocalTokenID in LocalTokenIDs, then the Receiver shall identify the corresponding Token using to the Receiver’s internal mapping from LocalTokenIDs to Tokens have been previously validated and are still valid. If the LocalTokenID does not correspond to a Token which has been previously validated and are still valid, then the Receiver shall ignore the LocalTokenID. If the LocalTokenID corresponds to a Token which has been previously validated and are still valid, then that Token is considered a valid token for this Request primitive.
3) If the Request primitive includes a TokenIDs parameter, then for each TokenID in TokenIDs, 
A. If the Receiver has the corresponding Token, and the Token is presently valid, then the Receiver shall add the Token to the list of provision tokens for this request.
B. If the Receiver does not have the corresponding Token the Receiver shall identify the issuing Dynamic Authorization Server (DAS) from the TokenID. If the Receiver is not configured to trust Tokens issued by the identified DAS, then the Receiver shall ignore the TokenID.
C. If the Receiver is configured to trust the DAS, then the Receiver shall obtain the Token from the Token Retrieval Point associated with the DAS in the Receiver configuration. 
Editor’s note: Token Retrieval Point may need defining, as may the Receiver dyn auth configuration.
i. If the Token Retrieval Point is a CSE, then the Token shall be obtained by sending a Retrieve request with the Filter criteria set to resource type matching the <token> resource type and the tokenId attribute matching the TokenId.

ii. If the Token Retrieval Point is a AE, then the Token shall be obtained by including the TokenID in the 7.5.1.2.X “Notification for Dynamic Authorization” as described for Indirect Dynamic Authorization [6,7]. Multiple tokens may be retrieved from a DAS in a single “batch” by submitting Multiple TokenIDs in a single Notify Request primitive. For each token element retrieved, parameter, the Receiver shall apply ESData processing to token as specified in oneM2M TS-0003 [7] with the “none” signature option allowed.. If this processing is successful, then processing results in a tokenObject. If the token fails authentication or if the ESData processing fails to complete, then the token is ignored.
Editor’s note: Unclear if the interactions with DAS are identical or distinct for Direct Dynamic Authorization and Indirect Authorization. See PRO-2016-0179-notification_for_security_R2.
The exchange with the DAS should be protected using End-to-End Security of Primitives (ESPrim), with the exception of scenarios where there are no transit CSEs on the path between the Receiver and Token Retrieval Point, or where the transit CSEs are trusted to maintain the integrity and confidentiality of primitives. If the Token Retrieval Point indicates that there is no Token corresponding to a TokenId, then the Receiver shall ignore that TokenId. 
D. The Receiver shall check validity of tokenObject as specified in oneM2M TS-0003 [7]. Tokens that pass validation are considered valid tokens for this Request primitive. Tokens that fail validation are ignored.
4)  If the Request primitive includes a Role-IDs parameter, then for each RoleID, then the Originator Information shall be the set of these RoleIDs for which the Receiver confirms that the Originator satisfies at least one of the following conditions
i. The Originator is identified by the “holder” element of a valid Token for this request (as defined in the previous steps) whose RoleIDs element contains the RoleID from the Request primitive. 
ii. The Receiver retrieves (or has previously retrieved) the <role> resource whose roleID attribute matches RoleID from the Request primitive. The Receiver shall check validity of the <role> resource as specified in oneM2M TS-0003 [7].  Th e<role> resources that fail validation are ignored.
The Originator information shall be the set of identifiers for which verification was successful. If all RoleIDs verification fails, then the Request primitive is rejected with an “NO_PERMITTED_ROLES” error

5) If the Request primitive does not include a Role-IDs parameter, then the Originator information shall be set to the union of the Originator’s AE-ID or CSE-ID in the To parameter of the Request primitive, and the set of valid Tokens for the Request, as collected in steps 1) to 3) above.
6) The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

7)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [[7]].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
· If the accessControlOriginators includes  a groupID, the Hosting CSE checks if the Originator is a member of that group resource. 
·  accessControlOperations of the rule matches the operation type of the request. 

8) If the evaluation at step 7) succeeds, then these present common operation is completed.
9) If the evaluation at step 7) failed, then the Hosting CSE examines all accessControlRules for which request satisfies the accessControlOperations and accessControlContexts in the <accessControlPolicy> resources linked to the requested resource. The HCSE collects the set of all Role-IDs in the accessControlOperators of these accessControlRules.  This Role-IDs are grouped according to the DAS Server AE-ID identified by the Role-ID.
10) The Hosting CSE examines the <accessControlPolicy> resources and <dynamicAuthorizationConsultation> resources to obtain the DAS Server AE-IDs with which it may perform Direct Dynamic Authorization. 
11) The Hosting CSE selects a DAS Server with which it is authorized to perform Direct Dynamic Authorization and forms the set of applicable Role-IDs (if any) to send to the corresponding DAS Server. The Hosting CSE applies “Notification for Dynamic Authorization” specified in clause 7.5.1.2.XX. If Direct Dynamic Authorization is successful, then the Hosting CSE returns to step 6), this time with the additional permissions provided by the DAS. If Direct Dynamic Authorization is unsuccessful, then the Hosting CSE repeats this step with another identified DAS Server, until there are no more DAS with which the Hosting CSE may perform Direct Dynamic Authorization for this Request primitive.
12) If Step 9) resulted in collecting at least one RoleID, then each group of RoleIDs collected according to DAS, the Hosting CSE forms a tokenRequest element 

A. The “uri” element is set to TBD
Editor’s note: How does the Hosting CSE know the URI of the DAS at which to submit token requests? 

B. The “dasProtocol” element is set to TBD
Editor’s note: How does the Hosting CSE know the URI of the DAS at which to submit token requests? 

C. The dasRequest is formed as described in steps 3 and 4 of “Notification for Dynamic Authorization” specified in clause 7.5.1.2.XX.
13) The Hosting CSE shall reject the request with “ACCESS_DENIED” error,
A. If the Hosting CSE assigned any LocalTokenIDs while processing this Request, then Hosting CSE shall include the Assigned Token Identifiers parameter in the response consisting of a list of pairs of LocalTokenID and corresponding TokenID. Otherwie the Assigned Token Identifiers parameter shall not be included.

B. If the Hosting CSE formed a tokenRequest elements in step 120, then these shall be provided in the Token Request Information parameter.

C. 
----------------------- End of change 4 -------------
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