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Introduction
This CR updates the generic procedures (clause 7.2.2) and Common Operations (clause 7.3) to accommodate the Dynamic Authorization feature already specified in TS-0001, TS-0003.

This CR may need some aligning with other contributions

· PRO-2016-0143R02-Token_Based_Access_Control_Stage3
· PRO-2016-0154R01-CR_TS-0004_R2_Dynamic_Authorization_primitive_parameters
· PRO-2016-0179-notification_for_security_R2
· PRO-2016-0180-R2_security_related_type_definitions
R00 to R01 delta:
· Cleanup of clause 7.3.1.Y “Process Token Request Information”

· NO longer use the “NO_PERMITTED_ROLES” error code

R00 to R01 delta:

· Move text in 7.3.1.X “Process Assigned Token Identifiers” to TS-0003. Added a reference instead in clause 7.2.2.1.

· Move text in 7.3.1.Y “Process Token Request Information” to TS-0003. Added a reference instead in clause 7.2.2.1.

· Move most of changes suggested in 7.3.3.15 “Check authorization of the originator” to TS-0003. Added references instead in 7.3.3.15.

----------------------- Start of change 1 (Clause 7.2.2.1)---------------

Orig-6.0 "Process Response primitive": A Request Identifier shall be identical to the Orig-2.0. 
1) If the Originator does not support Indirect Dynamic Authorization [6,7], then the Originator ignores the Assigned Token Identifiers parameter and  Token Request Information parameter  if present in the Response primitive.
2) If the Originator supports Indirect Dynamic Authorization, then the following steps are performed in sequence:

a. If the Assigned Token Identifiers parameter is present, then the Originator performs “Process Assigned Token Identifiers” described in clause 7.3.1.X of oneM2M TS-0003 [7].

b. If the Response Status Code is "ACCESS_DENIED" and the Token Request Information parameter is present, then the Originator performs “Process Token Request Information” described in clause of oneM2M TS-0003 [7] and performs no further processing of the response.
3) The Originator processes the response. 
Orig-7.0 "Receive a Request primitive with op=N": The Originator receives Request primitive with mandatory parameters which are Operation, To, From, Request Identifier and Content parameter.  An Operation parameter shall be Notify. A Content parameter is the notification information as specified in clause 7.5.1.1. 
----------------------- End of change 1---------------
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----------------------- Start of change 4 -------------

7.3.3.15
Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1) The Hosting CSE assembles the information needed to render the access decision as described in clause 7.1.1 of oneM2M TS-0003 [7].
2) The Hosting CSE assembles the access control rules applicable to the access decision: 
A. The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.
B. If there are valid Tokens associated with the request which include privileges elements, then Hosting CSE includes access control rules applicable to the access decision as described in clause 7.1.X in oneM2M TS-0003 [7]. 
3)  The Hosting CSE checks the following conditions for the access control rules assembled in step 2), using the information assembled in step 1). If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [[7]].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
· If the accessControlOriginators includes  a groupID, the Hosting CSE checks if the Originator is a member of that group resource. 
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, then authorization failure information shall be returned to the Originator.
----------------------- End of change 4 -------------

Note that PRO-2016-0179R02-notification_for_security_R2 introduces changes to the last sentence of the above clause. Those changes are about invoking dynamic authorization.
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