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Introduction
This CR updates the generic procedures (clause 7.2.2) and Common Operations (clause 7.3) to accommodate the End-to-End Security of Primitives (ESPrim) feature already specified in TS-0001, TS-0003. See also 

· PRO-2016-0183-CR_TS-0004_R2_E2E_Security_data_types
· PRO-2016-0188-CR_TS-0004_R2_Notify_and_ESPrim_Object
Open questions

· Should the inner request/response primitive be in XML/JSON or a protocol binding?
R01 Delta from R00:
· There was a sentence in clause 7.3.1.4 that was added in early drafting, but was not correct by the end of the drafting process. This CR no longer affects clause 7.3.1.4, so that clause is removed from this CR.
----------------------- Start of change 1 (Clause 7.2.2.1)---------------

Orig-4.0 "Wait for Response primitive": Please refer to clause 7.3.1.3 for details. If the Request Identifier correlates to an End-to-End Security of Primitives (ESPrim)-protected inner request primitive (see clause 7.3.1.1) then the Response primitive shall be rejected. If the Response primitive is a Notify response primitive with Content containing the securityInfo element with securityInfoType indicating “ESPrim Object”, then the ESPrim Object in the esprimObject element of the securityInfo is extracted for further processing.  
NOTE 1: This ESPrim Object contains the End-to-End Security of Primitivces (ESPrim)-protected Response to a request protected using ESPrim in Orig-1.0. See clause 7.3.1.1.
Orig-4.1 "Wait for Response primitive (Ack)": Please refer to clause 7.3.1.3 for details. 

Orig-5.0 "Send a Request primitive with op=R": The Request primitive shall be included mandatory parameters which are Operation, To, From and Request Identifier parameter. See clause 7.3.1.4 for details.
Orig-5.1 "Receive a Response primitive from the Hosting CSE": The Originator shall receive mandatory parameters which are Response Status Code, Request Identifier and Content parameter. A Request Identifier shall be identical to the Orig-5.0. An information of Content parameter is the result of the Orig-2.0 when the Receiver completed handling of Request primitive of Orig-2.0.

Orig-5.2 "Completion of operation by Response Status Code parameter": When the Response Status Code is successful and Content parameter exists, it goes to Orig-5.3. When the Response Status Code is acknowledgment which indicates processing at the Receiver, it goes to Orig-5.0. When the  Response Status Code is error such as Originator error (4XXX) or Receiver error (5XXX) or Network error (6XXX) or absence of Content parameter, it goes to finish with error.

Orig-5.3 "Extract a result from Response primitive of Orig-5.1": The information of operationResult attribute of the <request> resource in Content parameter from Orig-5.1 is extracted from Response primitive which is included Request Identifier, Response Status Code and optional Content parameter. The <request> resource shall be included mandatory attributes as specified in clause 9.6.12 [6]. The Request Identifier in operationResult attribute shall be identical of Orig-2.0. If the Response primitive in the operationResult attribute is a Notify response primitive with Content containing the securityInfo element with securityInfoType indicating “ESPrim Object”, then the ESPrim Object in the esprimObject element of the securityInfo is extracted for further processing. See Note 1.
Orig-6.0 "Process Response primitive": If the Request Identifier of the Response correlates to an End-to-End Security of Primitives (ESPrim)-protected inner request primitive (see clause 7.3.1.1) then the response shall be rejected. If Orig-4.0, Orig-5.3 or Orig-9.1 produced an ESPrim Object, then the Originator shall process the ESPrim Object to obtain the ESPrim-protected response primitive as described in for End-to-End Security of Primitives (ESPrim) in TS-0003 [7]. A Request Identifier shall be identical to the Orig-2.0
. The Originator processes the response. 
Orig-7.0 "Receive a Request primitive with op=N": The Originator receives Request primitive with mandatory parameters which are Operation, To, From, Request Identifier and Content parameter.  An Operation parameter shall be Notify. A Content parameter is the notification information as specified in clause 7.5.1.1. 

Orig-8.0 "Create a Response primitive with op=N": The Originator creates Response primitive with mandatory parameters which are Response Status Code and Request Identifier parameter. A Request Identifier shall be identical to the Orig-7.0.
Orig-9.0 "Send a Response primitive with op=N": The Response primitive which is created at Orig-8.0 shall be sent to the Receiver. Please refer to clause 7.3.2.3 for details.
Orig-9.1"Extract Response primitive of Orig-2.0 from Orig-7.0": The information of operationResult attribute in <request> resource from Orig-7.0 in Response primitive is included Request Identifier, Response Status Code and optional Content parameters. The <request> resource shall be included mandatory attributes as specified in clause 9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in operationResult attribute shall be identical of Orig-2.0. If the notification information in the Request primitive received in Orig-7.0 contains a securityInfo element with securityInfoType indicating “ESPrim Object”, then the ESPrim Object in the esprimObject element of securityInfo is extracted for further processing. See Note 1.
----------------------- End of change 1---------------

----------------------- Start of change 2 (clause 7.2.2.2)---------------

Recv-7.0 "Update <request> resource": If the corresponding request message is not an ESPrim-protected inner request primitive, then the operationResult attribute is set to the Response primitive.  If the corresponding request message is an ESPrim-protected inner request primitive (see clause 7.3.2.1), then the Hosting CSE shall apply ESPrim to the Response primitive to produce a ESPrim Object. Please refer to clause 7.3.3.Z for details. The operationResult attribute may  be set to either the  resulting ESPrim Object, or a Notify response primitive formed from ESPrim Object as described in clause 7.5.1.2.x “Notification for ESPrimObject Exchange”. ". Please refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

Recv-8.0 "Send Notification": The Receiver shall then apply “Notification for Asynchronous Non-blocking Request”. Please refer to clause 7.5.1.2.5 for details.

Recv-9.0 "Wait for a Response primitive": Please refer to clause 7.3.1.3 for details.
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Figure 6.3.4.2.31‑2: Resource handling procedure
The above figure describes the generic procedure to resource handling procedures. If the request message is an inner request primitive (see clause 7.3.2.1) and if any of the following steps produce an error response, then the Receiver shall perform “Applying ESPrim to a response primitive” according to clause 7.3.3.Z and the resulting outer response primitive shall be returned to the Originator.
Recv-6.0.1 "Receiver is Registrar CSE, Originator is AE and operation is create?": The step checks if the receiver is Registrar CSE, the Originator is AE, and operation is create. If the receiver is Registrar CSE and Originator is an AE, goes to Recv-6.0.2 "Check Service Subscription Profile". Otherwise, goes to Recv-6.1.

----------------------- End of change 2---------------

----------------------- Start of change 3 ---------------

7.3
Common operations

7.3.1 Originator actions
7.3.1.1 Compose request primitive
The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include mandatory parameters which is Operation, To, From and Request Identifier.

The Request may include the time related parameters which is Originating Timestamp, Request Expiration Timestamp, Result Expiration Timestamp and Operation Execution Time.
The Request may include the other parameters as specified in Table 7.2.1.1‑1: Request Primitive Parameters.

When including a resource representation in the request indication for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively.
EXAMPLE:
Any attributes marked with NP shall not be present in the resource representation for the corresponding request indication.
If the request is to be protected using End-to-End Security of Primitives (ESPrim), then the follow steps shall be applied
1) The Originator shall set the request to be the inner request primitive as defined for ESPrim [6,7]. The inner request primitive shall not include the Response Type parameter.
NOTE: If a Response Type is to be identified for communication of the inner request primitive and corresponding inner response primitive, then the Response Type is identified in the outer request primitive in step 3.
2) The Originator shall apply ESPrim processing (TS-0003[7]) to the inner request primitive to form an ESPrim Object. 
3) The Originator shall compose an outer request primitive that shall be mapped to a specific protocol, containing at least the following parameters
· Operation: indicates Notify.
· To: If the Receiver of the inner request primitive is a AE, then this parameter shall be the Resource-ID of the AE’s <AE> resource.  If the Receiver of the inner request primitive is a CSE, then this parameter shall be the Resource-ID of the CSE’s <CSEBase> resource.  

· From: matching the value of From in the inner request primitive

· Request Identifier: may be assigned independently of the Request Identifier in the inner request primitive.
· Content: containing notification data comprising of a securityInfo element with

· securityInfoType indicating an ESPrim Object.
· esprimObject containing the ESPrim Object.
The presence of further parameters when using ESPrim is address in TS-0001 [1]. 
4) For the remainder of the processing in the generic procedures, the Originator replaces the original Request (the inner request primitive) with the outer request primitive, noting the Request Identifier and noting that the inner request primitive was secured using ESPrim. 
----------------------- End of change 3 -------------

------------------- Start of change 4 -------------

7.3.2 Receiver CSE actions

7.3.2.1 Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23],  and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value.
If the received request is communicated within an established Security Association (TS-0003 [7]), and 

· the Receiver knows that the Registree using the established Security Association is an AE, and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association, and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association,

then the request shall be rejected with an "ACCESS_DENIED" Response Status Code parameter value.

If the received request is communicated within an established Security Association, and

· the Receiver knows that the Registree using the established Security Association is a CSE, and 

· the Receiver knows the CSE -ID of the Registree using the established Security Association, and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association, or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem, or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a  C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association,

then the request shall be rejected with an "ACCESS_DENIED" Response Status Code parameter value .

NOTE: An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see TS-0001 [6]).

If the received request is communicated outside of an established Security Association, and

· If the From parameter includes an AE-ID, and

· The request is not a CREATE <AE> Request, and

· The From parameter does not match the AE-ID of an AE currently registered to the Receiver

then the request shall be rejected with a "ACCESS_DENIED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with an "ACCESS_DENIED" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.
If the message is a Notify Request primitive targeting the Receiver, and the notification data in Content contains a securityInfo element with securityInfoType indicating “ESPrim Object”, then apply the following steps:
1)  Extract the ESPrim Object contained in the esprimObject element of the securityInfo element of the Notify request primitive.
2) Process the ESPrim Object to obtain the inner request primitive described in for End-to-End Security of Primitives (ESPrim) in TS-0003 [7]. 
· If the ESPrim processing fails to complete, then the Notify request primitive is rejected with a Response Status Code indicating "ESPRIM_DECRYPTION_ERROR" error. 
If the ESPrim integrity verification fails, then the Notify request primitive is is rejected with a Response Status Code indicating "BAD_REQUEST" error. 
NOTE: 
The ESPrim processing includes verifying that the From parameter in the inner request primitive agrees with the identity of the Originator authenticated using ESPrim.
3) If the ESPrim processing is successful, then the Receiver applies the validation process of the present clause to the inner request primitive, with an addition check that the Response Type parameter shall not be present in the inner request primitive matches the communication method of the Notify request primitive. 
If the inner request primitive is not valid, then the inner request primitive shall be rejected with an corresponding inner response primitive with Response Status Code indicating "BAD_REQUEST" error. The receiver shall apply ESPrim to the inner response primitive. See clause 7.3.3.Z “Apply ESPrim to a response primitive” for details.
4) If the inner request primitive is valid, and the Notify Request primitive which contained the ESPrim object also included a Response Type parameter, then the Response Type parameter is copied into the inner request primitive.
5) Subsequent operations are applied with the inner request primitive treated as the received request primitive. The Receiver records 
a. The ESPrim State information required for applying ESPrim to the corresponding inner response primitive (see TS-0003 [7]), 
b. The Request Identifier of the Notify request primitive that contained the inner request primitive. 
NOTE: When a Notify response primitive contains the corresponding ESPrim-protected inner response primitive, then the Request Identifier of the Notify request primitive is used as the Request Identifier of the Notify response primitive. 
----------------------- End of change 3 -------------

------------------- Start of change 4 -------------

7.3.2.5 Update <request> resource 

Changes in the attributes of a <request> resource shall be done by the Hosting CSE implicitly due to changes of the status (requestStatus) of the associated non-blocking request or due to the reception of an operation result (operationResult) in response to the associated non-blocking request. The Receiver CSE shall update attributes of an instance of <request> resource based on the following steps.

1) Update a value to the common attributes of <request> resource according to the following table: 

Table 7.3.2.5‑1: Common attributes settings for <request> resource
	Attribute Name
	Value 

	lastModifiedTime
	Date/time of the last modification.

	stateTag
	This value is incremented on every modification.


2) Update a value to the resource-specific attributes of <request> resource according to the following table: 

Table 7.3.2.5‑2: Resource-specific attributes settings for <request> resource
	Attribute Name
	Value 

	requestStatus
	If the Receiver CSE is a Transit CSE and the previously received request has been successfully forwarded to the next hop, this shall be set to "FORWARDED".
If the Receiver CSE is a Transit CSE and the previously received request has been rejected by the next hop, this shall be set to "FAILED".
If the Receiver CSE is the Target CSE (i.e. To parameter in the request message starts with the CSEBase URI of the Receiver CSE) and the originally requested operation has been completed, this shall be set to "COMPLETED".

	operationResult
	If there is a response message to the response message of the originally requested operation then either the response message, or an ESPrim Object containing the response message, shall be contained in line with the rc parameter in the associated non-blocking request. 


----------------------- End of change 4 -------------

------------------- Start of change 5 -------------

7.3.3.12 Create a success response

The Hosting CSE shall create a success response primitive with a Response Status Code indicating:

· " CREATED" in case of Create operation. If the Hosting CSE assigned attribute(s) not provided or modified any of the provided attributes as provided in the Request, the Content parameter shall include the assigned and/or modified attributes;

· "OK" in case of Retrieve operation;

· "UPDATED" in case of Update operation;

· "DELETED" in case of Delete operation; and

· "OK" in case of Notify operation.

The Hosting CSE shall include Request Identifier parameter in the response primitive. 

The Hosting CSE shall include Content parameter with:

· the address and/or attributes(assigned and modified by the Hosting CSE) of the created reseource depending on Result Content parameter (i.e., attributes,  hierarchical-address, hierarchical-address+attributes) in the request primitive. This shall apply for Create operation; 

· the retrieved attributes and/or child resource references depending on Result Content parameter (i.e., attributes, attributes+child-resources, child-resources, attributes+child-resource-references, child-resource-references, original-resource) in the request primitive. This shall apply for Retrieve operation; and

· the modified/created/deleted attributes. This shall apply for Update operation.

More details can be found in clause 7.2.1.2 (Response primitive format).

NOTE: If Result Content parameter is not given in the request primitive, the default value is attributes. How to deal with each Result Content value is described in clause 8.1.2 [6]).

The Hosting CSE may include To, From, Originating Timestamp, Result Expiration Timestamp, Event Category parameters.

If the corresponding request message is an ESPrim-protected inner request primitive (see clause 7.3.2.1), then 

3) The Hosting CSE shall “Apply ESPrim to the response primitive” to produce an ESPrim Object. See clause 7.3.3.Z for details.
4) The Hosting CSE shall “Form an ESPrim outer response primitive” using this ESPrim Object, resulting in an outer response primitive which shall be subsequently used as the Response primitive. See clause 7.5.1.2.x “Notification for ESPrimObject Exchange” for details.
----------------------- End of change 5 -------------

------------------- Start of change 6 (new subclauses of clause 7.3.3)-------------

7.3.3.Z
Apply ESPrim encryption to a Response primitive
When ESPrim encryption is to be applied to a Response primitive.
1) The Hosting CSE shall set the Response primitive to be the End-to-End Security of Primitives (ESPrim) inner response primitive [6,7]. 

2) The Hosting CSE shall apply ESPrim encryption (TS-0003[7]) to the inner response primitive to form an ESPrim Object. 
3) If the ESPrim processing fails to complete, then the Receiver shall return a Notify response primitive with Response Status Code indicating “ESPRIM_ENCRYPTION_ERROR” error.
----------------------- End of change 6 -------------

------------------- Start of change 7 -------------

7.5.1.2.5 Notification for Asynchronous Non-blocking Request

Originator:

When the requested operation for a nonBlockingAsynch request is completed, the Originator (=hosting CSE of the resource) shall send a Notify request primitive to inform the final result of requested operation against the oneM2M resource. When the notificationURI was present and empty in the Response Type parameter in the previously received nonBlockingAsync request, no notification with the result of the requested operation shall be sent at all by the Originator. Otherwise, the Originator shall send a Notify request primitive as follows: (If the notificationURI was present and contains multiple entries, then the Originator shall repeat the following steps for each entry in the notificationURI list.)The Originator shall compose a Request primitive with following parameter settings:

a. The From parameter shall be set to the ID of the Originator (i.e. Hosting CSE which hosts the  resource targeted by the previously received nonBlockingAsynch request).

b. If the notificationURI was not present in the Response Type parameter in the previously received nonBlockingAsync request, then the To parameter shall be set to the Originator of the previously received nonBlockingAsynch request.
If the notificationURI was present and not empty in the Response Type parameter in the previously received nonBlockingAsync request, then the To parameter shall be set to the next notificationURI list entry
c. The Response Type : If the Originator chooses to send the Notification in nonBlockingAsynch mode, the Originator shall include a notificationURI in the Response Type and set it to empty . 

d. The Content parameter shall be set to one of the following:
i. The response to the previously received nonBlockingAsynch request as m2m:responsePrimitive.
ii. The ESPrim Object containing the ESPrim-protected response to the previously received nonBlockingAsynch request as m2m:esprimObject. The ESPrim Object is presumed to be generated from the response in a previous step (see clause 7.2.2.2).
5) The Originator shall send the Request primitive. See clause 7.3.1.2 for detail.
------------------- End of change 7 -------------

Recv-6.10: “Queue request primitive and execute CMDH message forwarding procedure”





Recv-6.1: Hosting CSE of the targeted resource?





Start





Recv-6.3: “Check authorization of the Originator”





Recv-6.4: “Check validity of resource representation for the given resource type”





Recv-6.2: “Check existence of the addressed resource”





Recv-6.5: “Create/Update/Retrieve/Delete/Notify operation is performed”





Recv-6.6: “Announce/De-announce the resource”





Finish
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Recv-6.7: “Create a success response”





Recv-6.8: “Send Response Primitive”





Recv-6.9: CMDH processing supported?





Recv-6.11: “Forwarding”
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Yes








Recv-6.0.1: Receiver is Registrar CSE & Originator is AE & operation is create





Recv-6.0.2: “Check Service Subscription Profile”
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Recv-6.6.1: “Communication Method?”
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blockingRequest











�The description for Orig-4.0 and Orig 4.1 are separated because the response at Orig-4.1 shall not be a Notify response primitive with Content containing the securityInfo element with securityInfoType indicating “ESPrim Object”.





�Should this be Orig-1.0?


�Could this be 7.5.1.2.5?


�This step is anyway only shown for nonBlocking – so this text is superfluous
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