	Doc# PRO-2016-0xx-CR_TS-0003_R2_ACP_and_Authentication-20160530
Change Request
	[image: image1.png]






	


	CHANGE REQUEST

	Meeting:*
	PRO 23.1

	Source:*
	Phil Hawkes, Qualcomm, phawkes@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com 

Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com
Nobuyuki Uchida, Qualcomm, nuchida@qti.qualcomm.com

	Date:*
	2016-06-01

	Contact:*
	As above

	Reason for Change/s:*
	There is currently no mechanism to linking access control and end-to-end security of primitives

	CR  against:  Release*
	2

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0016
 FORMCHECKBOX 
 MNT Maintenance / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>
Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0004 and 2.5.0

	Clauses/Sub Clauses*
	6.3.5.27 “m2m:accessControlRule”, 7.3.3.15 “Check authorization of the originator”

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 FORMCHECKBOX 
 Change to existing feature or functionality
 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR may break backwards compatibility with the last approved version of the TS?       YES 
  NO 
This CR is a mirror CR? YES  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: <Document Number) : NO  FORMCHECKBOX 
  


	Template Version:27 May 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Introduction
There is currently no mechanism to linking access control and ESPrim. This CR adds a Boolean accessControlAuthenticationFlag as a mandatory parameter in an access-control-rule-tuple: if the value is TRUE, then the access control rule applies only if the Originator is considered to be authenticated by the Hosting CSE; if the value is FALSE, then the access control rule applies whether or not the Originator is considered to be authenticated by the Hosting CSE.  

Corresponding CRs to TS-0001 and TS-0003 have been submitted to ARC and SEC respectively. The CR to TS-0003 includes the criteria used to determine if the Originator is considered to be authenticated by the Hosting CSE.
-----------------------Start of change 1 -------------------------------------------

6.3.5.27 
m2m:accessControlRule
Table 6.3.5.27‑1: Type Definition of m2m:accessControlRule

	Element Path
	Element Data Type 
	Multiplicity
	Note

	accessControlOriginators
	list of xs:anyURI
	1
	Reserved character '*' represents any Originators qualify the accessControlOriginators 

	accessControlOperations
	m2m:accessControlOperations
	1
	

	accessControlContexts
	
	0..n
	

	accessControlContexts/accessControlWindow
	m2m:scheduleEntry
	0..n
	

	accessControlContexts/accessControlIpAddresses
	
	0..1
	

	accessControlContexts/accessControlIpAddresses/ipv4Addresses
	list of m2m:ipv4
	0..1
	List of IPv4 addresses

	accessControlContexts/accessControlIpAddresses/ipv6Addresses
	list of m2m:ipv6
	0..1
	List of IPv6 addresses

	accessControlContexts/accessControlLocationRegions
	m2m:locationRegion
	0..1
	

	accessControlAuthenticationFlag
	xs:boolean
	0..1
	

	NOTE: Some of the above elements are defined in clause 9.6.2 of TS-0001 [6] with slightly different names as follows (name in parenthesis used in TS-0001): accessControlWindow (accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress)


The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, ipv6Addresses element, or both elements.

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with IETF RFC 4632 [29]. Each individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of hexadecimal digits with optional network prefix in accordance with IETF RFC 5952 [30]. Example IPv4 and IPv6 addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in Table 6.3.2-1.
If the accessControlAuthenticationFlag element is not present, then the value is assumed to be FALSE.
----------------------- End of change 1 -------------------------------------------

----------------------- Start of change 2 -------------------------------------------

7.3.3.15 
Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscriedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [7].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
· If the accessControlOriginators includes a groupID, the Hosting CSE checks if the Originator is a member of that group resource. 
·  accessControlOperations of the rule matches the operation type of the request. 
· If the accessControlAuthenticationFlag is TRUE, then access control rule applies only if the Originator is considered to be authenticated by the Hosting CSE according to clause 7.1.2 in TS-0003 [7]. 
If the evaluation failed, then authorization failure information shall be returned to the Originator.
----------------------- End of change 2 -------------------------------------------
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