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Introduction
This CR specifies how the End-to-End Security of Primitives (ESPrim) feature uses the NOTIFY to exchange ESPrim objects with a Receiver.
R01: sequence of events is shown with a single table

R02: sequence of steps is shown with 3 tables, one table for each communication mode: blockingRequest, nonBlockingRequestSynch and nonBlockingRequestAsynch. Also separated the columns for each procedure (inner primitive steps, ESData process steps and outer process steps) into a column for Originator steps and a column for Receiver steps.

R03:
·  Re-arranging of where text will be locaeted

· Created a new clause 7.6 “Security Procedures”. 

· Moved ESPrim details into a sub-clause7.6.x “Procedure for applying End-to-End Security of Primitives (ESPrim)”. 

NOTE: 
Clause 7.6 could include details needed for other security procedures. The author is discussing this with other SEC WG4 members.

· Clause 7.5.1.2.x “Notification for transport of ESPrim Objects” now comprises references to steps of 7.6.x.

· Changes to details now in clause 7.6.x

· Replaced tables with a single figure. The basic flow is unchanged, but ignores all details which are independent of ESPrim. 
· The Receiver has also been separated into Hosting CSE (receiving the outer request to its <CSEBase> or an <AE> resource) and the Target of the inner request (which may be the Hosting CSE or an AE registered to the Hosting CSE). 
· References to step numbers are highlighted with pink background to ensure they are easily identified and double checked for agreement of the CR.
R04 delta from R03

· Editorial change suggested at PRO 23.1

· Added initial exchange between ESPrim processing in Originator and Target for establishing pairwiseESPrimKey and establishing sessionESPrimKey at Originator

· Changed Notification to Notify

· Added table of error cases in clause 7.6.x, and added corresponding error RSCs to clauses 6.6.3.5, 6.6.3.6
-----------------------Start of change 1 ------------------

6.6.3.5 Originator Error response class

Table 6.6.3.5-1 specify the RSCs for Originator Error responses.
Table 6.6.3.5‑1: RSCs for Originator Error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ACCESS_DENIED

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4xxx
	ESPRIM_UNSUPPORTED_OPTION

	4xxx
	ESPRIM_UNKNOWN_KEY_ID

	4xxx
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	4xxx
	ESPRIM_UNKNOWN_RECV_RAND_ID

	4xxx
	ESPRIM_BAD_MAC


6.6.3.6 Receiver Error response class

Table 6.6.3.6-1 specifies the RSCs for Receiver Error  responses.
Table 6.6.3.6‑1: RSCs for Receiver Error response class

	Numeric Code
	Description

	5000
	INTERNAL_SERVER_ERROR

	5001
	NOT_IMPLEMENTED

	5103
	TARGET_NOT_REACHABLE

	5105
	NO_PRIVILEGE

	5106
	ALREADY_EXISTS

	5203
	TARGET_NOT_SUBSCRIBABLE

	5204
	SUBSCRIPTION_VERIFICATION_INITIATION_FAILED

	5205
	SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE

	5206
	NON_BLOCKING_REQUEST_NOT_SUPPORTED

	5207
	NOT_ACCEPTABLE

	5208
	DISCOVERY_DENIED_BY_IPE

	5xxx
	ESPRIM_DECRYPTION_ERROR

	5xxx
	ESPRIM_ENCRYPTION_ERROR


----------------------- End of change 3 ---------------

-----------------------Start of change 1 ---------------
7.5.1.2.x Using Notify for transport of ESPrim Objects

The Notify operation is used for transport of ESPrim Objects protecting an exchange of inner primitives, as part of 7.6.x “Procedure for applying End-to-End Security of Primitives (ESPrim)”.

NOTE 1:
The inner request primitive can request any operation (Create, Retrieve, Update, Delete, Notify) allowed by the resource addressed by the inner request primitive. The  composing or processing of the inner request primitive and  the corresponding inner response primitive follows the general procedures in clause 7.2.2, and is not addressed further in the present clause.

Originator:

When the originator is to secure an exchange of inner primitives, then the Receiver shall apply the following steps in order: 

1) Encrypt the inner request primitive to form an ESPrim Object as described in step E of clause 7.6.x.
2) Form the Notify request from the ESPrim Object as described in step F of clause 7.6.x.
3) Deliver the Notify request to the Receiver as described in step G and H of clause 7.6.x.
Receiver: 

When a Receiver receives a Notify request transporting an ESPrim Object, then the Receiver shall apply the following steps in order:

1) Process the Notify request to extract the ESPrim Object as described in step I of clause 7.6.x.
2) Decrypt the ESPrim Object to form the inner request primitive as described in step J of clause 7.6.x.
3) The inner request primitive is processed, resulting in an inner response primitive. See Note 1.
4) Encrypt the inner response primitive to form an ESPrim Object as described in step L of clause 7.6.x.
5) Form a successful Notify response as described in step M of clause 7.6.x.
6) Deliver the Notify request to the Originator as described in step N of clause 7.6.x.
Originator: 

When the Originator receives a Notify response transporting an ESPrim Object, then the Receiver shall perform the following steps in order:

1) Process the Notify request to extract the ESPrim Object as described in step O of clause 7.6.x.
2) Decrypt the ESPrim Object to form the inner request primitive as described in step P of clause 7.6.x.
3) The inner response primitive is processed. See Note 1. 
Error cases are addressed in clause 7.6.x.
-----------------------End of change 1 ---------------

-----------------------Start of change 2 ---------------
7.6
Security Procedures

7.6.1
Introduction

oneM2M TS-0003 [7] specifies a range of security procedures. Clause 7.6 describes how to use the security procedures as part of the general procedures, common operations, resource type-specific procedures and primitive-specific procedures. The following security procedures are described:

· End-to-End security of primitives (ESPrim): securing a primitive so that CSEs (forwarding the primitive) do not need to be trusted with the confidentiality and integrity of the primitive.
Editor’s note: this list should be updated when new procedures are added.
-----------------------End of change 2 ---------------

----------------------- Start of change 3---------------

7.6.x Procedure for applying End-to-End Security of Primitives (ESPrim) 
End-to-End Security of Primitives (ESPrim) provides an interoperable framework for securing oneM2M primitives so CSEs (forwarding the primitive) do not need to be trusted with the confidentiality and integrity of the primitive. ESPrim provides mutual authentication, confidentiality, integrity protection and a freshness guarantee (bounding the age of ESPrims). Credential management aspects and data protection aspects for ESPrim are specified in oneM2M TS-0003 [7]. Architecture-level-details for the transport of ESPrim are specified in oneM2M TS-0001[6].

The primitive to be secured is called the inner primitive. All operations (Create, Retrieve, Update, Delete, or Notify) are allowed for an inner request primitive and inner response primitive. The inner primitives are encrypted to form an ESPrim Object. A Notify Request and corresponding Notify Response primitives (called the outer request primitive and outer response primitive) are used to transport the ESPrim Objects containing this encrypted inner request primitive and inner response primitive respectively. 

There are three parallel procedures which must be considered when using ESPrim to protect primitives:

· Inner primitive processing: The general procedure for the inner request primitive and corresponding inner response primitive.

· ESPrim processing: Encrypting inner primitives to form ESPrim objects, and decrypting ESPrim objects to obtain the inner primitives.

· Outer primitive processing: The general procedure for the outer request primitive and corresponding outer response primitive used to transport the ESPrim objects.

There are three actors impacted: 

· Originator: The CSE or AE which originates the inner primitive procedure, the ESPrim protocol and the outer Notify primitive procedure.

· Hosting CSE: The Hosting CSE from the perspective of the outer primitive procedure, hosting the <CSEBase> or <AE> resource of the Target.

· Target CSE or AE: The CSE or AE terminating the ESPrim protocol and inner primitive procedure. The Target shall be either the Hosting CSE or an AE registered to the Hosting CSE. The Target also applies some processing of the outer primitive procedure: extracting the ESPrim objects form the outer request primitives, and composing the outer response primitives.

Other Receiver CSEs on the delivery path (apart from the Originator and Hosting CSE) process and forward the outer Notify primitives according to the general procedure in clause 7.2.2.2. These Receiver CSEs do not process the ESPrim Objects nor the inner primitives. The procedures for these Receiver CSEs are not affected when ESPrim is being used.

The present clause describes the relationship between the steps of the general procedures applied to the inner primitives, the ESPrim processing and the general procedures applied to the outer primitives. 
Figure 7.5.1.2.x-1 and the following text describe the procedure for applying ESPrim to protect an exchange of inner primitives. 
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Figure 7.6.x-1: Procedure for applying End-to-End Security of Primitives (ESPrim) to protect an exchange of inner primitives
Pre-Condition: The Originator and Target have established a pairwiseESPrimKey and steps have been performed for establishing a sessionESPrimKey at the Originator (phases A and B in clause 8.4.2 of oneM2M TS-0003 [7]).
Originator:

A. The Originator’s inner primitive processing shall apply Orig-1.0 “Compose of a Request primitive” to compose the inner request primitive. The inner request should not include the delivery-related parameters Response Type, Event Category, and Delivery Aggregation. 

NOTE 1:
Delivery-related parameters Response Type, Event Category, and Delivery Aggregation in the inner request (composed at step A) will be ignored – see step K. When appropriate, these parameters are provided in the outer request primitive only (composed at step F).

B. The Originator shall not apply Orig-2.0 "Send a Request primitive to the Receiver CSE", but instead shall pass the inner request primitive to the Originator’s ESPrim processing for further processing in Step E.
C. The Originator’s inner primitive processing shall apply Orig-3.0 "Check Response Type". The Response Type is blockingRequest, see step A.
D. The Originator’s inner primitive processing shall apply Orig-4.0 “Wait for Response primitive”, entering a waiting state until the inner response primitive is received (at step P).

E. The Originator’s ESPrim processing shall apply ESPrim encryption to the inner request primitive, resulting in an ESPrim Object. The ESPrim encryption process is specified in oneM2M TS-0003 [7]. The ESPrim Object is passed to the Originator’s outer primitive processing. The Originator’s ESPrim processing enters waiting state until the corresponding ESPrim Object is received (at step O)
F. The Originator’s outer primitive processing shall apply Orig-1.0 “Compose of a Request primitive” to compose the outer request primitive. The outer request primitive shall include the following parameters:

· Operation: Notify (N)

· To: 

An address of the <CSEBase> or <AE> resource associated with the Target.

· From: 
An address of the Originator.

· Request Identifier: may be independent of the Request Identifier in the inner request primitive.
· Content: a securityInfo element with child elements
· securityInfoType:
“5” (ESPrim Object).
· esprimObject:


the ESPrim Object generated at step E.
The outer request primitive may include further optional parameters as described in clause 11.4.2 of TS-0001 [6], including the delivery-related parameters Response Type, Event Category, and Delivery Aggregation.
G. The general procedures in clause 7.2.2.1 and clause 7.2.2.2 are followed for delivering the outer Notify request primitive from the Originator to the Hosting CSE of the addressed resource, in accordance with the communication mode of the outer request primitive. The outer Notify request primitive may be forwarded by one or more transit CSEs, which are not shown in Figure 7.6.x-1.  The Originator’s outer primitive processing enters a waiting state until the corresponding outer response primitive is received (at step N). The details of the delivery to and from the Hosting CSE have no impact on any other steps.  The present step includes all Receiver steps in clause 7.2.2.2 up to Recv-6.4. If any errors are encountered during this step, then the Notify request primitive is rejected with a Response Status Code indicating the appropriate error code. 

Hosting CSE: 

H. The Hosting CSE’s outer primitive processing applies Recv-6.5 “Create/Update/Retrieve/Delete/Notify operation is performed” to the outer Notify request primitive. This triggers "Notify re-targeting” (clause 7.3.3.9), and the Hosting CSE passes the outer request primitive to the Target identified by the To parameter:

· If the To parameter is an address for the Hosting CSE’s <CSEBase> resource, then the Target is the Hosting CSE.

· If the To parameter is an address for an <AE> resource, then the Target is the associated AE.
If any errors are encountered during this step, then the Notify request primitive is rejected with a Response Status Code indicating the appropriate error code. The Hosting CSE’s outer request processing enters waiting state until the corresponding outer response primitive is received at step M.

Target:
I. The Target’s outer primitive processing shall examine the securityInfoType element of the securityInfo element in the Content parameter of the outer Notify request primitive.  The value “5” of the securityInfoType indicates that the securityInfo element contains an ESPrim object. The Target shall extract the ESPrim Object contained in the esprimObject element of the securityInfo element and pass the ESPrim Object to the Target’s ESPrim processing.
J. The Target’s ESPrim processing shall apply ESPrim decryption to the ESPrim Object, resulting in the verified inner request primitive. The ESPrim decryption process is specified in oneM2M TS-0003 [7].
· If the Target’s ESPrim processing encounters one of the error cases in Table 7.6.x-1, then the corresponding Response Status Code is returned to the Hosting CSE’s outer primitive processing, and the call flow skips to step M.
· If decryption is successful, then the verified inner request primitive is passed to the Target’s inner primitive processing, and the Target’s ESPrim processing enters waiting state until the corresponding inner response primitive processing Object is received (at step M). 

K. The Target shall process the verified inner request primitive according to the general procedure for Receiver, see clause 7.2.2.2.

· The Target shall ignore delivery-related parameters in the inner primitive, such as the Response Type, Event Category, or Delivery Aggregation. See Note 1.

An inner response primitive is returned to the Target’s ESPrim processing. 

NOTE 2: 
This call flow does not distinguish between successful and unsuccessful inner response primitives. Both will have ESPrim encryption applied prior to delivery back to the Originator.
L. The Target’s ESPrim processing shall apply ESPrim encryption to the inner response primitive, resulting in an ESPrim Object. The ESPrim encryption process is specified in oneM2M TS-0003 [7]. If the Target’s ESPrim processing encounters one of the error cases in Table 7.6.x-1, then the corresponding Response Status Code returned to the Hosting CSE’s outer primitive processing and the call flow skips to step M. If the ESPrim processing is successful, then the ESPrim Object is passed to the Hosting Target’s outer primitive processing.

M. If the Target’s ESPrim processing returned a Response Status Code indicating an error, then the   Hosting CSE’s outer primitive processing forms an error Notify response as described in clause 7.3.3.13. If the Target’s ESPrim processing returned an ESPrim Object, then the Target’s outer primitive processing forms a successful Notify Response as described in clause 7.3.3.12, with the Content containing a securityInfo element with the following child elements:
· securityInfoType:
“5” (ESPrim Object).
· esprimObject:


the ESPrim Object received from the Target’s ESPrim processing.
The outer response primitive is passed to the Hosting CSE’s outer primitive processing.
Hosting CSE:
N. The general procedures in clauses, 7.2.2.1 and 7.2.2.2 are followed for delivering the outer response primitive from the Hosting CSE to the Originator, in accordance with the communication mode of the outer response primitive. The outer Notify response primitive may be forwarded by one or more transit CSEs, which are not shown in Figure 7.6.x-1.  

Originator:
O. The Originator’s outer primitive processing shall apply Orig-6.0 “Process Response primitive” to the outer response primitive, extracting the ESPrim Object and forwarding this to the Originator’s ESPrim processing.
P. The Originator’s ESPrim processing shall apply ESPrim decryption to the ESPrim Object, resulting in the verified inner response primitive. The ESPrim decryption process is specified in oneM2M TS-0003 [7]. If decryption is successful, then the verified inner response primitive is passed to the Originator’s inner primitive processing.

Q. The Originator’s inner primitive processing shall apply Orig-6.0 “Process Response primitive” to the verified inner response primitive.
Table 7.6.x-1: End-to-End security of Primitives (ESPrim) processing error cases with corresponding error message
	Error Case
	Error message

	The Target was unable to parse the ESPrim Object.
	BAD_REQUEST

	The Target does not support either the combination of protocol and AEAD algorithm used for the ESPrim Object in the Request, or the sessionESPrimKey derivation algorithm identified in the originatorESPrimRandObject
	ESPRIM_UNSUPPORTED_OPTION

	The pairwiseESPrimKey Identifier in the ESPrim header is not known to the Target, or is expired 
	ESPRIM_UNKNOWN_KEY_ID

	The esprimRandID of the originatorESPrimRandObject in the ESPrim header is not known to the Target, or the Target decides that the originatorESPrimRandObject is expired (see Note 1)
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	The esprimRandID of the receiverESPrimRandObject in the ESPrim header is not known to the Target, or the Target decides that the receiverESPrimRandObject is expired. (see Note 2)
	ESPRIM_UNKNOWN_RECV_RAND_ID

	The integrity verification of the ESPrim payload failed.
	ESPRIM_BAD_MAC

	The Target encountered some other problem while decrypting the ESPrim Object and could not obtain the inner request primitive. 
	ESPRIM_DECRYPTION_ERROR

	The Target successfully decrypted the ESPrim Object to form the inner request primitive, but encountered a problem while encrypting the inner response primitive and could not form an ESPrim Object.
	ESPRIM_ENCRYPTION_ERROR

	NOTE 1. The Target may use the esprimRandExpiry in the originatorESPrimRandObject, or the Target’s own local policy, for deciding if the originatorESPrimRandObject is expired.

NOTE 2. The Target may use the esprimRandExpiry in the receiverESPrimRandObject, or the Target’s own local policy, for deciding if the receiverESPrimRandObject is expired.


----------------------- End of change 3 -------------
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