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Introduction
This CR cleans up the existing MAF text in clause 8.8 of TS-0003 v2.2.0 and provides the stage 3 details for the MAF Security Framework (re-named to MAF Interface). The MAF Interface can use either HTTP/1.1 or CoAP.

· General: 

· Replaced “End-Point” with “MAF Client”, and added a definition to clause 2 “Definitions”
· Replaced “MAF Security Framework” with “MAF Interface.” added a definition to clause 2 “Definitions”
· Clause 8.8.1 Introduction to the MAF Interface
· Scoped the MAF Interface. Added description of organization of clause 8.8
· Clause 8.8.2 MAF Interface Processing Details (was clauses 8.8.3, 8.8.4, 8.8.5, 8.8.6)

· Moved all procedure descriptions into this clause - requiring renumbering clauses and references

· Referred to request/response parameter definitions in clause 8.8.3

· Included text on error handling, referring to clause 8.8.3.

· NEW Clause 8.8.3 MAF Interface Message Definitions
· NEW Clause 8.8.3.1 provides an introduction to 8.8.3 and defines the parameters in MAF Interface requests and responses. These details are not bound to a specific protocol until clause 8.8.3.3. This clause lists the mafStatus Indications and corresponding HTTP/1.1 response status codes and CoAP response codes
· NEW Clause 8.8.3.2 provides the Procedure-Specific details for the MAF Interface
· NEW Clause 8.8.3.3 provides the bindings of the MAF Interface to HTTP/1.1 and CoAP.
· Clause 8.8.4 MAF Credential Configuration (Was 8.8.2)
· References: Added references for HTTP/1.1 and COAP

-----------------------Start of change 1 --------------------------------

8.8
MAF Interface 
8.8.1
Introduction to the MAF Interface 
Clause 8.8 describes the common details and procedures used in the MAF-based Security Frameworks; in the present specification these frameworks include: 

· The MAF-Based Security Association Establishment Framework (SAEF). 

· The MAF-Based End-to-End Security of Primitives (ESPrim) Framework. 

· The MAF-based End-to-End Security of Data (ESData) Framework. 

These frameworks use a MAF to provide authentication and distribution of symmetric key for use by a Source MAF Client initiating establishing the symmetric key, and one or more Target MAF Clients. Table 8.8.1-1 “Mapping of Generic MAF Framework Roles to specific MAF-Based Framework Roles” describes the mapping of Source MAF Client and Target MAF Client to roles in the specific MAF-Based Frameworks, and the allowed number of Target MAF Clients.

Table 8.8.1-1: Mapping of Generic MAF Interface Roles to specific MAF-based Security Framework Roles

	MAF-Based Security Framework
	Source MAF Client
	Target MAF Client
	Number of Target MAF Clients

	Security Association Establishment Framework (SAEF)
	Entity A
	Entity B
	1

	End-to-End Security of Primitives (ESPrim)
	Originator
	Receiver
	1

	End-to-End Security of Data (ESData)
	Source ESData End-Point
	Target ESData End-Point
	Any


The scope of clause 8.8 is the specification of the MAF Interface between the MAF Clients and the MAF (the procedures are specified in clause 8.8.2, while the messages are specified in clause 8.8.3), and parameters configured of the MAF Client and MAF to enable the MAF Client to use the services of the MAF over the MAF Interface (clause 8.8.4). The operation and management of the MAF, beyond the details provided for the MAF Interface, are not specified in the present document. 
The generic MAF security framework details specified in clause 8.8 are:

· MAF Credential Configuration (clause 8.8.4): describing the credentials and associated information provisioned to an MAF Client and the MAF to enable the MAF Client to use the services of the MAF. 

· MAF KmId Retrieval Procedure (clause 8.8.2.2): If a CSE or AE is remotely provisioned with a symmetric key for use with the MAF, then this procedure is used to trigger the MAF to retrieve Km from the MEF. The MAF then provides the MAF Client with the KmId to be used for subsequently authentication with the MAF.

· MAF Handshake Procedure (clause 8.8.2.3): establishing a mutually-authenticated TLS or DTLS session between an MAF Client and a MAF. 

· MAF Key Registration Procedure (clause 8.8.2.4): The Source MAF Client and MAF perform the MAF Handshake procedure. The Source MAF Client may provide a list of possible Target MAF Client(s) to the MAF. The MAF and Source MAF Client establish a symmetric key and symmetric key identifier, and negotiate information about the credential, which can include:

· Security Usage Identifier (SUID) for the security feature which is authorized to be secured use this credential. That is, the SUID limits the scope within which the credential may be used.

· Identity(ies) of the Target MAF Client(s) which will be provided with this credential,

· Lifetime of the credential.

· MAF Key Retrieval Procedure (clause 8.8.2.5): The Target MAF Client and MAF perform the MAF Handshake procedure. The Target MAF Client provides the symmetric key identifier and SUID to the MAF. The MAF provides:

· The symmetric key

· Identity of the Source MAF Client, or an identifier for the credential that the Source MAF Client used for mutual authentication with the MAF during the MAF Key Registration procedure..

· Lifetime of the credential.

The general sequence for using these procedures is shown in Figure 8.8.1-1 and described as follows:

1. Each of the Source MAF Client and Target MAF Client(s) separately establish credentials for mutual authentication with the MAF, and are configured with the URIs for the MAF Key Registration Procedure and MAF Key Retrieval Procedure. If a symmetric key is remotely provisioned for mutual authentication with the MAF, then the Source MAF Client is also provided with the MAF KmId Retrieval URI.

2. If the Source MAF Client is remotely provisioned for mutual authentication with the MAF, then the Source MAF Client performs the MAF KmId procedure to trigger the MAF to retrieve the Source MAF Client’s Master Credential from the MEF. The MAF then provides the Source MAF Client with the KmId to be used for subsequently authentication with the MAF.

The same procedures is performed by a Target MAF Client which is remotely provisioned for mutual authentication with the MAF.

3. The Source MAF Client performs the MAF Key Registration procedure to establish a symmetric key and corresponding identifier. The Source MAF Client also provides the Security Usage Identifier (SUID) limiting the scope of the credential by identifying the security feature (SAEF, ESPrim, ESData). This procedure includes the MAF Handshake procedure for mutual authentication of the Source MAF Client and MAF.

4. The Source MAF Client provides, to the Target MAF Client(s), the symmetric key identifier established in the MAF Key Registration procedure. The details of this step depend on the security feature as identified by the SUID.

5. The Target MAF Client performs the MAF Key Retrieval procedure, to retrieve the symmetric key and corresponding information. This procedure includes the MAF Handshake procedure for mutual authentication of the Target MAF Client and MAF.

6. The symmetric key is used in the security protocol between the Source MAF Client and Target MAF Client. If the security protocol requires a single symmetric key, then the first half of the distributed symmetric key is used. If the security protocol requires two symmetric keys (for example, an encryption key and a separate integrity key), then the two halves of the distributed symmetric key are used as the two security protocol symmetric keys. The details of this step depend on the security feature. 


[image: image1.emf]Source MAF Client Target MAF Client MAF

1. MAF Credential Configuration 1. MAF Credential Configuration

(Opt) 2. MAF KmId Retrieval procedure (Opt) 2. MAF KmId Retrieval procedure

3. MAF Key Registration procedure

3.a. MAF Handshake procedure

4. KcId (details specific to the security feature)

5. MAF Key Retrieval procedure, 

5.a. MAF Handshake procedure

5.c. Kc, corresponding information

3.b. Establishing SUID, Kc and KcId

5.b.  SUID, KcId

6. Kc is used in the security feature



Figure 8.8.1-1: The sequence of events when using the MAF Interface as part of a security feature

8.8.2
MAF Interface Processing Details
8.8.2.1
Introduction

Clause 8.8.2 specifies the processing applied during the MAF Interface procedures.
8.8.2.2
MAF KmID Retrieval Procedure
Purpose: This procedure is performed when remote provisioning is used to establish a symmetric key between an MAF Client and the MAF. The MAF Client triggers the MAF to retrieve Km from the MEF, and the MAF provides the MAF Client with the Master Credential Id (KmID) to use in subsequent MAF Handshake Procedures. 
Pre-Conditions: The MAF Client, MAF, and (where applicable) MEF have been provisioned with the parameters described in clause 8.8.2 “MAF Credential Configuration Details”. The details depend on the type of provisioning (pre-provisioning or remote provisioning) and the type of credential (symmetric key or certificates).
Procedure description:
1. The MAF Client shall establish a TLS (or DTLS) session with the MAF as shown in steps (b) onwards in the “Use of Provisioned Credential” in clause 8.3.2.1 shall be performed by the MAF Client (assuming the role of Enrolee), MEF and MAF (assuming the role of Enrolment Target). The MAF retrieves Km from the MEF as part of this process.
2. The MAF Client shall send a MAF KmID Retrieval using the parameters configured by the MEF as part of MAF Credential Configuration. The parameters of this request are specified in Table 8.8.3.2.2-1.
	Parameter Name
	Parameter Description

	MAF Procedure Type
	Indicating MAF KmID Retrieval


3. Upon receiving the request, the MAF shall process the request. If error cases are encountered, then the MAF shall send an error response, as defined in Table 8.8.3.2.2-2, with mafStatus set to the appropriate value in Table 8.8.3.1.2-4. If the request is processed successfully, then the MAF shall compose a response a containing the following parameters. 

	Parameter Name
	Parameter Description

	
	

	Master Credential Id
	MAF-Assigned Master Credential ID (KmId).


The parameters of this response are specified in Table 8.8.3.2.2-2.The MEF shall send the response to the MAF Client.

4. The MAF Client and MAF shall store the parameters. The MAF Client uses this Master Credential ID hereafter when establishing TLS (or DTLS) sessions with the MAF. 

5. The MAF shall terminate the TLS/DTLS session.

8.8.2.3
MAF Handshake Procedure

Purpose: A MAF Handshake procedure establishes a mutually authenticated TLS or DTLS session for protecting the communication between an MAF Client and MAF. In the case of the MAF Key Registration procedure, the TLS or DTLS session may be used by the Source MAF Client and MAF to establish the M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcId).

Pre-Conditions: One of the following conditions shall hold:

· The MAF Client and MAF have been provisioned with certificates as described in the MAF Credential Configuration details in clause 8.8.2.

·  The MAF Client and MAF have established a symmetric Master Credential (Km) with corresponding Master Credential Identifier (KmId). The Km and KmId may be pre-provisioned (see clause 8.8.2), or established using 

NOTE: 
In the case of establishing Kc via remote provisioning, MAF Handshake cannot be performed during MAF KmId Retrieval because (a) the MAF does not know Kc prior to MAF KmId Retrieval and (b) KmId has not been assigned prior to MAF KmId Retrieval.

Procedure description:

· If the MAF Credential Configuration provisioned a symmetric key to the MAF Client, then the MAF Client and MAF shall establish the TLS or DTLS session using the TLS-PSK handshake according to clause 10.2.2, with the following details:

· The "psk_identity" parameter [15] shall be set to the value of the Master Credential Identifier (KmId) established during MAF Credential Configuration.
· The "psk" parameter [15] shall be set to the value of the Master Credential (Km) established during MAF Credential Configuration.

· If the MAF Client and MAF are to authenticate using certificates, then the MAF Client and MAF shall establish the TLS or DTLS session using the certificate-based TLS handshake according to clause 10.2.2, with the following details:

· The TLS server certificate shall be the MAF’s certificate. The MAF Client shall verify the MAF’s certificate against the set of provisioned MAF certificate trust anchors as described in clause 8.1.2.5.

· The TLS client certificate shall be the MAF Client’s certificate. The MAF shall verify the MAF Client’s certificate against the provisioned MAF Client Certificate Information as described in clause 8.1.2.5.

8.8.2.4
MAF Key Registration Procedure

Purpose: This procedure enables a Source MAF Client to establish a symmetric key with the MAF which can be retrieved for use by one or more Target MAF Clients.   

This procedure is performed between the Source MAF Client and the MAF. 

Pre-Conditions: 

· The Source MAF Client has performed the MAF Credential Configuration (clause 8.8.2.2) with the MAF, including configuration of the MAF Key Registration URI.

· The Source MAF Client has determined a set of Target MAF Clients with which a symmetric key needs to be established.

Procedure Description. The procedure comprises the following steps: 

1. The Source MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.3. A by-product of the MAF Handshake procedure is that the MAF establishes an authenticated identity for the Source MAF Client.
2. The Source MAF Client selects the value of the M2M Secure Connection Key (Kc) to be distributed by the MAF.  The value shall be one of the following:

· The Source MAF Client generates M2M Security Connection Key (Kc) and RelativeKcId from the (D)TLS session secrets using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1  “TLS Key Export Details”.
· The value of Kc is self-generated by the Source MAF Client, independently of the (D)TLS session secrets.

3. The Source MAF Client shall compose a list of Target MAF Clients to whom the MAF is authorized to provide Kc: 

· In the case of MAF-Based SAEF or MAF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MAF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1: The present specifications do not provide any details about how the Source MAF Client selects the list of Target MAF Clients. 

4. The Source MAF Client shall send a request, to the MAF Key Registration URI, including the following parameters. The parameters of this request are specified in Table 8.8.3.2.2-1.
	Parameter Name
	Parameter Description

	MAF Procedure Type
	Indicating MAF Key Registration

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.

	Target MAF Client ID List 
	The list of zero or more identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key. 

	M2M Secure Connection Key
	(Optional) If present, this parameter contains a value for Kc which is self-generated by the Source MAF Client. If this parameter is not present, then the Source MAF Client and MAF will generate Kc using TLS Exporter 



5. The MAF processes the request. MAF shall process the request. If error cases are encountered, then the MAF shall send an error response, as defined in Table 8.8.3.2.2-2, with mafStatus set to the appropriate value in Table 8.8.3.1.2-4. If the request is processed successfully, then the MAF shall authorize establishing an M2M Security Connection Key (Kc), based on the authenticated identity for the Source MAF Client.

NOTE 2: The present specification provides no details for the authorization of this request. 

6. If the request included a value in the M2M Secure Connection Key parameter, then the MAF shall store this value as Kc. Otherwise, the MAF shall generate Kc from the (D)TLS session using TLS Key Export (RFC 5705) [18], as described in clause 10.3.1  “TLS Key Export Details”.
7. The MAF shall initialize the list of authorized Target MAF Clients (those MAF Clients which may to retrieve this credential) to the list provided in the request.

· In the case of MAF-Based ESData: This list may be further updated by authorized entities during or after the MAF Key Registration procedure.

NOTE 3: 
The present specifications do not provide any details about updating the list of authorized Target MAF Clients on the MAF. The MAF could provide its own logic and interface allowing subscribers to manage this list. 
8. The MAF shall select a previously-unused value of RelativeKcId.
9. The MAF shall send a response, to the Source MAF Client, including the following parameters. The parameters of this response are specified in Table 8.8.3.2.2-2.
	Parameter Name
	Parameter Description

	RelativeKcId
	The RelativeKcId associated with the M2M Secure Connection Key.



10. The Source MAF Client and MAF shall store the M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcId). 
· The M2M Secure Connection Key Identifier (KcId) is generated from the RelativeKcId and the M2M Authentication Function’s FQDN by the Source MAF Client and MAF, as described in clause 10.3.5 “Generating KcId”.

11. The MAF shall terminate the TLS or DTLS session between the Source MAF Client and MAF.

8.8.2.5
MAF Key Retrieval Procedure

Purpose: This procedure enables a Target MAF Client to retrieve Kc from a MAF corresponding to a KcId received by the Target MAF Client.

Pre-Conditions: 

· The Target MAF Client has performed the MAF Credential Configuration (clause 8.8.2.1) with the MAF, including configuration of the MAF Key Retrieval URI.

· The Source MAF Client has performed the MAF Key Registration Procedure (clause 8.8.2.2) with the MAF, resulting in an M2M Secure Connection Key (Kc) and M2M Secure Connection Key Identifier (KcId) for a specific Security Usage Identifier (SUID).
· The Target MAF Client received an M2M Secure Connection Key Identifier (KcId) from the Initiating-MAF Client in a security feature with the SUID which the Source MAF Client provided to the MAF during the MAF Key Registration Procedure (clause 8.8.2.4)
· The Target MAF Client may expect that it is authorized to obtain the corresponding M2M Secure Connection Key (Kc), and

NOTE: 
The Target MAF Client should not repeat this procedure if the Target MAF Client is already in possession of the corresponding M2M Secure Connection Key (Kc).

Procedure Description. The procedure comprises the following steps: 
1. The Target MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.3. A by-product of the MAF Handshake procedures is that the MAF establishes an authenticated identity for the Target MAF Client.
2. The Target MAF Client shall send a request to the MAF including the following parameters. The parameters of this request are specified in Table 8.8.3.2.2-1.
	Parameter Name
	Parameter Description

	MAF Procedure Type
	Indicating MAF Key Retrieval

	SUID
	Security Usage Identifier for security feature in which the M2M Secure Connection Key Identifier (KcId) was received. This limits the use of Kc to the corresponding security

	M2M Secure Connection Key Identifier
	The value of KcId received from the Source MAF Client



3. The MAF processes the request. MAF shall process the request. If error cases are encountered, then the MAF shall send an error response, as defined in Table 8.8.3.2.2-2, with mafStatus set to the appropriate value in Table 8.8.3.1.2-4. If the request is processed successfully, then the MAF shall identify the M2M Security Connection Key (Kc) using M2M Secure Connection Key Identifier (KcId), and verify that the identifier for the type of communication security is correct.

4. The MAF shall determine if the Target MAF Client is authorized to access the M2M Security Connection Key (Kc) by comparing the authenticated identifier for Target MAF Client against the list of identifiers for authorized Target MAF Clients. If the Target MAF Client is not authorized, then the MAF shall sends, to the Target MAF Client, an error message and terminate the TLS or DTLS session. Otherwise, the MAF shall proceed to the next step.

5. The MAF shall send a response, to the Target MAF Client, including the following parameters. The parameters of this response are specified in Table 8.8.3.2.2-2.
	Parameter Name
	Parameter Description

	
	

	M2M Secure Connection Key
	The value of the M2M Secure Connection Key (Kc)

	MAF Client ID
	The identity which the MAF associates with the Source MAF Client.

	Lifetime
	Lifetime of the M2M Secure Connection Key 



6. The Target MAF Client shall associate the parameters with KcId.

7. The MAF shall terminates the TLS or DTLS session between the Target MAF Client and MAF.

8.8.3
MAF Interface Message Definitions
8.8.3.1
Generic Details of the MAF Interface Messages
8.8.3.1.1
Introduction
Clause 8.8.3 defines the MAF Interface messages: that is, parameters of the request (from the MAF Client to the MAF) and a corresponding response (from the MAF to the MAF Client) for the MAF procedures. 

MAF Interface messages are mapped to application layer communication protocols such as HTTP [RFC7230] or CoAP [RFC7252] which use TCP or UDP on the transport layer. The MAF Interface itself, however, is independent of underlying communication protocols and allows introduction of bindings to other communication protocols.
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Figure 5.4.1‑1: Communication model using Request and Response primitives over an IP-based Underlying Network
When a request/response message is sent for a particular MAF procedure, the following steps are performed.

Clause 8.8.3 is arranged as follows:

· The parameters used in the MAF Interface request and response messages are specified in clause 8.8.3.1.2. The data types of the parameters specified in clause 8.8.3.1.4, using the data type definitions in TS-0004 [4] and clause 8.8.3.1.3.

· MAF Procedure-specific request and response parameter details are specified in clause 8.8.3.2. 

· The protocol bindings to HTTP [RFC7230] or CoAP [RFC7252] are specified in clause 8.8.3.3.
8.8.3.1.2
MAF Interface Request and Response Parameter Definitions
The parameters of a MAF Procedure request and response are listed in Table 8.8.3.1.2-1 and Table 8.8.3.1.2-2 respectively. These tables also show the corresponding HTTP/1.1 and CoAP request and response parameters to which these parameters are mapped, although the descriptions in clause 8.8.3.3 provide the authoritative specification on the mappings. The MAF-Procedure-Type-specific details are specified in clause 8.8.3.2
Table 8.8.3.1.2-1: Parameters of a MAF Interface request message, and the corresponding parameters of HTTP/1.1 request or CoAP request in which these parameters are mapped. The third column “M” is “Multiplicity”.
	Parameter
	Description
	M
	How Does MAF Client assign value(s)?
	HTTP/1.1
	CoAP

	mafMethod
	Method applied in protocol binding (GET or POST)
	1
	Constant values. See clause 8.8.3.2
	Method
	Method

	mafFQDN
	FQDN of the MAF
	1
	Configured as part of MAF 
	uri-host
	URI-Host

	mafPort
	Port number of MAF for protocol binding (HTTP/1.1, CoAP)
	1
	Credential 
	Port
	URI-Port

	mafPathSeg
	Segments of the path used for submitting MAF procedure requests. 
	0..n
	Configuration
	request-target’s absolute-path
	URI-Path options

	mafArg
	Each mafArg is a query argument of form “[key-name]=[value]”. E.g. “p=2”. See Table 8.8.3.1.2-3. 
	1..n
	Composed by the MAF Client 
	request-target is composed from mafArg(s)
	URI-Query 

	mafBody
	Additional information provided by MAF Client to MAF. See Table 8.8.3.1.3-3.
	0..1
	Composed by MAF Client 
	message-body
	payload


Table 8.8.3.1.2-2: Parameters of a MAF Interface response message, and the corresponding parameters of HTTP/1.1 response or CoAP response to which these parameters are mapped. The third column “M” is “Multiplicity”.
	Parameter
	Description
	M
	How Does MAF assign the value(s)?
	HTTP/1.1
	CoAP

	mafStatus
	Indicates result of MAF’s attempt to understand and satisfy request. See Table 8.8.3.1.2-4
	1
	Constant values. See Table 8.8.3.1.2-5
	Response status code
	Code

	mafArg
	See Table 8.8.3.1.2-1
	0..n
	Composed by MAF
	Part of Location Header
	Location-query option

	mafBody
	Additional information provided by MAF to MAF Client. See Table 8.8.3.1.3-3.
	0..1
	Composed by MAF
	See Table 8.8.3.1.2-1

	NOTE 1: If an error case in encountered, that is, if the mafStatus is not “MAF_OK” or “MAF_CONTENT” (see Table 8.8.3.1.2-5), then the error response shall contain only the mafStatus parameter; that is, mafArg and mafBody shall be not present.


Table 8.8.3.1.2-3: mafArg options. Type definitions of values are in Table 8.8.3.1.4-2.
	Information
	Key-name 
	Description of Value

	mafProc
	“p”
	Value indicating the type for the MAF Procedure, specified in MAF Procedure-specific details in clause 8.8.3.2.  

	mafRelKmId
	“m”
	Relative Identifier of a Master Credential. KmID is defined in clause 10.6

	mafSUID
	“u”
	SUID of a protocol for which a Kc being registered or retrieved.

	mafRelKcId
	“c”
	Relative part of a M2M Secure Connection Key Identifier


Table 8.8.3.1.2-4: mafStatus Indications and corresponding HTTP/1.1 response status codes and CoAP codes
	mafStatus Indication
	Description
	HTTP/1.1 code
	CoAP code

	MAF_OK
	A request with mafMethod “POST” has succeeded
	200
	2.01

	MAF_CONTENT
	A request with mafMethod “GET” has succeeded
	200
	2.05

	MAF_BAD_REQUEST
	The request was badly formed
	400
	4.00

	MAF_FORBIDDEN
	The request is currently forbidden for this MAF client.
	403
	4.03

	MAF_NOT_FOUND
	The MAF has not found anything matching the URI given or is not willing to disclose that anything exists that matches the URI 
	404
	4.04

	MAF_METHOD_NOT_ALLOWED 
	The wrong method was used in the request
	405
	4.05

	MAF_INTERNAL_SERVER_ERROR
	The MAF encountered an unexpected condition that prevented it from fulfilling the request
	500
	5.00


8.8.3.1.3
Data Type Definitions for the MAF Interface
Table 8.8.3.1.3-1 describes MAF-Security-Framework-specific simple data type definitions. The types in table 8.8.3.1.3-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table 8.8.3.1.3-1: MAF-Security-Framework-specific simple data types
	XSD type name
	Type Name
	Examples
	Derived from
	Description

	maf:arg
	mafArg
	p=1, m=2nNd61, u=22
	xs:token
	A key-name (see Table  8.8.3.1.2-3) and a value separated by the ‘=’ character. The value shall contain only URI-safe characters. 


The maf:proc enumeration type is based on <xs:integer>, with the numeric values are interpreted as specified in Table 8.8.3.1.3-2. The maf:proc enumeration type is used for mafProc in a mafArg parameter
Table 8.8.3.1.3-2: Interpretation of the maf:proc enumeration type
	Value
	Interpretation
	Note

	1
	Request is for the MAF KmID Retrieval procedure
	See clause 8.8.3.2.2

	2
	Request is for the MAF Key Registration procedure
	See clause 8.8.3.2.3

	3
	Request is for the MAF Key Retrieval procedure
	See clause 8.8.3.2.4


Table 8.8.3.1.3-3 specifies the elements of the maf:body complex data type, used for the mafBody parameter of request and response messages.

Table 8.8.3.1.3-3: Type Definition of maf:body. Type definitions of elements are in Table 8.8.3.1.4-2.
	Element path
	Description
	Multiplicity

	mafTargetIDs
	List of Target MAF Client ID 
	0..1

	mafKcValue
	M2M Secure Connection Key
	0..1

	mafKcLifetime
	Lifetime of a M2M Secure Connection Key
	0..1

	mafSourceID 
	Identifier for the Source MAF Client’s ID
	0..1

	mafRelKmID
	Relative part of a M2M Secure Connection Key Identifier
	0..1

	mafKcLifetime
	Lifetime
	0..1


8.8.3.1.4
Parameter Data Type 

This clause defines the data types of parameters used in the MAF Interface, using the data types specified in TS-0004 [4] and clause 8.8.3.1.3. 

Table 8.8.3.1.4-1 specifies the data types of the parameters used in request and response messages.
Table 8.8.3.1.4-1: Data Types of the parameters used in request and response messages for the MAF Interface
	Parameter Name
	dataType

	mafMethod
	Not Applicable – mapped to binding-specific values

	mafStatus
	Not Applicable – mapped to binding-specific values

	mafFQDN
	Editor’s note: Ask PRO

	mafPort
	xs:unsignedByte

	mafPathSeg
	xs:NCName

	mafArg
	maf:arg

	mafBody
	maf:body


Table 8.8.3.1.4-1 specifies the data types of data objects used in the mafBody and mafArg parameters.
Table 8.8.3.1.2-5: data types of data objects used in the mafBody and mafArg parameters
	Data object Name
	Used in
	dataType

	mafTargetIDs
	mafBody
	m2m:listOfM2MID

	mafKcValue
	mafBody
	xs:base64Binary

	mafKcLifetime
	mafBody
	m2m:timestamp

	mafSourceID 
	mafBody
	m2m:ID

	mafRelKmID
	mafBody, mafArg
	xs:NCName

	mafKcLifetime
	mafBody
	m2m:timestamp

	mafProc
	mafArg
	maf:Proc (enum)

	mafSUID
	mafArg
	m2m:suid

	mafRelKcId
	mafArg
	xs:NCName


8.8.3.2
Procedure-Specific Details of the MAF Interface Messages
8.8.3.2.1
Introduction Procedure-Specific Protocol Details of the MAF Interface
Clause 8.8.3.2 specifies the Procedure Specific details of the MAF Interface request parameters and MAF Interface response message. 

8.8.3.2.2
MAF KmID Retrieval Procedure Details

The present clause specifies the MAF request and response messages for this procedure. The processing for this procedure is specified in clause 8.8.2.2.

MAF Client
Table 8.8.3.2.2-1 describes the MAF Interface request message parameters for this procedure.

Table 8.8.3.2.2-1: MAF Interface Request message in the MAF KmID Retrieval Procedure
	Parameter
	Value
	Multiplicity

	mafMethod 
	“GET”
	1

	mafFQDN
	Configured as part of MAF Credential Configuration
	1

	mafPort
	Configured as part of MAF Credential Configuration
	1

	mafPathSeg
	Configured as part of MAF Credential Configuration
	0..n

	mafArg
	mafProc
	See Table 8.8.3.1.3-2
	1

	mafBody
	Not Present
	0


Table 8.8.3.2.2-2 describes the MAF Interface response message in this procedure.

Table 8.8.3.2.2-2: The MAF Interface Response message in the MAF KmID Retrieval Procedure
	Parameter
	Value
	Multiplicity

	mafStatus
	See Table 8.8.3.1.2-3
	1

	mafArg
	mafRelKmId
	RelativeKmID assigned by the MAF. See Table 8.8.3.1.2-4
	1

	mafBody
	Not Present
	0


8.8.3.2.3
MAF Key Registration Procedure Details

The present clause specifies the MAF request and response messages for this procedure. The processing for this procedure is specified in clause 8.8.2.4. 

Table 8.8.3.2.3-1 describes the MAF Interface request message parameters for this procedure.

Table 8.8.3.2.3-1: MAF Interface Request message in the MAF Key Registration Procedure
	Parameter and subcomponents
	Value
	Multiplicity

	mafMethod 
	“POST”
	1

	mafFQDN
	Configured as part of MAF Credential Configuration
	1

	mafPort
	Configured as part of MAF Credential Configuration
	1

	mafPathSeg
	Configured as part of MAF Credential Configuration
	0..n

	mafArg
	macProc
	See Table 8.8.3.1.3-2
	1

	
	mafSUID
	SUID for which the MAF Client is registering a key
	1

	mafBody
	mafTargetIDs
	Target MAF Client ID List. 
	0..1

	
	mafKcValue
	M2M Secure Connection Key
	0..1

	
	mafKcLifetime
	Lifetime
	1


Table 8.8.3.2.3-2 describes the MAF Interface response message in this procedure.

Table 8.8.3.2.3-2: The MAF Interface response message in the MAF Key Registration Procedure

	Element path
	Value
	Multiplicity

	mafStatus
	See Table 8.8.3.1.2-3
	1

	mafArg
	mafRelKcID
	RelativeKcID assigned by the MAF
	1

	mafBody
	Not Present
	0


8.8.3.2.4
MAF Key Retrieval Procedure Details

The present clause specifies the MAF request and response messages for this procedure. The processing for this procedure is specified in clause 8.8.2.5.

Table 8.8.3.2.4-1 describes the MAF Interface request message parameters for this procedure.

Table 8.8.3.2.4-1: MAF Interface Request message in the MAF Key Retrieval Procedure
	Parameter
	Value
	Multiplicity

	mafMethod 
	“GET”
	1

	mafFQDN
	Configured as part of MAF Credential Configuration
	1

	mafPort
	Configured as part of MAF Credential Configuration
	1

	mafPathSeg
	Configured as part of MAF Credential Configuration
	0..n

	mafArg
	macProc
	See Table 8.8.3.1.3-2
	1

	
	mafSUID
	SUID for the security protocol within which the Target MAF client received the KcID registering a key
	1

	
	mafRelKcID
	RelativeKcID portion of the KcID received form the Source MAF client
	1

	mafBody
	Not Present
	0


Table 8.8.3.2.4-2 describes the MAF Interface response message in this procedure.

Table 8.8.3.2.4-2: The MAF Interface Response message in the MAF Key Retrieval Procedure

	Element path
	Value
	Multiplicity

	mafStatus
	See Table 8.8.3.1.2-3
	1

	mafArg
	Not Present
	0

	mafBody
	mafKcValue
	M2M Secure Connection Key
	1

	
	mafSourceID 
	Identifier for the Source MAF Client, if known to the MAF
	0..1

	
	mafRelKmID
	Relative portion of the Master Credential Identifier. Provided when the identifier for the Source MAF Client is not known to the MAF
	0..1

	
	mafKcLifetime
	Lifetime
	1

	Exactly least one of mafSourceID and mafRelKmID shall be present


8.8.3.3
MAF Interface Protocol Bindings

8.8.3.3.1
Introduction MAF Interface Protocol Bindings

Clause 8.8.3.3 describes the bindings of the MAF Interface to HTTP and CoAP.
8.8.3.3.2
MAF Interface Binding to HTTP

This clause defines the MAF Interface binding compliant with HTTP/1.1 [RFC7230]. The HTTP version field in HTTP request messages shall be set to "HTTP/1.1".

The HTTP messages shall be protected using TLS v1.2 [5], as described in clauses 8.8 and 8.8.3.
Table 8.8.3.3.2-1 provides the mapping between HTTP/1.1 request parameters and MAF Interface request parameters.

Table 8.8.3.3.2-1: Mapping between HTTP/1.1 request parameters and MAF Interface request parameters.
	HTTP/1.1 parameter
	MAF Interface
parameter
	Mapping/

	Name
	Multiplicity
	Name
	Multiplicity
	

	Method
	1
	mafMethod
	1
	Value is copied

	request-target
	absolute-path
	1
	mafPathSeg
	1..n
	‘/’ character followed by mafPathSeg values separated by ‘/’ character
	See NOTE 1

	
	query
	1
	mafArg
	1..n
	‘?’ character followed by mafArgs separated by ‘&’ character
	

	Host header
	uri-host
	1
	mafFQDN
	1
	Value is copied
	

	
	port
	1
	mafPort
	1
	Value is copied
	

	Content-Type Header
	0..1
	-
	0..1
	Present only if there is a mafBody. Set to “application/json” or “application/XML”

	message-body
	0..1
	mafBody
	0..1
	If present, message-body is mafBody serialized in JSON or XML

	NOTE 1: Clause 6.5 of the CoAP specification [RFC7252] describes a mechanism for composing a URI from these parameters


Table 8.8.3.3.2-2 provides the mapping between HTTP/1.1 request parameters and MAF Interface request parameters.
Table 8.8.3.3.2-2: Mapping between HTTP/1.1 response parameters and MAF Interface response parameters.
	HTTP/1.1 parameter
	MAF Interface parameters
	Mapping/Value

	Name
	Multiplicity
	Name
	Multiplicity
	

	Response Status Code
	1
	mafStatus
	1
	See Table 8.8.3.1.2-3.

	Location header
	0..1
	mafArg
	0..n
	Concatenation of request mafPathSeg and query composed from response  mafArgs as described in Table 8.8.3.3.2-1

	Content-Type Header
	0..1
	-
	-
	See Table 8.8.3.3.2-1

	message-body
	0..1
	mafBody
	0..1
	See Table 8.8.3.3.2-1


8.8.3.3.3
MAF Interface Binding to CoAP

This clause defines the MAF Interface binding compliant with CoAP [RFC7252].

When CoAP is used for the MAF Interface, then CoAP messages shall be protected using DTLS v1.2 [6], as described in clauses 8.8 and 8.8.3.
Table 8.8.3.3.3-1 provides the mapping between CoAP 1 request parameters and MAF Interface request parameters.

Table 8.8.3.3.3-1: Mapping between CoAP request parameters and MAF Interface request parameters.
	CoAP parameter
	MAF Interface parameter
	Mapping/Value

	Name
	Multiplicity
	Name
	Multiplicity
	

	Code
	1
	mafMethod
	1
	CoAP Code
	mafMethod

	
	
	
	
	0.01
	“GET”

	
	
	
	
	0.02
	“POST”

	URI-Path Option
	1..n
	mafPathSeg
	1..n
	Value(s) are copied

	URI-query Option
	1..n
	mafArg
	1..n
	Value(s) are copied

	URI-Host Option
	1
	mafFQDN
	1
	Value is copied

	URI-Port Option
	1
	mafPort
	1
	Value is copied

	Content-Format Option
	0..1
	-
	-
	Present only if there is a mafBody. Shall be set to either  41 (application/xml) or 50 (application/json)

	payload
	0..1
	mafBody
	0..1
	If present, payload is mafBody serialized in XML or JSON 


Table 8.8.3.3.3-2 provides the mapping between CoAP request parameters and MAF Interface request parameters.
Table 8.8.3.3.3-2: Mapping between CoAP response parameters and MAF Interface response parameters.
	CoAP parameter
	MAF Interface parameter
	Mapping/Value

	Name
	Multiplicity
	Name
	Multiplicity
	

	Code
	1
	mafStatus
	1
	See Table 8.8.3.1.2-3.

	Location-Query Option
	0..n
	mafArg
	0..n
	Value(s) are copied (if present)

	Content-Format Option
	0..1
	-
	0..1
	See Table 8.8.3.3.3-1

	payload
	0..1
	mafBody
	0..1
	See Table 8.8.3.3.3-1


8.8.4
MAF Credential Configuration Details

The MAF Client needs configuring with the following parameters if it is to use the services of an MAF:

· Credentials for mutual authentication of the MAF Client and MAF.

· Parameters for forming the URI used in MAF Key Registration,
·  MAF Key Retrieval and
·  (if remote provisioning is used to establish a symmetric key between an MAF Client and the MAF) MAF KmId Retrieval.

The credentials for mutual authentication shall be either pre-provisioned or remotely provisioned thanks to Remote Security Provisioning Frameworks. Either symmetric key credentials or certificate credentials maybe provisioned. Symmetric key credentials may be for authenticating some MAF Clients and use certificate credentials for authenticating other MAF Clients. The selection may be based on the capabilities of the MAF Client being enrolled.

The details depend on the type of credential (symmetric key or certificates) and, in the case of symmetric keys, the type of provisioning (pre-provisioning or remote provisioning).
· Details specific to Pre-Provisioned Symmetric Keys: the Master Credential (Km) and corresponding Master Credential Identifier (KmId) shall be provisioned to the Enrolee and the MAF. The format of KmId is defined in clause 10.6 “KmId Format”. 

· Details specific to Remotely-Provisioned Symmetric Keys: 
· The MAF Client and an M2M Enrolment Function (MEF) shall establish an Enrolment Key (Ke) and corresponding Enrolment Key Identifier (KeId) using any Remote Security Provisioning Framework as described in clause 8.3. The MEF shall trigger the MAF Client to enrol with the MAF using symmetric key credentials, as described in step 10 in clause 8.3.2.1. The MAF Client and MEF shall generate the Master Credential (Km) from the Enrolment Key (Ke) as described in clause 10.3.7 with the Enrolment-Target-ID set to the FQDN of the MAF, and the Security Usage Identifier (SUID) set to indicate “MAF Provisioning”. The SUID limits the scope within which the provisioned is authorized to be used. In this case, the SUID is used to ensure that the End-point shall use the provisioned key only for authenticating to an MAF.
· The MAF and MEF shall be provisioned with credentials for establishing a mutually authenticated TLS or DTLS connection. 

NOTE: The present document does not standardize these credentials and does not describe how these credentials are established. In general, FQDN certificates should suffice.
· In this case, the MEF Credential Configuration does not configure all the required information to the MAF: 

1. The MAF retrieves Km from the MEF as part of MAF KmId Retrieval. 

2. The MAF assigns the Master Credential Identifier (KmId), and communicates KmId to the MAF Client, as part of the MAF KmId Retrieval. 

· Details specific to Certificates (whether pre-provisioned or remotely provisioned):
· The MAF Client shall be provisioned with an MAF Client certificate with optional certificate chain, and one or more MAF trust anchor CA certificates.
Editor’s note: an MAF Client certificate profile might be required. Further investigation is required.
· The MAF shall be provisioned with an MAF-Point certificate chaining to an MAF trust anchor CA certificate, and the MAF Client’s Certificate Information as defined in clause 8.1.2.4.
Editor’s note: a MAF certificate profile is required.
-----------------------End of change  2 -------------------------------------------

Add the following references to Clause 2.1 Normative references
-----------------------Start of changes to Normative references------------------------
[RFC7230]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[RFC7252]
IETF RFC 7252 "The Constrained Application Protocol (CoAP)".
-----------------------End of changes to Normative references------------------------

Add the following definitions
-----------------------Start of new definitions ------------------------

MAF client: A CSE or AE configured to use the services of an M2M Authentication Function.

MAF interface: the interface between a MAF Client and an M2M Authentication Function.
-----------------------End of new definitions ------------------------

�Redundant – copies the first line of the description for MAF Key Registration Procedure above.
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