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Introduction
This CR proposes clarification on access privilege related RSCs. The issue is “ACCESS_DENIED” as the Originator error vs. “NO_PRIVILEGE” as the Receiver error. The problem is we’re mixing up the Originator/Receiver error. Even more an error case which has nothing to do with access control carries “NO_PRIVILEGE” error. 
The proposals on this CR is

· Rename those two RSC to explain more what are the reasons like “ORIGINATOR_HAS_NO_PRIVILEGE”.

· Put a correct one between two depending on an error case, who’s responsible for that error.
· Correct mis-used RSC like one in <mgmtCmd> resource handling procedure.
· Defined 2 new RSCs for clause 7.3.2.1(Check the validity of received request primitive) which are not related to access privilege.
In R01: addes a new RSC(“INVALID_CHILD_RESOURCE_TYPE”) which is newly brought by PRO-2016-0289R0x-fanoutPoint_corrections. This is just to collect all new RSCs captured in a single CR.
There will be a separate CR to apply the new RSCs to protocol binding TS(es).
-----------------------Start of change 1-------------------------------------------
6.6.3.5 Originator Error response class

Table 6.6.3.5-1 specify the RSCs for Originator Error responses.
Table 6.6.3.5‑1: RSCs for Originator Error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4106
	ORIGINATOR_HAS_NOT_REGISTERED

	4107
	SECURITY_ASSOCIATION_REQUIRED

	4108
	INVALID_CHILD_RESOURCE_TYPE


6.6.3.6 Receiver Error response class

Table 6.6.3.6-1 specifies the RSCs for Receiver Error  responses.
Table 6.6.3.6‑1: RSCs for Receiver Error response class

	Numeric Code
	Description

	5000
	INTERNAL_SERVER_ERROR

	5001
	NOT_IMPLEMENTED

	5103
	TARGET_NOT_REACHABLE

	5105
	RECEIVER_HAS_NO_PRIVILEGE

	5106
	ALREADY_EXISTS

	5203
	TARGET_NOT_SUBSCRIBABLE

	5204
	SUBSCRIPTION_VERIFICATION_INITIATION_FAILED

	5205
	SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE

	5206
	NON_BLOCKING_REQUEST_NOT_SUPPORTED

	5207
	NOT_ACCEPTABLE


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
7.4.9.2 <subscription> resource specific procedure on CRUD operations 

7.4.9.2.1 Create

Originator:
No change from the generic procedures in clause 7.2.2.1.
Receiver:
The following are additional Hosting CSE procedures to the generic resource handling procedures (Figure 7.2.2.2‑1 in clause 7.2.2.2). The additional procedures shall be inserted from Recv-6.2 to Recv-6.8 as below.

The resource handling procedure for the Hosting CSE which receives <subscription> CREATE request shall perform the following procedures in order:

1. Recv-6.2
2. Recv-6.3
3. Check if the subscribed-to resource, addressed in To parameter in the Request, is subscribable. Subscribable resource types are defined in TS-0001 [6], they have <subscription> resource types as their child resources.

If it is not subscribable, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating "TARGET_NOT_SUBSCRIBABLE" error.

4. Check if the Originator has privileges for retrieving the subscribed-to resource.

If the Originator does not have the privilege, the Hosting CSE shall return the response primitive with Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.

5. If the notificationURI is not the Originator, the Hosting CSE should send a Notify request primitive to the notificationURI with verificationRequest parameter set as TRUE (See clause 7.5.1.2.2). 

a. If the Hosting CSE cannot send the Notify request primitive, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating "SUBSCRIPTION_VERIFICATION_INITIATION_FAILED" error. 

b. If the Hosting CSE sent the primitive, the Hosting CSE shall check if the Notify response primitive contains a Response Status Code indicating "SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE" or "SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE error. If so, the Hosting CSE shall return the Create response primitive with a Response Status Code indicating the same error from the Notify response primitive  to the Originator.

6. Recv-6.4
7. Recv-6.5
If the notificationURI is not the Originator, the Hosting CSE shall store Originator ID to creator attribute.

8. Recv-6.6
9. Recv-6.7
10. Recv-6.8
-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.3.1.1 <group> resource specific procedure on CRUD operations 

This clause describes <group> resource specific procedure on Resource Hosting CSE for CRUD operations.

7.3.1.1.1 Create
Primitive specific operation after Recv-C-6.4 "Check validity of resource representation for the given resource type" and before Recv-C-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed ". See clause 7.2.2.2.

1) Primitive specific operation: Validate the provided attributes. It shall also check whether the number of URIs present in the memberIDs attribute of the group resource representation does not exceed the maximum as specified by the attribute maxNrOfMembers. If the maximum is exceeded, the request shall be rejected with a Response Status Code indicating "MAX_NUMBER_OF_MEMBER_EXCEEDED" error. If there are duplicate members in the  memberIDs attribute then the duplicate members are removed before creation of the <group> resource.
If the memberType attribute of the <group> resource is not "MIXED", the hosting CSE shall also verify that all the member URIs including sub-groups in the attribute memberIDs of the <group> resource representation provided in the request shall conform to the memberType of the group resource.

2) In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the memberType of the sub-group member resources to validate the memberType. If the memberType cannot be retrieved due to lack of privilege, the request shall be rejected with a Response Status Code indicating "RECEIVER_HAS_NO_PRIVILEGE" error. If the sub-group member resources are temporarily unreachable, the receiver shall set the memberTypeValidated attribute of the <group> resource to FALSE and return the result to the originator in the response of the request. As soon as any unreachable sub-group resource becomes reachable, the receiver shall perform the memberType validation procedure. The originator may get to know the validation result by subscribe to the created resource if the memberTypeValidated attribute is FALSE. Upon unsuccessful validation, the receiver shall delete the <group> resource if the consistencyStrategy of the <group> resource is ABANDON_GROUP, or remove the inconsistent members from the <group> resource if the consistencyStrategy attribute is ABANDON_MEMBER, or set the memberType attribute of the <group> resource to "MIXED" if the consistencyStrategy attribute is SET_MIXED.
The memberTypeValidated attribute shall be set to TRUE if all the members have been validated successfully.
3) The memberTypeValidated attribute shall be set to TRUE if all the members have been validated successfully. If validation of memberType is unsuccessful, then the following occurs:

a. If the consistencyStrategy of the <group> resource is ABANDON_GROUP then the request shall be rejected with a Response Status Code indicating "MEMBER_TYPE_INCONSISTENT" error.

b. If the consistencyStrategy of the <group> resource is ABANDON_ MEMBER then remove the inconsistent members and create the <group> resource,

c. If the consistencyStrategy of the <group> resource is SET_ MIXED then set the memberType attribute of the <group> resource to "MIXED" and create the <group> resource.
7.3.1.1.2 Retrieve
No primitive specific operations.
7.3.1.1.3 Update
4) Primitive specific operation after Recv-6.4 "Check validity of resource representation for the given resource type" and before Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed ". See clause 7.2.2.2.Primitive specific operation: If the memberType attribute of the <group> resource is not "MIXED", the hosting CSE shall verify that all the member URIs including sub-groups in the attribute memberIDs of the <group> resource representation provided in the request shall conform to the memberType of the <group> resource.
5) In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the memberType of the sub-group member resource to validate the memberType. If the memberType cannot be retrieved due to lack of privilege, the request shall be rejected with a Response Status Code indicating "RECEIVER_HAS_NO_PRIVILEGE" error. If the sub-group member resources are temporarily unreachable, the receiver shall set the memberTypeValidated attribute of the <group> resource to FALSE and return the result to the originator in the response of the request. As soon as any unreachable sub-group resource becomes reachable, the receiver shall perform the memberType validation procedure. The originator may get to know the validation result by subscribe to the created resource if the memberTypeValidated attribute is FALSE. Upon unsuccessful validation, the receiver shall delete the <group> resource if the consistencyStrategy of the <group> resource is ABANDON_GROUP, or remove the inconsistent members from the <group> resource if the consistencyStrategy attribute is ABANDON_MEMBER, or set the memberType attribute of the <group> resource to "MIXED" if the consistencyStrategy attribute is SET_MIXED.
The memberTypeValidated attribute shall be set to TRUE if all the members have been validated successfully.

6) Primitive specific operation: The hosting CSE shall check whether the number of provided memberIDs in the attribute members exceeds the limitation of maxNrOfMembers. The hosting CSE shall also check whether the value provided in maxNrOfMembers is lesser than the currentNrOfMembers attribute value.  If any of the condition is true, the hosting CSE shall reject the request with Response Status Code indicating "NOT_ALLOWED". error
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.3.15.2.3.1 Update (Normal)

If the Update primitive does not address the execEnable attribute of the <mgmtCmd>, it results in update of all or part of the information of an existing <mgmtCmd> resource with the new attribute values. The procedure uses the common Update operations detailed in clause 7.3, without primitive specific actions. 
The Originator shall use the steps Orig-U-1.0, Orig-U-2.0, and Orig-U-3.0 as described in clause 7.3. The Receiver shall use the steps Rcv-U-1.0 to Rcv-U-11.0 as described in clause 7.3.
If the Originator attempts to update attributes resourceType, resourceID or cmdType, the Receiver shall generate a Response Status Code indicating "BAD_REQUEST" error.
If the Originator attempts to update attributes execTarget, execMode, but the <mgmtCmd> has child resource <execInstance> already created, the Receiver shall generate a Response Status Code indicating "CONTENTS_UNACCEPTABLE" error.
If the Originator attempts to update attributes any attribute with a value which is not allowed, the Receiver shall generate a Response Status Code indicating "CONTENTS_UNACCEPTABLE" error.

If the Update primitive for <mgmtCmd> does address the execEnable attribute of the <mgmtCmd>, it effectively triggers an Execute <mgmtCmd> procedure, see clause 7.3.15.2.3.2.

-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

7.4.22.2 <pollingChannel> resource specific procedure on CRUD operations 

This clause describes <pollingChannel> resource specific behaviour for CRUD operations.
7.4.22.2.1 Create

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Same as the generic procedures in clause 7.2.2.2 except one addition:

· After Recv-6.3 procedure, the Hosting CSE shall check if the Originator ID is the same as the AE-ID or CSE-ID of the target <AE> resource or <remoteCSE> resource, respectively. If the check is failed, then the Hosting CSE shall return response primitive with a Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.
7.4.22.2.2 Retrieve

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Same as the generic procedures in clause 7.2.2.2 except one addition:

7) After Recv-6.3 procedure, the Hosting CSE shall check if the Originator ID is the same as the AE-ID or CSE-ID of the target <AE> resource or <remoteCSE> resource, respectively. If the check is failed, then the Hosting CSE shall return response primitive with a Response Status Code indicating " ORIGINATOR_HAS_NO_PRIVILEGE" error.
7.4.22.2.3  Update
Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Same as the generic procedures in clause 7.2.2.2 except one addition:

8) After Recv-6.3 procedure, the Hosting CSE shall check if the Originator ID is the same as the AE-ID or CSE-ID of the target <AE> resource or <remoteCSE> resource, respectively. If the check is failed, then the Hosting CSE shall return response primitive with a Response Status Code indicating “ ORIGINATOR_HAS_NO_PRIVILEGE” error.
7.4.22.2.4  Delete
Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Same as the generic procedures in clause 7.2.2.2 except one addition:

After Recv-6.3 procedure, the Hosting CSE shall check if the Originator ID is the same as the AE-ID or CSE-ID of the target <AE> resource or <remoteCSE> resource, respectively. If the check is failed, then the Hosting CSE shall return response primitive with a Response Status Code indicating “ORIGINATOR_HAS_NO_PRIVILEGE” error.
-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6-------------------------------------------

7.4.22.2 <pollingChannelURI> resource specific procedure on CRUD operations 

This clause describes <pollingChannelURI> resource specific behaviour for the Retrieve operation as a service layer long polling request. CUDN requests to the <pollingChannelURI> resource shall be rejected.

7.4.22.2.1 Create

The present document does not define Create operation on a <pollingChannelURI> resource. A Create request for the resource shall be rejected.
A <pollingChannelURI> virtual resource shall only be created during its parent <pollingChannel> resource creation procedure.

7.4.22.2.2 Retrieve 

Originator: shall execute Originator actions in clause 7.2.2.1 as a service layer long polling request. It is the Originator's responsibility to initiate this procedure after it gets long polling response either successful or unsuccessful. The Originator shall send this Retrieve request as blocking request (clause 8.2.1 in TS-0001 [6]).

Receiver: shall execute the following steps in order and these are modifications to the generic procedure from Recv-6.3 to Recv-6.5 in clause 7.2.2.2:

Recv-6.3 Check if the request Originator is the creator of the parent <pollingChannel> resource. If it is not the creator, the Hosting CSE shall send response primitive with a Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.
Recv-6.4
No change from the generic procedure.
Recv-6.5
If there is a pending request(s) to be sent to the Originator

Create a Response primitive by setting the Content  parameter with pending request(s).

Else

Wait for a request for the Originator until t he Request Expiration Timestamp of the Originator's request. If a request is available before the Request Expiration Timestamp timeout, create a Response primitive including Pending Requests primitive parameter. Otherwise, create a response primitive with a Response Status Code indicating "REQUEST_TIMEOUT" error.
7.4.22.2.3 Update

The present document does not define Update operation on a <pollingChannelURI> resource. An Update request for the resource shall be rejected.
7.4.22.2.4 Delete

The present document does not define Delete operation on a <pollingChannelURI> resource. A Delete request for the resource shall be rejected.
7.4.22.2.5 Notify
Request/response delivery mechanism via <pollingChannelURI> resource is depicted in the TS-0001 Figure 10.2.13-1(Request/response delivery via polling channel). In this procedure, the Originator is the Target CSE and the Receiver is the <pollingChannelURI> Hosting CSE, respectively, in the figure.

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

shall execute the following steps in order and these are modifications to the generic procedure from Recv-6.3 to Recv-6.5 in clause 7.2.2.2:

Recv-6.3 Check if the request Originator is the creator of the parent <pollingChannel> resource. If it is not the creator, the Hosting CSE shall send response primitive with a Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.
Recv-6.4
No change from the generic procedure.
Recv-6.5  Send the response, which was contained in the Content parameter of the Notify request, to the entity that sent the associated request to the Hosting CSE (Originator in the figure). The associated request is the request that the Hosting CSE received and forwarded to the Registree CSE over the polling channel (step 002 and step 0003 in the figure). The association shall be done by matching the Request Identifier parameter of the request delivered in <pollingChannelURI> Retrieve response (step 004 in the figure) and the Request Identifier parameter of the response delivered in the Content parameter in a <pollingChannelURI> Notify request (step 005 in the figure).
-----------------------End of change 6---------------------------------------------

-----------------------Start of change 7-------------------------------------------

7.5.1.2.6 Notification for subscription via group 

Whenever the subscribed to resources' modification triggers a notification procedure as definedin clause 7.5.1.2.2 and the subscription relationship is established through group resource, the following procedure shall be performed.

The Member hosting CSE shall perform the steps defined in 7.5.1.2.2.

The Group hosting CSE shall perform the following steps in order:

9) Validate if the notification is sent from its own member resources when it gets a notification at the notificationURI. The group hosting CSE shall return a response primitive with the Response Status Code indicating " ORIGINATOR_HAS_NO_PRIVILEGE" error if the validation fails.

10) Upon successful validation, the group hosting CSE shall collect notification requests targeted at the same subscriber according to the notificationForwardingURI element of each notification data obeject. The group hosting CSE shall aggregate the notification requests into an aggregatedNotification element of the notification data object. The timing of aggregation is done as per the group hosting CSE's local policy which is out of scope of the present document.

11) Send the aggregated notification to the notificationURI according to the notificationForwardingURI element in the notification data object. In case the group hosting CSE is member of another group hosting CSE through which the subscription is created, the notification request shall be sent according to the mapping of the notificationURI of the two group hosting CSEs. When aggregating the notification requests, the group hosting CSE may utilize the Request Expiration Timestamp parameter of the notification request primitive to determine the time by which the aggregated notifications need to be sent.
12) "Wait for Response primitive" procedure.

13) Upon receiving the response, the group hosting CSE shall send the response separately to each individual member hosting CSEs to respond their corresponding notify request.

The group hosting CSE may also stop aggregating notification requests depending on its own policy. The group hosting CSE shall not stop aggregating notification requests before the corresponding subscription expires. 
The Subscriber shall perform the following steps in order:

14) Extract each notification from the aggregated notification;

15) Treat the notification as if it is sent from the original subscribed-to resource;

16) "Create a success response" procedure;
17) "Send the Response primitive" procedure.
-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8-------------------------------------------

7.3.2 Receiver CSE actions

7.3.2.1 Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23],  and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value.
If the received request is communicated within an established Security Association (TS-0003 [7]), and 

· the Receiver knows that the Registree using the established Security Association is an AE; and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association; and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association,

then the request shall be rejected with an " ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated within an established Security Association, and

· the Receiver knows that the Registree using the established Security Association is a CSE; and 

· the Receiver knows the CSE -ID of the Registree using the established Security Association; and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver''s Registree CSE''s CSE-ID other than the CSE-ID of the Registree using the established Security Association, or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem, or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a  C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver''s Registree CSE''s CSE-ID other than the CSE-ID of the Registree for the established Security Association,

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value .

NOTE: An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see TS-0001 [6]).

If the received request is communicated outside of an established Security Association, and

· if the From parameter includes an AE-ID, and

· the request is not a CREATE <AE> Request, and

· the From parameter does not match the AE-ID of an AE currently registered to the Receiver

then the request shall be rejected with a "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with an "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in clause H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If Resource Type is not present or is invalid in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

-----------------------End of change 8---------------------------------------------

-----------------------Start of change 9-------------------------------------------

-----------------------End of change 9---------------------------------------------
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-----------------------End of change 10---------------------------------------------

-----------------------Start of change 11-------------------------------------------

-----------------------End of change 11---------------------------------------------

-----------------------Start of change 12-------------------------------------------
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