	Doc# PRO-2016-0459R02-TS-0004_Impersonation_Error_RSC_R2-1.DOC
Change Request
	[image: image2.png]






	
	


	CHANGE REQUEST

	Meeting:*
	PRO#26

	Source:*
	Qualcomm Inc. (TIA)

	Date:*
	2016-11-25

	Contact:*
	Nobu Uchida, Qualcomm, nuchida@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com
Phil Hawkes, Qualcomm, phawkes@qti.qualcomm.com

	Reason for Change/s:*
	A new RSC for AE impersonation error when E2E security is applied is proposed.

	 CR  against:  Release*
	R2

	CR  against:  WI*
	 FORMCHECKBOX 
 Active <Work Item number>  

 FORMCHECKBOX 
 MNT maintenace / <Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>
Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0004 V2.8.0

	Clauses/Sub Clauses*
	6.6.3.5, 7.6.2

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 FORMCHECKBOX 
 Change to existing feature or functionality
 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR may break backwards compatibility with the last approved version of the TS?       YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR is a mirror CR? YES  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: <Document File> : NO  FORMCHECKBOX 
  


	Template Version:27 May 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR proposes to define a new RSC for AE impersonation prevention procedure when End-to-End security is applied. This is a companion CR in TS-0004 for SEC-2016-0184-CR_TS0003_Impersonation_Error(Release-2).

In TS-0003 v2.5.0, clause 7.2 defines procedures for AE Impersonation Prevention. Clause 7.2.1, the (Registrar) CSE checks if the value of the From parameter of a request primitive is identical with the AE-ID associated with the Security Association context information. A mismatch between the IDs in the From parameter and AE-ID of the security context information provides evidence of impersonation. 
Likewise, clause 7.2.2 defines a similar procedure when End-to-End security is applied. The Originator's Registrar cannot view the encrypted inner primitive, and cannot verify that the From parameter of the inner primitive is correct. Instead, the Target is expected to verify that the From parameter of the inner primitive agrees with the authenticated identity of the Originator. If the values are not identical, then the Target sends a response with a RSC which is not currently defined in TS-0003. SEC-2016-0184-CR_TS0003_Impersonation_Error(Release-2) proposes a new RSC '4116' (“ESPRIM_IMPERSONATION_ERROR”).
This CR proposes to update the RSC table in TS-0004 for the case descibed above.
In R01, more clarification is added for the error case description in change 2.
In R02, an editorial correction is made.
-----------------------Start of change 1---------------------------------------------
6.6.3.5 Originator error response class

Table 6.6.3.5-1 specifies the RSCs for Originator error responses.

41xx codes are oneM2M specific.
Table 6.6.3.5‑1: RSCs for Originator error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4106
	ORIGINATOR_HAS_NOT_REGISTERED

	4107
	SECURITY_ASSOCIATION_REQUIRED

	4108
	INVALID_CHILD_RESOURCE_TYPE

	4109
	NO_MEMBERS

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT

	4111
	ESPRIM_UNSUPPORTED_OPTION

	4112
	ESPRIM_UNKNOWN_KEY_ID

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID

	4115
	ESPRIM_BAD_MAC

	4116
	ESPRIM_IMPERSONATION_ERROR


-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------
7.6.2 Procedure for applying End-to-End Security of Primitives (ESPrim)
End-to-End Security of Primitives (ESPrim) provides an interoperable framework for securing oneM2M primitives so CSEs (forwarding the primitive) do not need to be trusted with the confidentiality and integrity of the primitive. ESPrim provides mutual authentication, confidentiality, integrity protection and a freshness guarantee (bounding the age of ESPrims). Credential management aspects and data protection aspects for ESPrim are specified in oneM2M TS-0003 [7]. Architecture-level-details for the transport of ESPrim are specified in oneM2M TS-0001[6].

The primitive to be secured is called the inner primitive. All operations (Create, Retrieve, Update, Delete, or Notify) are allowed for an inner request primitive and inner response primitive. The inner primitives are encrypted to form an ESPrim Object. A Notify Request and corresponding Notify Response primitives (called the outer request primitive and outer response primitive) are used to transport the ESPrim Objects containing this encrypted inner request primitive and inner response primitive respectively. 

There are three parallel procedures which shall be considered when using ESPrim to protect primitives:

· Inner primitive processing: The general procedure for the inner request primitive and corresponding inner response primitive.

· ESPrim processing: Encrypting inner primitives to form ESPrim objects, and decrypting ESPrim objects to obtain the inner primitives.

· Outer primitive processing: The general procedure for the outer request primitive and corresponding outer response primitive used to transport the ESPrim objects.

There are three actors impacted: 

· Originator: The CSE or AE which originates the inner primitive procedure, the ESPrim protocol and the outer Notify primitive procedure.

· Hosting CSE: The Hosting CSE from the perspective of the outer primitive procedure, hosting the <CSEBase> or <AE> resource of the Target.

· Target CSE or AE: The CSE or AE terminating the ESPrim protocol and inner primitive procedure. The Target shall be either the Hosting CSE or an AE registered to the Hosting CSE. The Target also applies some processing of the outer primitive procedure: extracting the ESPrim objects form the outer request primitives, and composing the outer response primitives.

Other Receiver CSEs on the delivery path (apart from the Originator and Hosting CSE) process and forward the outer Notify primitives according to the general procedure in clause 7.2.2.2. These Receiver CSEs do not process the ESPrim Objects nor the inner primitives. The procedures for these Receiver CSEs are not affected when ESPrim is being used.

The present clause describes the relationship between the steps of the general procedures applied to the inner primitives, the ESPrim processing and the general procedures applied to the outer primitives. 

Figure 7.6.2‑1 and the following text describe the procedure for applying ESPrim to protect an exchange of inner primitives. 
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Figure 7.6.2‑1: Procedure for applying End-to-End Security of Primitives (ESPrim) to protect an exchange of inner primitives
Pre-Condition: The Originator and Target have established a pairwiseESPrimKey and steps have been performed for establishing a sessionESPrimKey at the Originator (phases A and B in clause 8.4.2 of oneM2M TS-0003 [7]).

Originator:

A. The Originator's inner primitive processing shall apply Orig-1.0 "Compose of a Request primitive" to compose the inner request primitive. The inner request should not include the delivery-related parameters Response Type, Event Category, and Delivery Aggregation. 

NOTE 1:
Delivery-related parameters Response Type, Event Category, and Delivery Aggregation in the inner request (composed at step A) will be ignored – see step K. When appropriate, these parameters are provided in the outer request primitive only (composed at step F).

B. The Originator shall not apply Orig-2.0 "Send a Request primitive to the Receiver CSE", but instead shall pass the inner request primitive to the Originator's ESPrim processing for further processing in Step E.
C. The Originator's inner primitive processing shall apply Orig-3.0 "Check Response Type". The Response Type is blockingRequest, see step A.
D. The Originator's inner primitive processing shall apply Orig-4.0 "Wait for Response primitive", entering a waiting state until the inner response primitive is received (at step P).

E. The Originator's ESPrim processing shall apply ESPrim encryption to the inner request primitive, resulting in an ESPrim Object. The ESPrim encryption process is specified in oneM2M TS-0003 [7]. The ESPrim Object is passed to the Originator's outer primitive processing. The Originator's ESPrim processing enters waiting state until the corresponding ESPrim Object is received (at step O)
F. The Originator's outer primitive processing shall apply Orig-1.0 "Compose of a Request primitive" to compose the outer request primitive. The outer request primitive shall include the following parameters:

· Operation: Notify (N)

· To: 

An address of the <CSEBase> or <AE> resource associated with the Target.

· From: 
An address of the Originator.

· Request Identifier: may be independent of the Request Identifier in the inner request primitive.

· Content: a securityInfo element with child elements

· securityInfoType:
"5" (ESPrim Object).
· esprimObject:


the ESPrim Object generated at step E.
The outer request primitive may include further optional parameters as described in clause 11.4.2 of TS-0001 [6], including the delivery-related parameters Response Type, Event Category, and Delivery Aggregation.
G. The general procedures in clause 7.2.2.1 and clause 7.2.2.2 are followed for delivering the outer Notify request primitive from the Originator to the Hosting CSE of the addressed resource, in accordance with the communication mode of the outer request primitive. The outer Notify request primitive may be forwarded by one or more transit CSEs, which are not shown in Figure 7.6.2‑1. The Originator's outer primitive processing enters a waiting state until the corresponding outer response primitive is received (at step N). The details of the delivery to and from the Hosting CSE have no impact on any other steps. The present step includes all Receiver steps in clause 7.2.2.2 up to Recv-6.4. If any errors are encountered during this step, then the Notify request primitive is rejected with a Response Status Code indicating the appropriate error code. 

Hosting CSE: 

H. The Hosting CSE's outer primitive processing applies Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed" to the outer Notify request primitive. This triggers "Notify processing" (clause 7.3.3.9), and the Hosting CSE passes the outer request primitive to the Target identified by the To parameter:

· If the To parameter is an address for the Hosting CSE's <CSEBase> resource, then the Target is the Hosting CSE.

· If the To parameter is an address for an <AE> resource, then the Target is the associated AE.

If any errors are encountered during this step, then the Notify request primitive is rejected with a Response Status Code indicating the appropriate error code. The Hosting CSE's outer request processing enters waiting state until the corresponding outer response primitive is received at step M.

Target:

I. The Target's outer primitive processing shall examine the securityInfoType element of the securityInfo element in the Content parameter of the outer Notify request primitive. The value "5" of the securityInfoType indicates that the securityInfo element contains an ESPrim object. The Target shall extract the ESPrim Object contained in the esprimObject element of the securityInfo element and pass the ESPrim Object to the Target's ESPrim processing.
J. The Target's ESPrim processing shall apply ESPrim decryption to the ESPrim Object, resulting in the verified inner request primitive. The ESPrim decryption process is specified in oneM2M TS-0003 [7].
· If the Target's ESPrim processing encounters one of the error cases in Table 7.6.2‑1, then the corresponding Response Status Code is returned to the Hosting CSE's outer primitive processing, and the call flow skips to step M.

· If decryption is successful, then the verified inner request primitive is passed to the Target's inner primitive processing, and the Target's ESPrim processing enters waiting state until the corresponding inner response primitive processing Object is received (at step M). 

K. The Target shall process the verified inner request primitive according to the general procedure for Receiver, see clause 7.2.2.2.

· The Target shall ignore delivery-related parameters in the inner primitive, such as the Response Type, Event Category, or Delivery Aggregation. See Note 1.

An inner response primitive is returned to the Target's ESPrim processing. 

NOTE 2:
This call flow does not distinguish between successful and unsuccessful inner response primitives. Both will have ESPrim encryption applied prior to delivery back to the Originator.

L. The Target's ESPrim processing shall apply ESPrim encryption to the inner response primitive, resulting in an ESPrim Object. The ESPrim encryption process is specified in oneM2M TS-0003 [7]. If the Target's ESPrim processing encounters one of the error cases in Table 7.6.2‑1, then the corresponding Response Status Code returned to the Hosting CSE's outer primitive processing and the call flow skips to step M. If the ESPrim processing is successful, then the ESPrim Object is passed to the Hosting Target's outer primitive processing.

M. If the Target's ESPrim processing returned a Response Status Code indicating an error, then the Hosting CSE's outer primitive processing forms an error Notify response as described in clause 7.3.3.13. If the Target's ESPrim processing returned an ESPrim Object, then the Target's outer primitive processing forms a successful Notify Response as described in clause 7.3.3.12, with the Content containing a securityInfo element with the following child elements:

· securityInfoType:
"5" (ESPrim Object).
· esprimObject:


the ESPrim Object received from the Target's ESPrim processing.
The outer response primitive is passed to the Hosting CSE's outer primitive processing.
Hosting CSE:

N. The general procedures in clauses, 7.2.2.1 and 7.2.2.2 are followed for delivering the outer response primitive from the Hosting CSE to the Originator, in accordance with the communication mode of the outer response primitive. The outer Notify response primitive may be forwarded by one or more transit CSEs, which are not shown in Figure 7.6.2‑1.

Originator:

O. The Originator's outer primitive processing shall apply Orig-6.0 "Process Response primitive" to the outer response primitive, extracting the ESPrim Object and forwarding this to the Originator's ESPrim processing.
P. The Originator's ESPrim processing shall apply ESPrim decryption to the ESPrim Object, resulting in the verified inner response primitive. The ESPrim decryption process is specified in oneM2M TS-0003 [7]. If decryption is successful, then the verified inner response primitive is passed to the Originator's inner primitive processing.

Q. The Originator's inner primitive processing shall apply Orig-6.0 "Process Response primitive" to the verified inner response primitive.
Table 7.6.2‑1: End-to-End security of Primitives (ESPrim) processing error cases with corresponding error message
	Error Case
	Error message

	The Target was unable to parse the ESPrim Object.
	BAD_REQUEST

	The Target does not support either the combination of protocol and AEAD algorithm used for the ESPrim Object in the Request, or the sessionESPrimKey derivation algorithm identified in the originatorESPrimRandObject
	ESPRIM_UNSUPPORTED_OPTION

	The pairwiseESPrimKey Identifier in the ESPrim header is not known to the Target, or is expired 
	ESPRIM_UNKNOWN_KEY_ID

	The esprimRandID of the originatorESPrimRandObject in the ESPrim header is not known to the Target, or the Target decides that the originatorESPrimRandObject is expired (see Note 1)
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	The esprimRandID of the receiverESPrimRandObject in the ESPrim header is not known to the Target, or the Target decides that the receiverESPrimRandObject is expired. (see Note 2)
	ESPRIM_UNKNOWN_RECV_RAND_ID

	The integrity verification of the ESPrim payload failed.
	ESPRIM_BAD_MAC

	The Target encountered some other problem while decrypting the ESPrim Object and could not obtain the inner request primitive. 
	ESPRIM_DECRYPTION_ERROR

	The Target successfully decrypted the ESPrim Object to form the inner request primitive, but encountered a problem while encrypting the inner response primitive and could not form an ESPrim Object.
	ESPRIM_ENCRYPTION_ERROR

	The Target detects that the From parameter of the inner request is not the same as the ID associated with the pairwiseESPrimKey.
	ESPRIM_IMPERSONATION_ERROR

	NOTE 1:
The Target may use the esprimRandExpiry in the originatorESPrimRandObject, or the Target's own local policy, for deciding if the originatorESPrimRandObject is expired.

NOTE 2:
The Target may use the esprimRandExpiry in the receiverESPrimRandObject, or the Target's own local policy, for deciding if the receiverESPrimRandObject is expired.


-----------------------End of change 2---------------------------------------------
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