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Introduction
TS-0004 specifies ‘Generic procedure for handling a Request at a receiver’ at clause 7.2.2.2

It, however, has problems as following. 
Problem 
· Some parameters missed to check
A receiver needs to check Request message parameters which can be divided into three types: mandatory, operation dependent and optional.
There are four mandatory parameters Operation, To, From and Request Identifier. It is implicitly specified to handling To parameter at step Recv-6.0.1, From parameter at step Recv-6.3 and operation parameter at step Recv-6.5. It is not explicitly specified to check Request Identifier parameter.
The two operation dependent parameters are Content and Resource Type. It is not explicitly specified to check operation dependent parameters
The twenty-one optional parameters are specified in TS-0001-V3.6.0 as of June 2017: ①Originating Timestamp, ②Request Expiration Timestamp, ③Result Expiration Timestamp, ④Operational Execution Time, ⑤Response Type, ⑥Result Persistence, ⑦Result Content, ⑧Event Category, ⑨Delivery Aggregation, ⑩Group Request Identifier, ⑪Group Request Target Members, ⑫Filter Criteria, ⑬Discovery Result Type, ⑭Token Request Indicator, ⑮Tokens ⑯Token IDs, ⑰Role IDs, ⑱Local Token IDs, ⑲Authorization Signature Indicator, ⑳Authorization Signature and Authorization Relationship Indicator
It is specified to check ⑤Response Type parameter at step Recv-2.0. But the step Recv-2.0 is missed in case flexBlocking for Response Type
It is specified to check some optional parameters at clause 7.3.2.1 not 7.2.2.2. The clause 7.3.2.1 is not generic procedure but described for error case. The optional parameters described at clause 7.3.2.1 are: ②Request Expiration Timestamp parameter, ⑫Filter Criteria, ⑦Result Content
The clause 7.3.2.1 is for ‘Check the validity of received request primitive. This is not clear at clause 7.2.2.2 for ‘Generic procedure for handling a Request at a receiver’.
If an Originator includes optional parameters, a receiver may have some problem. For example, when Response Type is flexBlocking Receiver is not clear to handle. 
· Bad priority to check parameters 

For example, the step Recv-6.2and Recv-6.5 depend on operation. In case of CREATE, resource does not exist at step Recv-6.2. This means Operation parameter check first
Discussion and Proposal 
A bold and italic character indicates parameter of Request primitive and an italic character indicates attribute of a resource.

A term ‘check’ is used for whether it is exist or not.

A term ‘examine’ is used for ‘check’ for action.

Please refer to supplementary material

-----------------------Start of change 1-------------------------------------------
7.2.2.2 Generic procedure for handling a Request at a receiver

7.2.2.2.1 Overview
The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to clause 7.3.2.4 for details). The corresponding Response code shall be included in the Response primitive.

[image: image1.emf]Start

Recv-1: Process mandatory parameters of 

received Request primitive

Recv-2: Process operation dependent 

parameters of received Request primitive

Recv-3: Process optional parameters of 

received Request primitive

Recv-4: Resource handling for received 

Request primitive

Finish


Figure 7.2.2.2.1‑1: Generic procedure of Receiver
Recv-1 "Process mandatory parameters of received Request primitive": See clause 7.2.2.2.2 for details.

Recv-2 "Process operation dependent parameters of received Request primitive": See clause 7.2.2.2.2 for details.
Recv-3 "Process optional parameters of received Request primitive": See clause 7.2.2.2.3 for details.
Recv-4 "Resource handling for received Request primitive": See clause 7.2.2.2.4 for details.
7.2.2.2.2 Process mandatory and operation dependent parameters
The Figure 7.2.2.2.2-1 describes the generic procedure to process mandatory and operation dependent parameters of the request primitive at Receiver.
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Figure7.2.2.2.2‑1: Generic procedure to process mandatory/operation dependent parameters
Recv-1.1 "Check AE registration": If Originator is an AE and operation is CREATE, then requested operation is an AE registration. In this case, it goes to step Recv-1.1.1 "Check Service Subscription Profile". Otherwise, it goes to step Recv-1.2.

Recv-1.1.1 "Process Service Subscription Profile": Please refer to clause 7.3.2.7 for details.
Recv-1.2 "Check Hosting CSE of the targeted resource": This step examines if the Receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. 
If the Receiver hosts the resource that the address in the To parameter represents, the Receiver is the Hosting CSE. It goes to step Recv-1.3"Check existence of the addressed resource". 
The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.

Otherwise, the Receiver is the Transit CSE. It goes to step Recv-3.2.1 "Check Delivery". Please refer to clause 7.3.2.8 for details.

Recv-1.3 "Check authorization of the Originator": This step examines From parameter of the Request primitive. Please refer to clause 7.3.3.15 for details. If authorization is successful, it goes to step Recv-1.4. Otherwise, the receiver goes to step Recv-4.1.2.
Recv-1.4 "Process transaction": This step checks Request Identifier parameter of the Request primitive. If the Request Identifier parameter is absent, the Receiver CSE shall reject the Request with a "TRANSACTION_ERROR" Response Status Code parameter value. (new RSC to be defined for error)
Recv-1.5 "Check operation CREATE": This step examines Operation parameter of the Request primitive. If the operation is CREATE, it goes to step Recv-2.1. Otherwise, the Receiver goes to step Recv-1.5.1 
Recv-1.5.1 "Check operation": This step examines Operation parameter of the Request primitive except for CREATE. If the operation is DELETE, it goes to step Recv-3.1 in Figure 7.2.2.2.3‑1. Otherwise, the operation is RETRIEVE or UPDATE or NOTIFY, the receiver goes to step Recv-2.1. 
The step Recv-1.5 and Recv-1.5.1 may be processed at single step
Recv-2.1 "Check Resource Type": This step examines Resource Type parameter of the Request primitive. 
Recv-2.2  "Check Content": This step checks Content parameter of the Request primitive. After that, it goes to step Recv-3.1 in Figure 7.2.2.2.3‑1.
Recv-3.2.1 "Check Delivery": This step checks Delivery Aggregation and Event Category parameter of the Request primitive. 
If the receiver supports CMDH processing when the Delivery Aggregation or Event Category parameter is given in the Request, it goes to step Recv-3.2.2 "Queue request primitive and execute CMDH message forwarding procedure".
Otherwise, when the both Delivery Aggregation and Event Category parameter are absent, it goes to step Recv-3.2.3 "Forwarding".
Recv-3.2.2 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue the received request primitive and execute the "CMDH message forwarding procedure". Please refer to Annex H.2.4. for details.

Recv-3.2.3 "Forwarding": The Receiver carry out message forwarding as defined in clause 7.3.2.6.
7.2.2.2.3 Process optional parameters
The Figure 7.2.2.2.3-1 describes the generic procedure to process optional parameters of the request primitive at Receiver.
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Figure 7.2.2.2.3‑1: Generic procedure to process optional parameters
Recv-3.1 "Check time related parameters": This step examines time related optional parameters which is Originating Timestamp, Request Expiration Timestamp, Result Expiration Timestamp and Operational Execution Time parameters of the Request primitive.

If the Originating Timestamp parameter is given in the Request and ahead of receiving time, the Receiver CSE may reject the request with an "REQUEST_TIME_TO_BE_CHECKED" Response Status Code parameter value. (new RSC to be defined for informational)
When the Result Expiration Timestamp parameter is given in the Request, the Receiver CSE should return the result of the Request before the time expires. 
If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value.
Otherwise, the Hosting CSE should handle the request before the time specified in Request Expiration Timestamp.
If the Operation Execution Time parameter is given in the Request, the Receiver CSE shall start the specified operation of a Request at operation execution time. If the operation execution time has already passed or absent, then the specified operation shall be immediately executed, unless the Request Expiration Timestamp parameter.
Recv-3.2 "Check delivery related parameters": This step examines delivery related optional parameters which is Delivery Aggregation and Event Category parameters of the Request primitive.

If the Delivery Aggregation parameter is given and value is ON in the Request, the Receiver CSE may not process aggregation of the resource. 
Otherwise, when the Delivery Aggregation parameter is OFF or absent, it continues to examine Event Category parameters or goes to step Recv-3.3 "Check result related parameters".
If the Event Category parameter is given, the Receiver CSE should be processed event category which is driven by policies for differentiate event categories. Otherwise, when the Event Category parameter is absent, it goes to step Recv-3.3 "Check result related parameters".
Recv-3.3 "Check result related parameters": This step checks existence of result related optional parameters which is Result Content, Result Persistence, Filter Criteria and Discovery Result Type of the Request primitive.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.
If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.
The Hosting CSE shall also check if the conditions specified in the Filter Criteria parameter in the Retrieve/Update/Delete operation are met. If the condition check fails, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error. 

3.4 Recv-3.4 "Check group related parameters": This step checks existence of group related optional parameters which is Group Request Identifier and Group Request Target Members of the Request primitive.

3.5 Recv-3.5 "Check security related parameters": This step checks existence of security related optional parameters which is Role IDs, Token Request Indicator, Tokens, Token IDs, Local Token IDs, Authorization Signature Indicator, Authorization Signature and Authorization Relationship Indicator of the Request primitive.
Recv-3.6 "Check Communication method": The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch, nonBlockingRequestAsynch or flexBlocking by using Response Type parameter as specified at clause 8.1.2 in TS-0001 [6]. 
If the Response Type parameter is is set to blockingRequest or Response Type parameter is not included in the request primitive, it goes to step Recv-4.1 in Figure 7.2.2.2.4-1 for "Process resources for blockingRequest". 
If the Response Type parameter is set to nonBlockingRequestSYnch in the request primitive, it goes to step Recv-4.2 in Figure 7.2.2.2.5-1 for "Process resources for nonBlockingRequestSynch". The step Recv-3.6 and Recv-3.6.1 may be processed at single step. 
If the Response Type parameter is set to nonBlockingRequestAsynch in the request primitive, it goes to step Recv-4.3 in Figure 7.2.2.2.6-1 for "Process resources for nonBlockingRequestAsynch". The step Recv-3.6 and Recv-3.6.1 may be processed at single step. 
If the Response Type parameter is set to flexBlocking in the request primitive, it goes to step Recv-4.4.1 in Figure 7.2.2.2.7-1 for "Process resources for flexBlocking". The Receiver CSE shall make the decision to respond using blocking or non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the resource-specific procedure.
7.2.2.2.4 Process resource for blockingRequest
The Figure 7.2.2.2.4-1 describes the generic procedure to process resource for blockingRequest of the request primitive at Receiver.
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Figure 7.2.2.2.4‑1: Generic procedure to process resource for blockingRequest
Recv-4.1.1 "Handling resource": This step may process Recv-4.1.1.1, Recv-4.1.1.2 and Recv4.1.1.3 depending on the value of operations and type of resources REF CommonOp_HostCSE_Chk_validity_UpdateReq \h 
.

Recv-4.1.1.1 "Check validity of resource representation": Please refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify is not applicable for this step.
Recv-4.1.1.2 "Execute Operation (Create/Update/Retrieve/Delete/Notify)": The step represents five common operations which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)". 

Recv-4.1.1.3 "Announce/De-announce the resource": The step represents two common operations which are "Announce the resource" and "De-announce the resource". Please refer to clause 7.3.3.10 and clause 7.3.3.11

 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.
Recv-4.1.2 "Create a success response": Please refer to clause 7.3.3.12 for details.

Recv-4.1.3 "Send Response Primitive": Please refer to clause 7.3.3.16 for details.
7.2.2.2.5 Process resource for nonBlockingRequestSynch
The Figure 7.2.2.2.5-1 describes the generic procedure to process resource for nonBlockingRequestSynch of the request primitive at Receiver.
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Figure 7.2.2.2.5‑1: Generic procedure to process resource for nonBockingRequestSynch
Recv-4.2.1 "Create <request> resource at local": Please refer to clause 7.3.2.2 for details.

Recv-4.2.2 "Create a Response": Please refer to clause 7.3.3.12 for details.

Recv-4.2.3 "Send Response primitive": Please refer to clause 7.3.2.4 for details.

Recv-4.1.1 "Handling resources": Please refer to only Recv-4.1.1 (Handling resources) at Figure 7.2.2.2.4‑1 for details.

Recv-4.2.4 "Update <request> resources": Please refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

7.2.2.2.6 Process resource for nonBlockingRequestAsynch
The Figure 7.2.2.2.6-1 describes the generic procedure to process resource for nonBlockingRequestAsynch of the request primitive at Receiver.
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Figure 7.2.2.2.6‑1: Generic procedure to process resource for nonBockingRequestAsynch
Recv-4.3.1 "Create <request> resource local": Please refer to clause 7.3.2.2 for details.

Recv-4.3.2 "Create a Response": Please refer to clause 7.3.3.12 for details.

Recv-4.3.3 "Send Response Primitive": Please refer to clause 7.3.2.4 for details.

Recv-4.1.1 "Handling resources": Please refer to only Recv-4.1.1 (Handling resources) at Figure 7.2.2.4‑1 for details.

Recv-4.3.4 "Update <request> resources": Please refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

Recv-4.3.5 "Send Notification": Please refer to clause 7.5.1.2.5 for details.

Recv-4.3.6 "Wait for a Response primitive": Please refer to clause 7.3.1.3 for details.
7.2.2.2.7 Process resource for flexBlocking
The Figure 7.2.2.2.7-1 describes the generic procedure to process resource for flexBlocking of the request primitive at Receiver.
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Figure 7.2.2.2.7‑1: Generic procedure to process resource for flexBocking

Recv-4.4.1 "Check notification target": When the Response Type parameter is set to flexBlocking including notification taget, the Receiver may select among blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch based on processing policy. 
· If the Receiver decides to process blockingRequest as a response to flexBlocking, it goes to step Recv-4.1.

· If the Receiver decides to process nonBlockingRequestSynch as a response to flexBlocking, it goes to step Recv-4.2

· If the Receiver decides to process nonBlockingRequestAsynch as a response to flexBlocking, it goes to step Recv-4.3
When the Response Type parameter is set to flexBlocking without notification taget, the Receiver may select either  blockingRequest or nonBlockingRequestSynch based on processing policy. 

· If the Receiver decides to process blockingRequest as a response to flexBlocking, it goes to step Recv-4.1.

· If the Receiver decides to process nonBlockingRequestSynch as a response to flexBlocking, it goes to step Recv-4.2




















-----------------------End of change 1---------------------------------------------

The following sentence is moved to clause 7.2.2.2.3 ‘Process optional parameters’

------------

If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.
------------

-----------------------Start of change 2---------------------------------------------

7.3.1.1 Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23], and MQTT binding [24]). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.


If the From parameter is not present in the request except AE Create request, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value.
If the received request is communicated within an established Security Association (TS-0003 [7]), and 

· the Receiver knows that the Registree using the established Security Association is an AE, and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association, and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association,

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED " Response Status Code parameter value.

If the received request is communicated within an established Security Association, and

· the Receiver knows that the Registree using the established Security Association is a CSE, and 

· the Receiver knows the CSE -ID of the Registree using the established Security Association, and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association, or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem, or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association,

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.
NOTE:
An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see TS-0001 [6]).

If the received request is communicated outside of an established Security Association, and

· If the From parameter includes an AE-ID, and

· The request is not a CREATE <AE> Request, and

· The From parameter does not match the AE-ID of an AE currently registered to the Receiver

then the request shall be rejected with a "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with an "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in Annex H.2.3. shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If Resource Type is not present or is invalid in a CREATE request ,the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.


-----------------------End of change 2---------------------------------------------

The resource is different from primitive parameter. 
The clause 7.3.3.2 describes ‘Check existence of the addressed resource’ It is about Request Expiration Timestamp
, To and Filter Criteria.

A To parameter is mandatory parameter of primitive.

A Request Expiration Timestamp and Filter Criteria are optional parameter of primitive.
The following sentence is moved to clause 7.2.2.2.3 ‘Process optional parameters’

------------

The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.

---------
The following sentence is moved to clause 7.2.2.2.3 ‘Process optional parameters’

------------

If the Request Expiration Timestamp is given in the request and expired, the Hosting CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value. Otherwise, the Hosting CSE should handle the request before the time specified in Request Expiration Timestamp.
The Hosting CSE shall also check if the conditions specified in the Filter Criteria parameter in the Retrieve/Update/Delete operation are met. If the condition check fails, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error. 

----
-----------------------Start of change 3---------------------------------------------

7.3.3.2 Check existence of the addressed resource




If the Hosting CSE does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

-----------------------End of change 3---------------------------------------------
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