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	INPUT CONTRIBUTION
Requirement

	Group Name:*
	REQ

	Title:*
	Security Requirements Update

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com


	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-02-15

	Abstract:*
	Extract of Security requirements from the matrix (groups 23 to 34) to be considered further, with their status following posting the document to the SEC and REQ reflector for further comments and parallel actions to authors to address the comments received.
To produce the initial list, a filtering was done on the “Summary” tab (taking out the red rows) of the REQ 22 R1 matrix. 
Furthermore, for each concept (outlined by “overlaps/superseded by”consistantly filled), redundant formulations with lower “Opinion”scores were only kept upon request from their author.
Those formulations deemed mature enough to be submitted for approval at TP3 have been outlined in green.

	Agenda Item:*
	REQ/SEC joint session

	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirements TS

	Intended purpose of

document:*
	 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
Requirement ID: Beyond the requirement ID in the matrix, this columns contains the score of Agreed / Agreed in Principle / Disagree and the name of the proposing company. 
Group: Beyond the group number in the matrix, this column contains the Requirement Ids of other formulations in the group deemed as recovered.

Requirements Text: Requirements in red have been assessed by some respondents as subject to remaining overlaps. 
Status: Comments extracted from the responses to the matrix. Comments or company name from “disagree” are in red, other comments are in black.
Remaining overlap: This columns lists remaining redundancies pointed by some respondents.

Company contact points (extracted from initial security contributions):
Cisco: Philip Jacobs, phjacobs@cisco.com

Telecom Italia: Enrico Scarrone, enrico.scarrone@TELECOMITALIA.IT
China Telecom: <Sun Xianghui>, sunxh@ctbri.com.cn; <Zhou Kaiyu>, zhouky@ctbri.com.cn; <Feng Shuntian>, fengst@ctbri.com.cn
Qualcomm: Josef Blanz, jblanz@qti.qualcomm.com
Fujitsu: Jumoke Ogunbekun, jogunbekun@YAHOO.COM; Hind Chebbo, hind.chebbo@uk.fujitsu.com
AlcatelLucent: Timothy Carey, timothy.carey@ALCATEL-LUCENT.COM
Gemalto: Mireille Pauliac, mireille.pauliac@gemalto.com
	Requirement ID 
	Classification 
	Requirement Text 
	Status
	Remaining overlaps

	HLR 174

11/6/1

(Gemalto)
	Group 23

HLR 184,

HLR 192, HLR 206
	The M2M System shall support mutual authentication with entities requesting access to its services. The parties may choose the strength of authentication to ensure appropriate level of security. (M2M applications may use  this functionality depending on the capabilities of supporting devices).
	Motorola agrees with HLR184 formulation “The M2M system shall support mutual authentication with M2M Device or M2M Gateway/collector. For example mutual authentication may be requested between a service provider/Operator and the entity requesting the service. The parties may choose the strength of authentication to ensure appropriate level of security.”
(  ATT: Define M2M Core
( Gemalto: Replace "or other M2M cores" by "whatever the M2M Service Provider"?.
(  LGE: “may or may not” > “may”

ALU: “The M2M System shall be capable of mutual authentication between a M2M Application and components of the M2M System”.
Sprint: Split into multiple requirements
	HLR 185: But intention here is at service layer level, not application

	HLR 185 

7/5/2 

(Fujitsu)
	Group 25

HLR 193
	Authentication of application on M2M devices with M2M applications on the Network:  When there is a request for data access or for M2M Device/Gateway access, the application on M2M Device or M2M Gateway shall be able to mutually authenticate with  M2M Applications on the Network from which the access request is received.
PROPOSED REFORMULATION from author:

The M2M system shall provide a mechanism for mutual authentication between M2M device(s) and M2M application(s). This authentication allows data access request from M2M application(s) to M2M device/gateway, and/or allows the use of M2M application(s) from authorized M2M device(s).

	Motorola (Repeat)
Huawei: Need clarification, why with applications?
LGE: "The M2M System shall enable to M2M Device/Gateway Appplication to authenticate M2M Network Application.", authorisation may be covered by HLR-180.
	HLR 174

	HLR 177
13/5/1
(Gemalto)
	Group 27
	The M2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	LGE: Out of scope (network cares for this) > Not all SL infrastructures are part of AN
KDDI: Only DoS attacks? > DoS given as example, Threat analysis may identify other threats
Fujitsu: shall > may
Cf.Madjid’s comments to REQ doc 71 
	

	HLR 178

13/5/2

(Gemalto)
	Group27
	The M2M System shall provide adequate protection against misuse, cloning, replacement or theft of security credentials, in respect of the associated risks.
	LGE: need clarification (access control, physical attacks?)

Samsung: Change security credentials to “security context” 
Core > System (LGE) or Network (Gemalto)
Fujitsu: shall > may
	

	HLR 182

12/5/1

(Gemalto)
	Group 27
	The M2M System shall provide mechanisms to ensure the non-repudiation of messages transmitted within the M2M service layer.
	Samsung: Out of scope (no use case) > Non repudiation needed for stakeholders to be liable for their actions, e.g. who switched of electric supply to emergency operation room? 
NTT Docomo: Unclear when needed, entity may want to deny reception > See above
Fujitsu: shall > may 
LGE: Service layer > M2M System

Cf.Madjid’s comments to REQ doc 71
	

	HLR 179
12/8/0
(Telecom Italia)
	Group 28

	The presence of applications operating on resources belonging to a different M2M system shall comply with security requirements of the own and the other M2M systems. Privacy of the use of resources shall be maintained in case of applications operating on resources belonging to different M2M systems.
	ATT: The M2M System shall make sure that "the presence of applications……."
NTT: merge with HLR 181 / Privacy

Cisco: Need requirements to first learn about the other system's security requirements; Split into 2 requirements (1) The M2M System shall support M2M Applications operating on resources belonging to a different M2M system. (2) When M2M Applications operating on resources belonging to a different M2M system, the  security requirements of both M2M systems shall be met.
Cf.Madjid’s comments to REQ doc 71
Sprint: Split into multiple requirements, “privacy” > “Confidentiality”

	HLR 181

	HLR 180
16/4/0 (Gemalto)
	Group 28
	The M2M System shall enable M2M applications to restrict access to their data only to authorized parties, and provide mechanisms for mutual authentication with entities requesting access to their data, independently of the M2M Service providers with whom the applications are registered.
	NTT: merge with HLR 201 / Access Control 
Samsung: overlap with HLR 174

Cf.Madjid’s comments to REQ doc 71
	HLR 201

HLR 174

	HLR 201
10/4/2

(Telecom Italia)
	Group 28
	The M2M System shall be able to store and retrieve data to enable data sharing of stored data subjected to access control.
	Motorola (repeat)
Huawei: Overlap with HLR 180

IDCC: “The M2M System shall be able to make storing and retrieval of data (for data sharing) subject to access control.”
NTT: Merge with HLR 180 / access control
Samsung:  “The M2M System shall be able to store and retrieve data to  enable data sharing of stored data subjected to access control via user privilege management.”

	HLR 180

	HLR 181
13/4/2
(Gemalto)
	Group 29 HLR 196, HLR 208
	The M2M System shall provide mechanisms to enable users of M2M applications to preserve their privacy.
	CISCO: Privacy out of scope, superseded by HLR 201.
Sprint > is Privacy appropriate? > Further discussions on the relevance of privacy have taken place...
NTT: merge with HLR179 / Privacy > HLR 179 is about “resources” hence it should be “confidentiality”
LGE: “the M2M System shall provide a mechanism to protect privacy of user data”
	HLR 201 > “access control” can only address privacy if user is in control (not captured in HLR 201)
HLR 179 > Individuals, not resources, are subject to privacy, so HLR 179 is really about “confidentiality”


	HLR 214 
13/4/2

(Gemalto)
	Group 30
HLR 195
	[HLR 214] The M2M System shall be able to prevent unauthorized use of M2M applications.
[HLR 188] M2M security solution   shall be able to prevent unauthorized use of the M2M Device/Gateway.
· Convenor recommendation: Merge both formulations
New proposal:

The M2M system shall be able to prevent unauthorized access to its services.

	Huawei, LGE: “Unauthorized use” covered by “Access Control”? 

LGE: “The M2M System shall provide an authorization mechanism of accessing resources in M2M Device/Gateway.”

Cisco: “... of M2M Components and applications”
Cf.Madjid’s comments to REQ doc 71
	HLR 188
HLR 201 > HLR 201 only addresses data access, not  all M2M Services

	HLR 188

9/4/2

(Fujitsu)
	Group 30

HLR 195
	
	Huawei: Not clear about use of D/G
ALU: Need specifics.
FT: “The M2M System...”
LGE: Cf. Access Control, “shall provide an authorization mechanism of accessing resources in...”

Gemalto: Restricts it to Service Capability
	HLR 214

	HLR 215
12/5/1
(Gemalto)
	Group 31
HLR 189
	The M2M System shall be able to ensure confidentiality protection of the data.
	LGE: Is it for transferred and/or stored data? Suggest “data being transferred” > We think data stored should also be concerned 
	HLR 201 > Access control is one way to provide confidentiality, however requirement should say What not How.

	HLR 211
9/6/0
(Gemalto)
	Group 32
	For M2M applications using security functionalities, the M2M System shall provide security context (authentication, encryption, integrity protection) for secure connection between entities.  The security context shall include mechanisms and techniques on how to setup a security connection, and where the security connection information is stored.
· Convenor recommendation: Should be cut in atomic pieces.
	LGE: “The M2M System shall provide a mechanism for authentication, confidentiality, integrity and key exchange mechanism to establish a secure session".
Cf.Madjid’s comments to REQ doc 71

Sprint: Split into multiple requirements
	

	HLR 212
8/6/2
(Gemalto)
	Group 33

HLR 190
	For M2M applications using security functionalities, where permitted by the security policy, the M2M System shall be able to remotely provide the following features, at the Application level:
• Secure  updates of application security software and firmware of the M2M application.
• Secure updates of application security context (security keys and/or algorithms) of the M2M application.
This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in M2M Devices/Gateways supporting this functionality. Different security levels shall be allowed to accommodate the security needs of M2M applications.
· Convenor recommendation: Should be cut in atomic pieces.
	Huawei prefers HLR 190 (Fujitsu wording)

LGE: Covered by DM  mechanisms, split in atomic requirements:+ ATT, Cisco, Sprint)
IDCC: “...shall be able to provide the following: Remote...”
Fujitsu: should > may
Cf.Madjid’s comments to REQ doc 71
	

	HLR 213 
10/7/0
(Gemalto)
	Group 34
	The M2M System shall be able to ensure integrity protection of the data exchanged.
	Samsung: not just “data”, also “instruction” > We see Instruction as a specific type of Data.
	HLR 211 > HLR 211 should be split in pieces, this is part of it. 


© 2013 oneM2M Partners

Page 2 (of 9)

[image: image1.png]