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	Group Name:*
	REQ

	Title:*
	Security Requirements – Protection of Secrets

	Source:*
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com
Michele Struvay, NXP Semiconductors (ETSI), michele.struvay@nxp.com
Madjid Nakhjiri, Motorola Mobility, vxt746@motorola.com

	Contact:
	François Ennesser, Gemalto (ETSI), francois.ennesser@gemalto.com

	Date:*
	2013-04-08

	Abstract:*
	Service access security requirements proposed but not examined during TP3

	Agenda Item:*
	REQ/SEC joint session

	Work item(s):
	Requirements

	Document(s) 

Impacted*
	Requirements TS

	Intended purpose of

document:*
	 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree on proposed requirements
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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	HLR 178 rev
	Gemalto (REQ-0195)
	The M2M System shall provide adequate protection against misuse, cloning, replacement or theft of security credentials, in respect of the associated risks.


	

	RS-02 rev
	Motorola (REQ-0194) 
	Within Devices/Gateways, a secured environment shall provide both secure storage (for keys, sensitive material) and secure execution (for algorithms and protocols) for security functions for M2M applications and M2M service layer.
	e-health application security

	RS-03


	Motorola (REQ-0194)
	The security functions provided by the secured environment should be exposed to both M2M service layer and M2M applications through a set of common APIs that allow use of secured environment by each of M2M service layer and M2M applications in a uniform fashion
	e-health application security

	RS-04


	NXP (REQ-0194)
	The level of protection of the secrets shall match the value of the assets protected by the mechanism. Hardware protection mechanisms (non exhaustive e.g., platform security, tamper resistance...) should protect security mechanism relying on secrets (non exhaustive e.g., authentication, integrity, confidentiality…).
	

	RS-06


	Motorola (REQ-0194)
	When M2M application data security is independent of M2M system, the secured environment within devices or infrastructure entities shall provide separation between the secured environments for each application and the secured environment for M2M service layer.
	e-health application security

	HLR 212 rev ter
	Gemalto (REQ-0195)
	M2M entities shall support means to provide tamper prevention, detection and response features, in adequation with their sensitiveness.
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