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	Requirement ID 
	Source
	Requirement Text 
	Rationale or
Related use cases (where applicable)

	RS-15 
	CATT (REQ-0194)

Anti-replay attack
	The M2M System shall be able to detect replay attack and prevent the M2M System from replay attack.
[Motorola proposed rewording]: The M2M System shall deploy anti-replay measures based on any perceived replay attack.
	Attacker eavesdrops and records the messages that are sent by a device, the attacker then impersonate this device to resend the messages that he recorded. This kind of actions could lead to the traffic jam in the network, DoS to network nodes or a target server, or making these entities make wrong actions.

	R-xxxx 
	Oberthur, ZTE (REQ-0288r1)
	The M2M System shall provide  replay protection  of the data transferred across the underlying networks 

	HLR 182 rev 
	Gemalto / BT (REQ-0195)

Prevent repudiation
	The M2M System shall provide mechanisms, and support for mechanisms at the application layer, to  prevent repudiation, e.g. when

· The M2M service layer “drops” the message from the  M2M Application Server and the  “M2M service provider” claims it was never received, when it was.

· The M2M application Server  sends a message and  then claims they  didn’t and that the M2M service provider “must have” sent it without authority.


	

	HLR 201 rev
	Telecom Italia / BT (REQ-0198)
	The M2M System shall be able to store and retrieve data to enable data sharing of stored data subjected to access control and consent of the data subject.


	

	HLR 179 split 1
	Telecom Italia (REQ-0195)
	The M2M System shall support M2M Applications operating on resources belonging to a different M2M system.
	

	HLR 179 split 2
	Telecom Italia (REQ-0195)
	When M2M Applications operate on resources belonging to a different M2M system, the security requirements of both M2M systems shall be met.
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