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1.1 Title

Use Case on Vehicle Data Wipe Request
1.1.1 Description

This use case introduces vehicle data wipe request services in addition to the use case on vehicle data services as REQ-2014-0472R06.
Since vehicles have limited capacity in storage and radio communication link, it is necessary to wipe out obsolete data as well as delivered data. For example, M2M Application Server may collect sensor data from vehicles and synthesize a complete roadway map. If vehicles keep sending data which has already been collected by the server, it wastes vehicle storage as well as communication opportunity and cost. The server need to wipe such delivered data in vehicles.

False information also needs to be wiped out. For example, vehicle may deliver messages among people such as SNS during communication disruption due to massive disaster. False information could also be distributed and it needs to be wiped out by the authority or message source itself.

Nodes of data source, data destination, and/or data administration may distribute wipe request to vehicles and vehicles may delete if the request has right authorization.

1.1.2 Source 

Toyota InfoTechnology Center, KDDI, Fujitsu
REQ-2014-0472R06
1.1.3  Actors 

· M2M Device: Data source node. Could additionally be data destination node.
· M2M Area Network
· M2M Gateway: Vehicle and data relay node. Could additionally be data source node, data destination node and data administrative node.
· Mobile Network
· M2M Management Server: Data administrative node.
· M2M Application Server: Data destination node and data administrative node. Could additionally be data source node.
1.1.4 Pre-conditions 

Data and public key for wiping out the data has been distributed in vehicles.
1.1.5 Triggers 

Decision to stop further disseminating and/or erase the data.
1.1.6 Normal Flow 

· Source Wipe Request – A data source node requests wiping of data
1. A M2M Device (data source node) has its own private key and generates its public key.
2. The M2M Device transmits one data set (which contains data and the private key) to a vehicle (M2M Gateway as data relay node.) 
3. The vehicle transmits the data set to a M2M Application Server (data destination node) or other vehicles.

4. When the M2M Device needs to stop further dissemination and/or erase the data, it encrypts the hash value of the data with its own private key and transmits it as a wipe request message to the vehicle(s).

5. On receiving the wipe request message, the vehicle tries to decrypt the message with pre-delivered public keys. If the vehicle finds the data which hash value matches up precisely with the decrypted value, the vehicle stops further transmitting and/or erase the data.
6. The vehicle may further transmit the wipe request to other vehicles.

· Destination Wipe Request – A data destination node requests wiping of data
1. A M2M Application Server (data destination node) transmits its own public key to a M2M Device (data source node).

2. The M2M Device transmits one data set (which contains data and the private key received from the M2M Application Server) to a vehicle (M2M Gateway as data relay node.) 
3.  (Same as Step 3 in Source Wipe Request.)
4. When the M2M Application Server needs to stop further dissemination and/or erase the data, it encrypts the hash value of the data with its own private key and transmits it as a wipe request message to the vehicle(s).
5. (Same as Step 5-6 in Source Wipe Request.)
· Administration Wipe Request – A data administration node requests wiping of data
1. A M2M Application Server (data administration node) transmits its own public key to each vehicle (M2M Gateway and data relay node.)

2. When the M2M Application Server needs to stop further dissemination and/or erase the data, it encrypts the hash value of the data with its own private key and transmits it as a wipe request message to the vehicle(s).
3. (Same as Step 5-6 in Source Wipe Request.)
1.1.7  Alternative flow 
· M2M Device could be data destination node.

· M2M Gateway could be data source node, data destination node and data administrative node.

· M2M Management Server could be data administrative node.
· M2M Application Server could be data source node.

1.1.8 Post-conditions 

Vehicles stop further transmission of the data and/or erase the data on requested by the authorized entity.
1.1.9 High Level Illustration
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1.1.9.1 Source Wipe Request
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1.1.10 Potential requirements 
1. oneM2M platform shall provide a mechanism to manage (stop disseminating/erase) data stored in the device node in field domain by authorized entity (which shares credential in advance.)
2. oneM2M platform shall provide a mechanism to generate credential which describes data and authenticity (e.g. hash value encrypted by private key.)
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