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	MINUTES

	Meeting title:
	SEC#2

	Chair:
	Dragan Vujcic, Oberthur Technologies v.dragan@oberthur.com
François Ennesser, Gemalto N.V francois.ennesser@gemalto,com

	Secretary:
	Victoria Gray, ETSI, victoria.gray@etsi.org

	Meeting Date:
	2013-04-15

	Meeting Details:
	Face-to-face meeting in Nice, France, EU

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
Opening of meeting 

The meeting will start at 14:00 local time on Monday and will close by 18:00 local time on Thursday
Welcome

The Convenors welcomed everyone to the SEC#2 meeting.
Meeting Schedule 

	Monday

	Room 
	2
	WG4

a) Targets of the Security Release 1
b) Security principles from SDOs

c) Security Work Items

	Tuesday

	Room 
	2
	Joint WG4/WG2

Architecture features related to the Security

	Room 
	1
	Joint WG4/WG1

a) Security Vocabulary Terms

b) Security Requirements & Use Cases

	Thursday

	Room 
	1
	Joint WG4/WG1

 Revisions and remaining contributions on:

a) Security Vocabulary Terms

b) Security Requirements & Use Cases 


Review and Approval of Agenda

oneM2M-SEC-2013-0013R01-SEC2_Agenda
· Presented by Dragan Vujcic, Convenor

oneM2M-SEC-2013-0013R01-SEC2_Agenda AGREED
Objectives for the Meeting
· Agree on Security definitions for WG1 Definition and Acronyms TR

· Agree on  Security requirements and related use cases for WG1 Requirement TS

· Progress with WG2 on identification of architecture features related to the security 

· Progress on Work Items for Security WG 4 

SEC WG4 Chair and Vice Chair elections

oneM2M-SEC-2013-0017-Election_Process
· Presented by Victoria Gray, SEC Secretary

The election process was presented to be used when the voting for the Chair and Vice Chairs of the SEC WG4 takes place.
oneM2M-SEC-2013-0017-Election_Process NOTED

oneM2M-SEC-2013-0012R01-SEC2_Voting_List
· Presented by Victoria Gray, SEC Secretary

The input provides a list of companies eligible to vote if present in the SEC#2 meeting.
oneM2M-SEC-2013-0012R01-SEC2_Voting_List NOTED

SEC Chair election:
There are 2 Candidates:
· Francois Ennesser, Gemalto (ETSI)
· Dragan Vujcic, Oberthur Technologies (ETSI)
Round 1:

51 votes were cast out of 66 companies which were eligible to vote. 4 companies abstained. 

Nobody received 71% of the votes.
Francois Ennesser, Gemalto, received 26 votes reaching 55%.

Dragan Vujcic, Oberthur received 21 votes reaching 45%.

Round 2:

51 votes were cast out of 66 companies which were eligible to vote. 1 company abstained.  2 ballots were not returned.

Francois Ennesser, Gemalto, received 26 votes reaching 56%.

Dragan Vujcic, Oberthur received 21 votes reaching 44%.
Francois Ennesser, Gemalto (ETSI) elected as WG4 SEC Chair
SEC Vice Chair election:

There are 4 Candidates:
· Jae Young Ahn, ETRI (TTA)
· YounSung Chu, LG Electronics (TTA)
· Francois Ennesser, Gemalto (ETSI)
· Dragan Vujcic, Oberthur Technologies (ETSI)
Francois Ennesser, Gemalto (ETSI) withdrew his Vice Chair nomination due to being elected as Chair.

Jae Young Ahn, ETRI (TTA) also withdraw his Vice Chair nomination.

Having only 2 candidate remaining for 2 Vice Chair positions they were elected by acclamation.
YounSung Chu, LG Electronics (TTA) elected as Vice Chair of WG4 SEC
Dragan Vujcic, Oberthur Technologies (ETSI) elected as Vice Chair of WG4 SEC
Proposals for oneM2M Security Rel-1 work in WG4
Targets for the Security Release 1
Proposals for security objectives and principles, Rel.1 features, security framework etc.

oneM2M-SEC-2013-0018R02 M2M applications security issues
· Presented by Francois Ennesser, Gemalto

Based on field experience, this presentation considers how the M2M Service Layer could assist M2M applications in addressing security issues.

End to end security for an application needs to be possible.
Security issues at the service layer will need to be addressed as there are many service providers involved.

The vertical industries will also need to be involved.
Security keys will in certain instances be needed in the service layer however application security may also be necessary as applications may not trust M2M service providers.
oneM2M-SEC-2013-0018R02 NOTED
· oneM2M-SEC-2013-0007R02 Security Priorities for Rel.1
· Presented by Dragan Vujcic, Oberthur
The input provides a means as to how to determine security priorities for the first release of oneM2M. 
There was a comment that a security enforcement TS will be difficult to be adopted by the SDOs in the future and rather recommendations should be provided.

How the Architecture and Security TSs are harmonised still needs to be determined.
A set of security applicability statements may be needed for different cases as different verticals will need different levels of security and some even no security at all.
A high level security framework should be provided in the Architecture TS.
There was a comment that the reference points which need to be determined for security cannot be determined until the architecture exists.

oneM2M-SEC-2013-0007R02 NOTED
Security Principles from SDOs 
oneM2M-SEC-2013-0015 M2M General Security Principles from CCSA
· Presented by Hui Xu, CATT
The contribution describes the M2M General Security Principles from CCSA.
More details are needed regarding “physical” security on the end nodes. Devices without SIM cards need to be considered also.

“Normal network” refers to a service provider network.
The documents referenced in the input are mostly provided in the oenM2M pool however they are written in Chinese.

For group authentication the same key will be provided as they may not boot devices at the same time.
Is group authentication high priority for release 1? CCSA has not made a proposal regarding this.

oneM2M-SEC-2013-0015 NOTED
oneM2M-SEC-2013-0016R02 Presentation of ETSI TC M2M Security features
· Presented by Francois Ennesser, Gemalto
The input provides a presentation of the security related features addressed in ETSI TC M2M specifications.

Privacy restrictions need to be treated carefully in relation to different regional laws.
oneM2M-SEC-2013-0016R02 NOTED
oneM2M-SEC-2013-0020 POSTPONED
Security Work Items 
Proposals for Work Items

oneM2M-SEC-2013-0014 OneM2M Security WID POSTPONED to joint session
Planning of Next Meeting


Next email discussion threads 


Next Schedule of F2F meetings and/or conference calls

Any other Business 

None.
Closure of Meeting
The SEC#2 meeting closed at 17:00 on Monday and discussions continued in the joint meetings.
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	Mireille
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	Friedhelm
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	Changho
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