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1
Scope

The scope of the present document is to create a common understanding on security within oneM2M systems. To achieve that, security services are explained, threats analysed and security requirements within oneM2M identified and derived from use cases. In addition the present document discusses how security mechanisms relate to the oneM2M architecture and defines suitable security procedures and mechanisms. 
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)
[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)
3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

Editor’s note: It is intended that all terms related to security are defined in the definitions TR [i.2] or modified accordingly in the use case descriptions in order to avoid confusion. In the meantime this section identifies and lists terms used in the use cases and related to security until a final definition is agreed.

Security context: <definition>
Secure connection: <definition>
Secure communication: <definition>
end to end security of M2M applications: <definition>
3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.4
Acronyms



For the purposes of the present document, the abbreviations given in [i.2] and the following apply:





4
Conventions

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]

5
 Overview
Editor’s note: This section provides high level description of oneM2M security and describes the scope, terminology, relation to architecture, use cases and other oneM2M activities… in more detail. Subsections may describe certain security services in more detail in order to provide a common understanding of each of the security mechanisms / services within oneM2M use cases.

5.1 oneM2M Security Context and domains
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Figure 1 : Overview of the oneM2M Security context
The oneM2M security context described in Figure 1 is based on the high level functional view given in [i.4].  Four security domains are identified. Each of these domains provides security features to meet certain threats and which in particular protect against attacks.

· (1)  Application domain security: the set of security features that enable Applications and Common Services to securely exchange messages and protect against attacks on the  X Reference Points. 

· (2)  Intra Common Services domain security (FFS): the set of security features that enable Common Service Functions (CSF) in the Common Service Entity (CSE)  to securely exchange messages and which in particular protect against attacks on the CSE.
· (3)  Inter Common Services domain security: the set of security features that enable secure exchange of messages between Common Service Entities (CSE) and  protect against attacks on the Y Reference Points.

· (4)  Underlying Network security: the set of security features that enable Underlying  Network Services and Common Services  to securely exchange messages  and protect against attacks on the  Z Reference Points.
5.2
Applications
<Text>
5.3
Common Services
<Text>
5.4
Underlying Network
<Text>
6
Security aspects within oneM2M
Editor's note:
This clause is intended to provide an overview of all oneM2M security issues, considering security aspects arising from use cases and functionalities specified by WI 0001: Technical Report  - oneM2M use case collection [i.5]. Also this clause is intended for the derivation of appropriate security requirements and the description of required solutions.

6.1 Security Threats

Editor's Note: This clause is intended to list a selection of relevant of the security issues detailed above. This is intended to provide a motivation for the security requirements identified below
6.1.1 Introduction
This sub-clause lists and describes threats relevant to the security domains. Threats are described using a pre-defined template including information on the issue caused by the threat, a description of the threat itself and an indication of use cases impacted or potentially impacted. In addition affected security domains (see clause 5) and M2M stakeholders are listed. The description of each threat concludes with an analysis which of the main M2M architecture components is impacted by the threat. 
NOTE: 
A detailed risk assessment / evaluation of the level of impact of the threat depends on the assets and their value. The value of the assets heavily depends on the individual use case implemented in the M2M solution. Risk assessment / evaluation is therefore out of scope of this threat analysis and falls under the responsibility of the respective stakeholders responsible for providing the M2M solution and/or solution component. The number given to each of the threats do not give any indication on their priority. 
Editor's Note: This section 6.1 includes references to use cases. Therefore it is proposed to remove chapter 7 from this TR.
6.1.2 <Threat  …>
<Text>
6.2 Vulnerabilities

<Text>
6.3 Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
6.3.1
Authentication requirements

Editor's Note: This subclause is intended to describe different levels and aspects of authentication derived from the use cases. This includes: System – device/collector authentication, Device – Gateway authentication, Device Application – Network Application authentication, Authentication of M2M system with M2M devices/ /collectors, Authentication of M2M devices with M2M applications

6.3.2
Authorization requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.3
Confidentiality requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.4
Integrity requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.5
Availability requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.4
Privacy related requirements

Despription of different levels and aspects of that requirement derived from the use cases.

Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and covers requirements on properties such as Anonymity, Pseudonymity, Unobservability and others. 

<Text>
6.5
Countermeasures & Solutions
Editor's note:
This clause is intended for the derivation of appropriate countermeasures and the description of required solutions/mechanisms.
Editor's note:
Each solution, their pre-requisites and related identifiers and data (eg. key/credentials, subscription information, etc…)  will be described

6.5.1
Introduction

Within this section, countermeasures and solutions are described preventing threats described in section 6.1. A combination of countermeasures may need to be implemented to comprehensively mitigate the risk and to overcome the threat, i.e. a set of appropriate countermeasures has to be selected depending on the requirements of the specific M2M solution. 
6.5.1
Authentication
Editor’s note: This section explains authentication / mutual authentication., related identifiers and data (eg. key/credentials, subscription information, etc…)
<Text> Security related identifiers and data
6.5.2
Authorization
<Text>
6.5.3
Confidentiality

<Text>
6.5.4
Integrity

<Text>
6.5.5
Availability
<Text>

6.6
Privacy aspects
Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and relates to properties such as Anonymity, Pseudonymity, Unobservability and others. Each of these properties may be captured within a separate sub-clause.

<Text>

6.7
Security policy

Editor’s note: There may be a need to describe “security policy” and its intended usage within oneM2M systems





	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	

	
	
	
	
	
	
	
	

	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


7
Suitable Security and Privacy Procedures and Processes
Editor's note:
 Based on results of above analysis, this section provides a selection of suitable security solutions / procedures that shall be specified in for Release 1 in a respective TS. It also aims at mapping security requirement derived above to proposed security procedures in order to indicate requirements coverage. Further details on requirements coverage will be part of the TS work.
Editor’s note: Evaluation criteria measuring the suitability of the solution will be included and may require a couple of sub-chapters.
<Text>
7.1
Security approach

<Text>
8
Outlook

Editor's note:
 This section lists topics to be considered beyond Rel-1.
<Text>

The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, OneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

<PAGE BREAK>

Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>

<PAGE BREAK>

Annex <B>:
Title of annex (style H9)
<Text>

B.1
First clause of the annex (style H1)
<Text>

B.1.1
First subdivided clause of the annex (style H2)
<Text>

<PAGE BREAK>
Annex <y>:
Bibliography

The annex entitled "Bibliography" is optional.

It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself.

It shall not include references mentioned in the document.

Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".

OR

<Publication>: "<Title>".

<PAGE BREAK>

History

This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
	Publication history

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	Draft history (to be removed on publication)

	V.0.0.0
	19. June 2013
	Initial version

	V.0.1.0
	25. June 2013
	Rapporteur Output DRAFT after TP#5 incl. following agreed input contributions:

oneM2M-SEC-2013-0023R01-oneM2M_Security_Context

	V0.1.1
	August 2013
	Input contribution for SEC#4. Contains editorial clean up and several proposals to be included into the next version.
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