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[i.x]
ISO/IEC 29115
Information technology- Security Techniques – Entity authentication assurance framework
6.3.1.x

Levels of Assurance for Authentication
Four levels of assurance for entity authentication are defined in line with levels of assurance as defined in [i.x]. Each level describes the degree of confidence in the authentication processes and provides the described level of assurance that the entity using a particular identity actually is the entity to which that identity was assigned. Level1 is the lowest level of assurance and Level4 the highest. Each of these levels provides requirements for the implementation of the process.
· Level1: lowest level with minimal confidence in the claimed or asserted identity of the entity but some confidence that the entity is the same over consecutive authentication events. This level is used when minimum risk is associated with erroneous authentication. 

· Level2: provides some level of confidence in the claimed or asserted identity of the entity. This level is used when moderate risk is associated with erroneous authentication. Single factor authentication is acceptable. Successful authentication depends on the entity proving, through a secure authentication protocol, that the entity has control of the sensitive data / credentials. Controls are in place to protect against attacks on stored sensitive data / credentials.
· Level3: provides high confidence in the claimed or asserted identity of the entity. This level is used when substantial risk is associated with erroneous authentication. Multi-factor authentication is required. Any sensitive data or information exchanged in authentication protocols is cryptographically protected in transit and at rest. 
· Level4: provides very high confidence in the claimed or asserted identity of the entity. This level is used when high risk is associated with erroneous authentication. This level provides the highest level of entity authentication assurance. In addition to Level3 this level requires the usage of tamper resistant hardware devices for the storage of all sensitive data such as cryptographic keys, 

Editor’s note: it is for further study how multi-factor authentication applies to oneM2M within the context of 2 machines communicating with each other. IEC 62443 (ISA-99) should be checked within this context in order to avoid conflicts.
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