Vulnerability/ Threat  -  ISO JTC1 SWG IOT (Canadian Mirror)
“M2M system Interdependencies threats and cascading impacts”
	Overview
	M2M system Interdependencies threats and cascading impacts

	Issue
	Underlying systems and resources many impose many form of interdependency with the M2M Application, Device, Gateway, Network which is not apparent during period of normal operation.

	Description
	While M2M endpoints and gateways might be dedicated to specific M2M services, M2M systems as a whole will frequently share resources with a variety of other un-related systems and applications.  For instance, shared wireless spectrum, shared backhaul networks, shared datacenters to host applications, shared administrative processes and personnel, and/or shared physical premises.

	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security, Underlying Network security

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


Proposed countermeasure(s)
	Threat ID
	Reference to threats that are mitigated by the countermeasure

	

	Countermeasure 1
	All M2M assets should be inventoried and shared assets identified, and interdependencies identified related to people, processes, technology and facilities.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Exposes unknown interdependencies for management assessment.

	Disadvantages
	· Adds cost to the design stage.
· Requires scheduled repetition: on-going costs.

	

	Countermeasure 2
	Conduct sensitivity assessment of various shared assets, for management review.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Exposes independent system sensitivities for management assessment.

	Disadvantages
	· Adds cost to the design.

· Requires scheduled repetition: on-going costs.

	

	Countermeasure 3
	Based asset inventory and sensitivity assets, conduct or expand an planned risk assessment to most sensitive assets documenting interdependencies under normal and abnormal conditions for both M2M service and other systems sharing sensitive assets. Make recommendations for management to treat, transfer or accept interdependency risks.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Exposes interdependencies risks at are frequently overlooked in complex systems 
· Avoids expense security retro-fits post-deployment

· Reduces service impacts and outages associated with system interdependencies.

	Disadvantages
	· Adds cost to the deployment.

· Requires scheduled repetition: on-going costs.


