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6.1 

6.3
Security Concepts
Implementing security features and countermeasures to threats requires mechanisms that provide security related operations with an appropriate level of confidence. Those generic mechanisms are described within this clause. They include:

· secure storage of sensitive data 
· sensitive functions executing operations on sensitive data
· secure connection allowing the secure transmission of sensitive data

6.3.1
Secure Storage

Sensitive data comprises key material / credentials, privacy related data such as identifiers and other data as identified by the M2M solution provider for the purpose of its use case. In order to prevent misuse of sensitive data, it requires protected and secure storage within the termination points of the system. Secure storage capability can be implemented by several means within the network infrastructure nodes and network applications by the M2M service provider. In addition it need to be ensured that secure storage capabilities are present in termination points residing at the consumer, i.e. in the M2M Device and/or the M2M Gateway, depending on the requirements of the use case. It is recommended that M2M Devices / Gateways support a secure / tamper resistant storage capability for sensitive data.
6.3.2
Sensitive Functions

All security features as described within the remainder of this document rely on the secure execution of certain sensitive functions. Sensitive functions operate on sensitive data that is securely stored such that sensitive data will never leak to any unauthorized entity. Sensitive functions are typically performed in termination points within the M2M system.
Examples of sensitive functions include:

· cryptographic algorithms

· (session) key derivation functions
· hash functions
Access to sensitive functions is subject to security policies and access control. Sensitive functions are accessible via a well defined interface. 
6.3.3
Secure Connection
Sensitive data has to be transmitted within the M2M solution between various stakeholders, each represented by a respective termination point within the M2M system. In order to ensure a secure transmission of that sensitive data, sensitive functions on securely stored data will be executed to set up a secure connection. 
6.4 Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving key issues. The requirements are mapped to the relevant threats.
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