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1. Introduction

This is the summary of email discussion for for ARC 6.2 Action 1 and Action 2

· ACTION1:  FFS relationship between AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)

· ACTION2: FFS relationship between RBAC and AR/ACL. Can RBAC be implemented by means of AR/ACL? (lead WG2, WG5 – Support WG4)

Access Control related requirements:

	OSR-049

	The M2M system shall be able to provide the capability for an M2M Application to selectively share data (e.g. access control) When sharing data among applications.

	OSR-059

	The M2M system shall be able to support Role-based access control based on service subscriptions.

	OSR-066

	The oneM2M System shall be able to support the placement and operation of M2M Applications in selected M2M nodes per criteria requested by M2M Applications service providers, subject to access rights.

	MGR-010

	The M2M System shall provide the capability for authorizing devices to access M2M Area Networks.

	SER-008

	The M2M system shall support countermeasures against unauthorized access toM2M services and M2M application services.

	SER-025

	The M2M system shall be able to prevent stakeholders to identify and/or observe the actions of other stakeholders in the M2M system, e.g. access to resources and services.

Note: The above requirement does not cover whatever is outside of the M2M system, e.g. underlying networks.
Editor’s note: “Stakeholder” needs to be defined or replaced by a more accurate term.


2. ACTION1: Relationship between AR/ACL and other security mechanisms such as authentication and authorization
	Company
	Comments

	Oberthur Technologies
	The Access Management comprises Authentication + Authorization mechanisms. The Access control is part of Athorization and therefore the choice of the Access Control Model will provide the framework for the overall Access management design. ACL and RBAC are two among other major Access Control models for instance:  

· MAC – Mandatory Access Control

· DAC – Discretionary Access Control

· RBAC – Role Based Access Control

· CBAC – Context Based Access Control

· PBAC – Policy Based Access Control 

· ABAC – Attribute Based Access Control

Each model has its own advantages and limitations, ACL and RBAC are widely accepted as a best security practice. Before adopting one or both of them it is necessary to clarify what within the oneM2M service layer are subject to access control 

	Giesecke & Devrient
	Access Control and Authorization are related but still different. Authorization is the activity of verifying if a certain user/entity has the permission to access a particular resource. Access Control is more general and is actually controlling access to resources based on roles, whitelists and other criteria such as time of the day, IP address, …

Consequently there is a need to have 2 components within the Security CSF: Access Control and Authorization. Access Control is responsible to control access to Security CSF resources (Security CSF internal) such as Sensitive Data Handling and Security Administration. Authorization provides the procedures to authorize access of entities to non-Security CSF resources together with their Access Rules to those resources such as Device Management CSF updating certain resources of the physical device.

oneM2M architecture components are quite different from each other. Application Entities residing in an Application Dedicated Node and CSEs residing in an Application Service Node may require different Access Control models as CSEs residing within an infrastructure node.

Application Service Nodes and Middle Nodes may follow an ACL approach whereas Infrastructure Nodes may require an RBAC method.

A clean differentiation of requirements on the AC model has to be done based on:

· Architecture component (node, entity and reference point)

· Resource

After this clarification the most suitable model can be chosen for each purpose.

	FUJITSU
	Access control must be based on Authorization, but Authentication is not always required for Authentication.

Authentication mechanism provides verification of the identity. On contrast, Authorization gives permission on some activity.

Typical AR/ACL system requires having both authentication and authorization within the system.

But if there is a proof of given permission, authorization, authentication is not needed. The ‘permit certificate’ is an example of proof of given permission in daily life. The authorization is given by checking signature on the permit certificate no matter who brings it.

Similar machnism in IT system is a solution called ‘token based system’. The token is issued by the system for user upon request, giving permission for specific limited use. The token will be given to the delegated entify (=application in example), and the delegated entity provides the token to request authorization to use the system. The system can determine the delegated entity has the right to use the system from information given by the token.

Even there are many implementation of token based system, but Kerberos and OAuth are famous and used in many systems. The benefit of token based system is it can achieve separation of authentication and authorization in distributed system.

	CATT
	What is the difference among Authentication, Authorization and Access Control?

Authentication

Authentication is a process by which you verify that someone is who they claim they are. This usually involves asking the user for a username and a password, but it can include any other method of demonstrating identity, for example a smart card, a PIN number, a secret code sent in a letter in the post, a fingerprint scan, and so on. 
Authentication is equivalent to showing your driver license at the ticket counter at the airport.
Authorization

Authorization is the process of establishing if the user (who is already authenticated), is permitted to have access to a resource. Authorization determines what a user is and is not allowed to do. This is usually determined by finding out if the user is a part of a particular group or has a particular level of security clearance.
Authorization also includes an Authorization Management component, which is a system that provides the functionality to create the authorization rules. Authorization Management often uses Groups, Roles, Privileges and Permissions to define these rules.

Authorization is equivalent to checking the guest list at an exclusive party, or checking for your ticket when you go to the opera.
Access Control

Access Control is the process of enforcing the required security for a particular resource.

Once we know who a user is, and we know what we should and should not give them access to, we need to physically prevent that user from accessing anything that they should not be able to. Access Control can be seen as the combination of Authentication and Authorization plus additional measures, such as time- or IP-based restrictions.

Access control is analogous to locking the gate at closing time - it's controlling entrance by some arbitrary condition which may or may not have anything to do with the attributes of the particular visitor.
Where are these access control models located?
MAC, DAC, RBAC are possibly used by authorization systems. For example, an authorization management system puts a user into an ACL, and the authorization system checks if a user is in the ACL.

CBAC, ABAC are possibly used by access control systems. For example, an access control system uses context information for making an access control descision.

	Alcatel-Lucent
	Authentication is verifying the identity credentials presented by the user and Authorization is allowing access to resources (for a particular service) based on user’s authorization level. In current systems, AR/ACL is used in the authorization phase after the authentication and doesn’t consider a ‘role’ for the user. Usually AR/ACL is a blacklist (as in a certificate revocation list), whereas for many applications, a positive acknowledgement with many levels resource access permissions for a subscribed service are needed.

Hence the need of machine type communications is to introduce one more parameter, ‘role’ also in the authentication and authorization process for a subscribed service.  A general user usually doesn’t have a system wide ‘role’ assigned to them along with their identity; ‘role’ is valid only for a subscribed service and it defines the set of access rights to the service resources and permitted operations.

Role could be provisioned in the M2M service layer, wherever they are located. In a session, based on the application (and role), in addition to presenting Authentication credentials, (device/user identity}, the user also requests {desired role}. The authenticated identity and authorized role will allow access to application resources and enable/disable a particular set of operations in a session. Access to a resource is controlled by ARs. The resource access rules and controls for different roles are defined by the application server.


3. ACTION2: Relationship between RBAC and AR/ACL. Can RBAC be implemented by means of AR/ACL?

	Company
	Comments

	Oberthur Technologies
	Both RBAC and ACL defines permissions (access rights), but at different level. According INCITS 359 of the standardised RBAC model there are 4 RBAC levels and the basic one captures the features of the traditional groupe based access control.

	FUJITSU
	If Access Rule is simple enough, RBAS may be implemented by AR/ACL, but typical ACL is based on the authentication result, and if single entify has to take responsibility of multiple roles, it is difficult. 

That situation may be happen when the user want to use third party application which is hosted on the system which is outside of domain. If the system is based on AR/ACL, the system must provide to issue ID and credential info to access specific resour, and accespt access control rules based on Role which is associated with issued IDs.

	CATT
	oneM2M system should support a variety of access control models, rather than limited to the ACL and RBAC.
An <accessRight> resource shall store a representation of permissions that could be expressed by ACL, RBAC or some other types of access control policies. The access control system will use the access control policies stored in <accessRight> resources to make access control decisions.

How to implement an access control system in an oneM2M system is not the job of oneM2M standardization.

	Alcatel-Lucent
	RBAC can not be implemented by conventional AR/ACL. 

To implement RBAC, AR/ACL need to consider the authorized ‘role’ parameter requested by the user for the session. AR/ACL needs to be defined based on the role of the entity and may vary from application to application. 

For a particular service, it shoud be possible to have users at multiple roles, who have different access rights to resources and different operations permission.


4. Question: What resources are subject to access control within the oneM2M Service Layer?
	Company
	Comments

	Giesecke & Devrient
	All Security CSF resources are subject to access control and/or Authorization. Only authorized entities shall be allowed to get access to Security CSF resources and attributes based on their access rules.

	FUJITSU
	Following resources are subject to access control for reading:

Collected data from Device, highly confidential information(ex. Device’s geographic location) within the collected data, device setting, access control rule, log data which is stored in Device

Following resources are subject to access control for modification:

Collected data from Device, Device setting, application packages on the Device, access control rule, communication channel selection, network topology setting, charging logs

	CATT
	All resources are subject to access control within the oneM2M Service Layer. If there is no access control policy being explicitly assigned to a resource, then default access control policies shall be used, for example access control policies assigned to a default user or an anonymous user.

There are two kinds of access contol in oneM2M. One is responsible for the access to the resource tree; the other is responsible for the access to the security modul that hold highly confidential information such as security keys. 

	Alcatel-Lucent
	All resources should be subject to authorized access control based on the authenticated credentials and authorized role of users.
A service is a set of resources and associated operations on these resources. To support RBAC for a service, AR/ACL will define the resource and operations entitlement for the roles.


5. Way Forwards:

Based on received comments following way forwards are proposed to the ARC WG2
· ACTION1:  FFS relationship between AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
Way Forward :
· ACTION2: FFS relationship between RBAC and AR/ACL. Can RBAC be implemented by means of AR/ACL? (lead WG2, WG5 – Support WG4)

Way Forward:
�Additional requirement to be added if I’ve missed some of them):


�From 350R05


�From 360R03


�From 370R03


�From 155R03


�From 269R02


�From 376R01
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