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Framework to describe SEC CSF procedures

By “procedure” we mean functions provided by the SEC CSF that serve (need to be called by) outside entities (other CSFs within CSE, other CSE or AEs) to perform specific actions. This includes for example Security Bootstrapping, Authentication, or Security association establishment. 

Note that different description may need to be provided depending whether a function is serving Application entities (in which case the function would typically be exposed through a high level API) or other components within the service layer (in which case a lower level interface could be exposed).

For each security procedure involving interactions with the outside architecture, the template description should include the following  

1- Name: Short but precise name that uniquely differentiates the described procedure. This could differ from the names already appearing in the current SEC CSF descriptions, as this exercise is a step for refining our architecture.

2- Short description: Describe in a couple of lines the purpose of the procedure and its intended usage.

3- Residing on: Precise whether the security procedure described is supposed to be hosted in the CSE of an Application Service Node, a Middle Node or an Infrastructure Node.
4- Called by: Indicate the intended requester(s) of the procedure, i.e. whether the procedure, as described, is supposed to serve/be called by:

a. other CSEs (may need to precise whether on IN, MN or ASN) 

b. AEs

c. other CSFs within the local CSE (using TS-0001 v0.3.1 as the reference for CSFs)

d. Other subfunctions within the SEC CSF: Such subfunctions have lower priority for TP9. For example the use of Secure storage by the bootstrapping procedure to store credentials (low level procedure exposed in the CSF) is lower priority than the use of Secure storage by an AE (high level API exposed externally to the CSF).

Note that different description of a procedure may apply depending on the nature of the caller. For example the authentication procedure applied to a CSE may differ from the authentication applying for an AE. Or an access control request from an AE over a CSE would depend on existence of a subscription agreement between the AE and the service provider of the CSE, while an access control request from an initiating AE over resources exposed by target AE could depend on policy decisions set by the target AE.

5- Trigger condition: List under which conditions the procedure is executed, in which situation the action is involved; for example, “security association establishment” takes place optionally (if service level channel security is desired) after registration of an object with an M2M Service Provider.

6- Prerequisites: List any assumption or pre-requisites that enable execution of the procedure, such as previous steps assumed to have been executed beforehand; for example, “security association establishment” assumes existence of a service level agreement with the M2M Service provider, and may require a security bootstrapping step to have taken place beforehand.

7- Input parameters: List any information that needs to be provided by the requester as an input to the security procedure. For example the input to Security bootstrapping could be a pre-provisioned (e.g. manufacturer) identifier of the requester and a pre-provisioned key, while the input to a security association establishment procedure would be an assigned identifier of the requester and a previously bootstrapped long-term key. 

8- Output parameters: List any information expected to be provided to the requester as an output of the security procedure. For example the output of Security bootstrapping could be an service provider assigned identifier for the requester and a long term key and associated lifetime, while the output of a security association establishment procedure would be a connection (session) identifier, a short term session key with associated lifetime, and possibly additional security parameters to setup a secure channel session.

9- External Interactions: List any interactions with outside functionalities that may be involved during the execution of the procedure. For example, security bootstrapping may require an infrastructure node to interact with a specific Service Bootstrap server, or security association establishment may require it to interact with an authentication server.
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