	oneM2M-SEC-2014-XXX- RBAC_Description_for_Security_TR
	[image: image2.png]






	INPUT CONTRIBUTION

	Group Name:*
	SEC8.0 (WG4 at TP#9)

	Title:*
	RBAC Description for Security TR

	Source:*
	CATT

	Contact:
	Wei Zhou, zhouwei@catt.cn
Hui Xu, xuhui@catt.cn

	Date:*
	2014-XX-XX

	Abstract:*
	This contribution provides the description of RBAC and its use in oneM2M. 

	Agenda Item:*
	TBD

	Work item(s):
	WI-0007

	Document(s) 

Impacted*
	oneM2M-TR-0008-Security-V0.3.0

	Intended purpose of

document:*
	 Decision

 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	To add in TR-0008-Security the text provided in this contribution 


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Introduction

This contribution aims to describe RBAC and its use in oneM2M. 

3
Proposal

All proposed changes to the TR text appear in Revision Marks. 

-----------------------Start of 1st   change-------------------------------

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)

[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)

[i.6]
ISO/IEC 29115
Information technology- Security Techniques – Entity authentication assurance framework

[i.7]
ETSI TS 102 221 V11.0.0 Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 11)

[i.8]
ETSI TS 102 671 V9.1.0 Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)

[i.9]
ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".
[i.x]
DRAFT - 4/4/2003, BSR INCITS 359, American National Standard for Information Technology –Role Based Access Control.
[i.x]
NIST Interagency Report 7316, Assessment of Access Control Systems.

[i.x]
Best Practices in Enterprise Authorization: The RBAC/ABAC Hybrid Approach, http://blog.empowerid.com/Portals/174819/docs/EmpowerID-WhitePaper-RBAC-ABAC-Hybrid-Model.pdf.

-----------------------End of 1st change--------------------------

-----------------------Start of 2nd change------------------------
x
Role Based Access Control (RBAC)
x.1
RBAC Overview
The essence of RBAC is that permissions are assigned to roles rather than to individual users. Roles are created for various job functions, and users are assigned to roles based on their qualifications and responsibilities. Users obtain the corresponding permissions through assigned appropriate roles. Users can be easily reassigned from one role to another without modifying the underlying access structure. RBAC is thus more scalable than user based security specifications and greatly reduces the cost and administrative overhead. 
The NIST RBAC reference model [i.x] is shown in Figure X. The following terms are used to describe NIST RBAC reference model:
· Component – component refers to one of the major blocks of RBAC features, core RBAC, hierarchical RBAC, SSD relations, and DSD relations.
· Objects – an object can be any system resource subject to access control, such as a file, printer, terminal, database record, etc.
· Operations - An operation is an executable image of a program, which upon invocation executes some function for the user.
· Permissions - Permission is an approval to perform an operation on one or more RBAC protected objects.
· Role - A role is a job function within the context of an organization with some associated semantics regarding the authority and responsibility conferred on the user assigned to the role.
· User - A user is defined as a human being. Although the concept of a user can be extended to include machines, networks, or intelligent autonomous agents.
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Figure X: Role based access control model

The NIST RBAC reference model is defined in terms of four model components—Core RBAC, Hierarchical RBAC, Static Separation of Duty Relations, and Dynamic Separation of Duty Relations. 
Core RBAC
Core RBAC defines a minimum collection of RBAC elements, element sets, and relations in order to completely achieve a Role-Based Access Control system. Core RBAC includes sets of five basic data elements called users (USERS), roles (ROLES), objects (OBS), operations (OPS), and permissions (PRMS). A user obtains roles through User Assignments, and a role obtains permissions through Permission Assignments. In addition, the core RBAC model includes a set of sessions (SESSIONS) where each session is a mapping between a user and an activated subset of roles that are assigned to the user. The permissions available to the user are the permissions assigned to the roles that are currently active across all the user’s sessions. Core RBAC is required in any RBAC system, but the other components are independent of each other and may be implemented separately.
Hierarchical RBAC
The Hierarchical RBAC component adds relations for supporting role hierarchies. A role hierarchy is mathematically a partial order defining a seniority relation between roles, whereby senor roles acquire the permissions of their juniors and junior roles acquire users of their seniors. Role hierarchies can be established to reflect the natural structure of an enterprise. In a role hierarchy, one role may contain other roles, i.e. one role may implicitly include the permissions associated with roles.

Static Separation of Duty Relations
Separation of duty relations are used to enforce conflict of interest policies. Conflict of interest in a role-based system may arise as a result of a user gaining authorization for permissions associated with conflicting roles. Static Separation of Duty (SSD) Relations add exclusivity relations among roles with respect to user assignments. Because of the potential for inconsistencies with respect to static separation of duty relations and inheritance relations of a role hierarchy, the SSD relations model component defines relations in both the presence and absence of role hierarchies. 
Dynamic Separation of Duty Relations
Dynamic Separation of Duty (DSD) Relations limits the permissions that are available to a user by placing constraints on the roles that can be activated within or across a user’s sessions. Although this separation of duty requirement could be achieved through the establishment of a static separation of duty relationship, DSD relationships generally provide the enterprise with greater efficiency and operational flexibility.
x.2
Benefits of RBAC
The benefits of RBAC are:
· RBAC can reduce the complexity of security administration by placing roles between users and permissions.

· In RBAC it is easy to review who has been assigned to what permissions.

· RBAC is simpler than ABAC in privilege management. In RBAC bundles of permissions can be directly assigned to user through a role assignment, whereas in ABAC this may need to create a series of rules.
· From the view of audit, RBAC is easier than ABAC. In ABAC the consequence of rule may not easy to fully grasp.
x.3
Limitations of RBAC
The limitations of RBAC are:
· Roles must be engineered before RBAC can be used. However, role engineering has turned out to be a difficult task. The challenge of RBAC is the contention between strong security and easier administration.
· The least privilege condition is often difficult or costly to achieve because it is difficult to tailor access based on various attributes or constraints. In RBAC fine-grained access control may lead to “role explosion”.
· In RBAC role assignments are based upon static job functions. So it is difficult for RBAC to handle dynamically changing attributes, such time or IP address. 
· It is difficult for RBAC to implement some security polices such as privacy and other regulatory mandates.
· Web-based application adds more complexity to RBAC by weaving separate components together over the Internet to deliver application services, and the allocation of files and servers may not be compatible with organization structure.
· RBAC cannot be used to ensure permissions on workflows in which sequences of operations need to be controlled.
x.4
Using RBAC in oneM2M
Editor's note: It is FFS about how to use RBAC in oneM2M.
-----------------------End of 2nd  change-------------------------------

© 2013 oneM2M Partners
                                                                                                     Page 5 (of 5)



[image: image2.png]_1449921791.vsd
USERS


ROLES


SESS-
IONS


PRMS


OPS


OBS


user_sessions


session_roles


Role Hierarchy


SSD


DSD


User Assignment


Permission Assignment



