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	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>
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1
Opening of meeting 

1.1
Welcome

2
Review of Agenda


· SEC-2014-0181R01, AGREED


4
Review of Objectives for the Meeting
Elaboration of the DRAFT Inputs of the Security Text proposals for the ARC TS (e.g. bootstrapping, registration, Identifiers assignments, access control, etc…)

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-13-002 (WG4)
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6
Contributions and Draft Text proposals against ARC TS

6.1 Access control-None
6.2 Bootstrapping-None
6.3 Security aspects related to Registration

· Document SEC-2014-0008R01, Overall Procedure Discussion related to Security
· Presented by LGE
· Comments and Issues

· Participants discussed different options for bootstrapping 
· In particular, participants questioned about 3rd Party Bootstrapping and how M2M Service Layer interact with. 3rd Party Bootstrapping may not be mandatory but oneM2M should at least define how to do it and to specify common solution.  
· Participants discussed the proposed call flow, and if any additional steps were needed.  

· The relationship between the master key and the session key was discussed.  Further clarification and agreement is needed on this interaction.
· It was agreed that the CSE would be authenticated at the infrastructure node, however other possibilities for authentication are for further study.  It was proposed that there be a separation between the security procedures and the registration process.  
· The Architecture group is discussing the Application Instance Identifier, however it is not yet clear when and how the ID will be provided.  There are still significant discussions that are needed for security aspects regarding authentication and identification.  Participants were encouraged to bring in contributions reflecting their views on how this process should work so the group can reach agreement.
· It was noted this security document is related to oneM2M-ARC-2013-0585.
· The Security group needs to clarify the issues related to identifiers, and how end-to-end security applications are defined.  Contributions were encouraged to clarify the different views.
· The presenter was also encouraged to provide use cases to further expand on the proposed concepts.

· A revised version of the Security contribution is expected based on the comments received on this ad hoc call.

· Decisions and Actions
SEC-2014-008R01, Overall Procedure Discussion Related to Security was NOTED.
· Document SEC-2014-0012, Issues on Registration
· Presented by Fujitsu

· Comments and Issues

· Discussion occurred regarding how it is determined who is authorized to use a service.
· The relationship between registration and credential sharing was discussed, and it was noted these are treated as separate steps in this proposal. 
· It will be important to provide a definition of tokens, and their role in security.
· It was clarified this proposal suggests that every request has a token.  

· This approach will require that the middle nodes have at least a minimal level of communication with the authentication nodes.  
· Participants asked about the role of tokens in a PKI solution.  It was noted the token would be used across the middle-node authenticated channel.  
· Further agreements are needed regarding the actions to be taken following registration to ensure security.  

· Decisions and Actions
SEC-2014-0012, Issues on Registration was NOTED.
· Document SEC-2014-0009, Application Registration Handling
· Presented by Fujitsu

· Comments and Issues

· This contribution proposed a procedure for application registration handling.  
· Participants discussed how this contribution relates to work in the Architecture group, and if this content should be addressed in that group.  The presenter noted that the Security group needs to clarify and define the information to be exchanged securely.  
· It is expected this contribution will be prevised and presented for further discussion at a future call for both Security and Architecture.
· Decisions and Actions
SEC-2014-0009, Application Registration Handling was NOTED.
6.4 Security aspects related to Identifiers -None
6.5 Others-None
7 Contribution against SEC TR and TS (Contributions SEC-2014-0010 and SEC-2014-0012 were deferred to future meetings due to time constraints.)
8 Planning for next Meeting(s)


Conference Calls

Official call SEC 8.1: Wednesday January 22, 13:00 – 15:00 UTC
9 Any other business
There was no other business to be discussed.  
10 Closure of meeting


Mr. Vujcic thanked participants for attending and closed the SEC ad-hoc meeting.
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