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	Meeting Details:
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	Intended purpose of

document:
	 FORMCHECKBOX 
 Decision

 Discussion

 FORMCHECKBOX 
 Information

 Other <specify>
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1
Opening of meeting 

1.1
Welcome

1.2
Schedule

1.3
Attendees

2
Review of Agenda


Present document
- R01 of the agenda to be uploaded on the portal (oneM2M-SEC-2014-0087R01-Agenda_of_adhoc_on_2014-01-08)
4
Review of Objectives for the Meeting

At the end of TP8, WG2 ARC identified the following gaps as high priority topics that need to be resolved by TP9 to enable timely completion of ARC TS-0001:

· Sequence of flows (bootstrapping, registration, data exchange, etc.): This includes security bootstrapping and authentication phases in the scope of WG4.

· Registration procedures: This relates to authentication and access control, also requiring WG4 involvement.

· Identifiers assignment (CSE and application identifiers are related to registration), link between identifiers, resources: Identification means impact WG4 as they are the basis for security

Therefore, the focus of this call will be to:
· Facilitate further description of oneM2M security functionalities (SEC CSF components described in SEC TS-0003), e.g. by providing template and example.

· Identify and highlight their external interactions, and consider integration in ARC TS-0001.  

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-13-002 (WG4)
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


Discussion on the priority of AIs:
-      AI 005 – is considered as low priority as mainly protocol level impact
· SEC group should be involved so the priority is not that low

· The AI could be merged with the management-related AI 003

· Actions in the table are not listed in order of priority.

· Fulfilling the needs from WG2 should become top priority. In next conf calls input for ARC should be discussed (f.ex. role-based access control).

· Discussion over the excel file listing WG2 priorities as there are some actions related to WG4 (f.ex. how to handle identifiers).
· Some joint sessions with WG5 would have to be planned as WG5 deals with some of the actions, e.g: identifiers
· Existing identifier related security solutions should be listed to check how they match OneM2M needs. Related  background information is expected as input for the coming meetings 
· Other priority topics are Bootstrapping , 
· Need to check with WG2 the status on the priority for Session management (assignment of session ID)

· The AI table should become the agenda for the next meeting.
· Contributions agreed at TP8 for SEC TR/TS should be incorporated to get updated versions of deliverables to serve as the baseline for next contributions.

· It would be useful to know which security arc. contributions are closer to the final version to finalize them first.
6
Contributions

Document oneM2M-SEC-2014-0086- Proposed template to describe oneM2M security functionalities
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· Which chapter/section the template applies to?  SEC TS is not considered in details yet, action on the contributor to clarify that point.
· What level of information should be included in the template document? – Clarification needed from the contributor. Any opinion is welcome.

· If a new functionality is needed, the template could be used for TR and later for TS, or for both. 

· An intermediate solution is to have a contribution for discussion only and to see how the revision is handles afterwards.

· The template can help clarify the level of details needed
· It would be better to avoid listing non applicable features

· The template presents a bottom – up approach but it might be considered to take the top-down one

· Change in the text: prerequisite/starting state – output/final state, instead of input – output. Text to be refined off-line.
· A specific point on constraints to be added.

· Adding Multiplicity: e.g. 1 per service provider domain or multiple instances, consider sharing possibility due to constrained resource.

· It is recommended to try to apply the template to a functionality as example and to discuss the outcome in later call.
· Decisions and Actions
oneM2M-SEC-2014-0086-was NOTED
An example of application of the template to a functionality is to be provided for the next meeting.
7
Planning for next Meeting(s)


Conference Calls


Adhoc call (no decision): Wednesday January 15, 13:00 – 15:00 UTC, Topic TBD (cf. open Action Items)


Official call SEC 8.1: Wednesday January 22, 13:00 – 15:00 UTC
8
Any other business

9
Closure of meeting
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