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1
Introduction

This contribution aims to describe ABAC and its use in oneM2M. 

3
Proposal

All proposed changes to the TR text appear in Revision Marks. 

-----------------------Start of 1st   change-------------------------------

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)

[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)

[i.6]
ISO/IEC 29115
Information technology- Security Techniques – Entity authentication assurance framework

[i.7]
ETSI TS 102 221 V11.0.0 Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 11)

[i.8]
ETSI TS 102 671 V9.1.0 Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)

[i.9]
ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".
[i.c]
DRAFT NIST Special Publication 800-162, Guide to Attribute Based Access Control (ABAC) Definition and Considerations.



-----------------------End of 1st change--------------------------

-----------------------Start of 2nd change------------------------
x
Attribute Based Access Control (ABAC)
x.1
ABAC Overview
Although ABAC has no clear consensus model to date, the approach’s central idea asserts that access can be determined based on various attributes presented by a subject. Rules specify conditions under which access is granted or denied.
In [i.c] Attribute Based Access Control (ABAC) is defined as: An access control method where subject requests to perform operations on objects are granted or denied based on assigned attributes of the subject, assigned attributes of the object, environmental conditions, and a set of policies that are specified in terms of those attributes and conditions. The major terms used to describe ABAC in [i.x] are described as follows:
· Attributes are defined characteristics of the subject, object, environment conditions that are predefined and preassigned by an authority. Attributes contain information given by a name-value pair.

· A subject is a human user or non-person entity, such as a device that issues access requests to perform operations on objects. Subjects are assigned one or more attributes. 
· An object is a system resource for which access is managed by the ABAC system, such as devices, files, records, tables, processes, programs, networks, domains containing or receiving information. It can be the resource or requested entity, as well as anything upon which an operation may be performed by a subject including data, applications, services, devices, and networks.

· An operation is the execution of a function at the request of a subject upon an object. Operations include read, write, edit, delete, author, copy, execute, and modify.

· Policy is the representation of rules or relationships that makes it possible to determine if a requested access should be allowed, given the values of the attributes of the subject, object, and possibly environment conditions.

· Environmental condition is operational or situational context in which access request occur. Environmental conditions are detectable environmental characteristics. Environmental characteristics are independent of subject or object, and may include the current time, the current day of the week, location of a user, or the current threat level.
According to the description in [i.c], an ABAC model is shown in Figure B. An ABAC access control process could be described as:
1. A Subject sends an access request to ABAC system.

2. The ABAC evaluates Access Control Policies, Subject Attributes, Object Attributes, and Environment Conditions to compute an access control decision.
3. The ABAC permits this access to the object if the access is permitted; otherwise, it denies this access.
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Figure B: Attribute based access control model

x.2
Benefits of ABAC
Benefits of ABAC [i.c]:
· ABAC can provide fine-grained and contextual access control, which allows for a higher number of discrete inputs into an access control decision, providing a bigger set of possible combinations of those variables to reflect a larger and more definitive set of possible rules, policies, or restrictions on access.
· ABAC enables administrators to apply access control policy without prior knowledge of the specific subject. As long as the subject is assigned the attributes necessary for access to the required objects, rules or object attributes do not need to be modified. 
· The access control policies that can be implemented in ABAC are limited only by the computational language and the richness of the available attributes. 
· ABAC can provide more dynamic access control capability and limit long-term maintenance requirements of object protections, as access decisions can change between requests when attribute values change.
x.3
Limitations of ABAC
Limitations of ABAC:
· It is very difficult for ABAC to determine the permissions available to a particular user.
· ABAC may lead to a “Rule Explosion” when there too many attributes.
· ABAC system may be slow to answer authorization queries if the access control rules become complicated.

· It is difficult for ABAC to implement a static audit system, because it’s not practical to audit which users have been granted to a given permission or what permissions have been granted to a given user.
x.4
UsingABAC in oneM2M
Editor's note: It is FFS about how to use ABAC in oneM2M.
-----------------------End of 2nd  change-------------------------------
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