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This contribution proposes a high-level (generic) description of the procedure for ASN/MN security bootstrapping to an IN of a target M2M Service Provider. This procedure is only needed if the ASN/MN was not initially pre-provisioned with credentials shared with the infrastructure of the target M2M Service Provider.
x.x
Procedures in Security CSF 
x.x. 1
M2M Service Bootstrapping
1. Name: 

M2M Service Bootstrapping
2. Short Description:

In order to secure access between ASN/MNs and the infrastructure of an M2M Service Provider, an ASN/MN shall be provided with a long-term secret (key) shared with the infrastructure of the M2M SP. Note that this key is a root secret intended to remain protected in the long term, to be used to derive within a secure environment the specific short-term secrets that will be used to provide actual security services, such as Security association establishment. 
3. Residing On

Application hosting CSE 
4. Scope (Multiplicity)

When an ASN/MN is requested to subscribe to an M2M SP, unless it was initially pre-provisioned for such service, it shall execute the M2M Service bootstrapping procedure once. Once it has been executed, the node will be provisioned for that subscription, so no further execution of the procedure will be needed unless the M2M service subscription expires or is intended to be modified (e.g. change to a different M2M SP). 
The M2M Service Infrastructure of the target M2M Service Provider shall provide an M2M Authentication Server functionality (MAS), and a specific functionality to support the M2M Service Bootstrapping Function (MSBF): These functions are accessed by the ASN/MN through the Infrastructure but only one instance of them needs to be available in the Infrastructure.
5. Called by

AE 
6. Trigger Condition
An AE wish to subscribe to use M2M Service with a target M2M SP.
7. Prerequisites / Starting state

· The ASN/MN has not been pre-provisioned with a subscription to the target M2M SP. However, a pre-provisioned credential (ID and secret) is needed to perform the bootstrapping procedure.
· Preferred method of bootstrapping may depend on ASN/MN configuration or be negotiated with the infrastructure.
· Once Bootstrapping has been performed, the MSBF is able to provision the MAS used to authenticate subscribers with the M2M Service Provider.

· In the case of GBA, an agreement enables the MSBF of the M2M SP to retrieve the NAF key from the BSF involved in the GBA procedure.
8. Input parameters
An initial identifier pre-provisioned in the ASN/MN and associated secret
This may be provided by e.g. USIM/CSIM/ISIM credentials (in the case of GBA bootstrapping), or in the case of PKI, a root CA certificate with X.509 client certificate and associated private key.
9. Output parameters / final state
a. A Node ID associated to the ASN/MN by the M2M Service Provider
b. An M2M Long Term Service Key is now provisioned in a secure environment of the ASN/MN for the target M2M service provider.
In case of GBA, this is a NAF-specific key.

In case of PKI, this key is delivered securely (e.g. TLS + HTTP) by the MSBF to the ASN/MN.
c. The lifetime of the above key shall be indicated
d. Other ID may be provisioned by the M2M SP as part of bootstrapping, e.g. a CSE ID for the ASN/MN. The CSE ID of the IN may also be provided to the ASN/MN.  
10. External Interactions
The MSBF in the M2M Service provider infrastructure is involved in the initial bootstrapping step with the ASN/MN. Once successful, the MAS used to authenticate subscriptions with theM2M Service Provider shall be provisioned by the MSBF. 
11. Constraints
(FFS)
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