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This contribution proposes a high-level (generic) description of the procedure to establish a security association between two M2M nodes. 
x.x
Procedures in Security CSF 
x.x. 1
M2M Secure connection establishment
1. Name: 

M2M Security Association Establishment
2. Short Description:

In order to secure the access and communication between ASN/MNs and the INs of an M2M Service Provider, the entities need to establish a dedicated shared secret. 
This can be used to provide hop-by-hop protection on the Mcc reference point. 
Segregation of applicative traffic may require derivation of different credentials between AEs and their local CSE.


End-to-end security between 2 AEs on different ASN/MNs has similar requirements so the same procedure could be used for multiple purposes.

The rest of the description currently assumes hop-by-hop security, i.e. an AE/CSE is connecting to an Infrastructure Node.
3. Residing On

 
Any CSE 
4. Scope (Multiplicity)

The Security Association Establishment functionality needs to be supported on all M2M nodes.

The M2M Service Infrastructure of the target M2M Service Provider shall provide an M2M Authentication Server functionality (MAS) to assess the identity of entities accessing the M2M service layer. 
5. Called by

AE or CSE
6. Trigger Condition
An AE or CSE wish to communicate securely with another AE 
or CSE.
7. Prerequisites / Starting state

· The ASN/MN has been provisioned with a Node ID and M2M Service Long Term Key that it shares with the MAS of  the target M2M SP. The Node ID and long term secret (key) are provisioned through either pre-provisioning or Security Bootstrapping.
· 
· 
8. Input parameters
The identifier of the AE 
or CSE establishing the secure connection, 
· The identifier of the IN with which the secure connection is to be established
· The ASN/MN’s Node ID and the M2M Service Long Term Key associated to the subscription with the M2M service provider operating the target infrastructure (see first bullet in “Prerequisites / Starting state” above).  
9. Output parameters / final state
10. The following parameters are established with the assistance of the MAS
a. An identifier, SecureAssociationID, uniquely identifying the resulting security association

b. The Secure Association Key (short term key derived from the protected long term key) used for the resulting security association.


c. The lifetime of the resulting security association
d. The security methods and parameters used by the resulting security association  
11. External Interactions
The MAS in the M2M Service provider infrastructure is involved by the Infrastructure node to derive the Secure Association Key. 
12. Constraints
(FFS)
�My preference is to provide authentication, integrity and confidentiality.


Would you have special purpose to use “or”?


�Regarding Seongyoon’s comment: I think there could be value in just having authentication and integrity (in cases where confidentiality/privacy is not relevant). But (as I say in the next comment) we should discuss this separately.


�I propose deleting this text in this description. Another contribution can address the details of whether authentication/ integrity/ confidentiality is applied.


�I think it is not limited to ASN/MN ( IN also be considered





Better to replace it with “between an AE and a CSE”?


�Francois – could you clarify this, and maybe provide a motivation/example? 


�Why does this need to be an Applicatoin Hosting CSE? This procedure could also be used by an MN which doesn’t host applications. Also, the first sentence in the next section says “…needs to be supported on all M2M nodes.�”. Here I would simply say “All CSE”. 


�There is no connection between an AE and another AE.


AE-CSE, CSE-CSE are only considered


�We need to discuss what is the subscription first.


What information is in subscription?


�I think we should provide a single mechanism for security association establishment involving the ASN/MN, IN and the MAS (assuming we are in agreement to have an MAS entity). In my opinion, supporting an MAS-based mechanism and also GBA-based mechanism is confusing, in particular since the GBA-based mechanism does not use an MAS. I recommend deleting these two points.


�AE ID may not be pre-provisioned.


Please refer to ARC-2014-0049 which includes the case where AE ID is not pre-provisioned. I copied a sentence from that contribution.


“Editor’s Note: the fr shall be Originator App-Inst-ID, if already available, otherwise which ID is provided from security mechanism? Token ?”


We need to consider that case also.


�I think it’s better to keep security association pair rather than connection id. I would like to know your opinion.


�I recommend that we delete the details at this point in time.


�If we decided not to include GBA-based security association establishment, the we need to delete this sentence.
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