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Access Management Function is consist with authentication part , and authorization part.
Proposed Change start here
6.3.1
Access Management

6.3.1.1
Access Control Enforcement
The access control enforcement component controls access of AEs and CSEs to resources within the same CSE. Access Control Enforcement component is commonly used by other CSF on same CSE. All incoming request targeted on local CSE should be determined whether granted or rejected based on the access policies stored within the secure environment.
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Editor’s Note: figure should be updated to match description.
Access Control Flow:

1. Editor’s note: Current Figure is not in line with decision not to specify communication within CSE: Needs to be aligned.
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Step 001:
The Originator AE or CSE calls a Security CSF function

Step 002:
The Security CSF shall forward the request to the Access Control resource together with the respective identifiers of the calling entity and related authentication material

Step 003: 
The access control component shall verify the access rights and grant access to the function requested by the Originator AE/CSE.

Step 004:
Access control provides a response on the access control verification to the Security CSF

Step 005:
Depending on the response of the access control component, the security CSF shall processes (or reject) the called function.

Step 006
Security CSF function provides result / response to the originating AE/CSE

6.3.1.2
Authorization

The Authorization component controls access policies which is store in secure environment on local CSE to authorize access of AEs or other CSEs. 
Since authorization is given based on M2M Service Subscription information, authorization requests will always targeted on Security CSF on IN-CSE node.
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Editor’s node: figure need to be updated.
Authorization Flow:
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Step 001:
The originating AE or CSE requests certain functions of any CSF. In case a Security CSF function is requested the access control flow as described above shall apply.

Step 002:
The called CSF shall request to check authorization of the AE/CSE and verify if access to the called function is allowed. Therefore, the called CSF shall send an authorization request to the authorization function of the Security CSF.

Step 003: 
The Security CSF / Authorization function shall verify that the calling CSF is allowed to access the authorization function and therefore shall request an access control verification.

Step 004:
Access control shall process the verification request. 

Step 005:
Depending on access control rights, the Access Control function shall send a response to the Authorization function..

Step 006
The authorization function shall process the request initiated by the originator based on the result retrieved by the access control function.

Step 007:
A response to the CSF shall be sent.

Step 008:
Based on the response, the CSF shall process the request of the initiating AE or CSE.

Step 009:
The result of the CSF processing of the request shall be sent back to the originator.

2. Editor’s note: step 002: change “from” to “to”.

Editor’s node: call flow should be updated to separate authentication and access control enforcement.
6.3.1.3
Authentication

This component provides authentication services within the same CSE.
Credentials to be shared with authorized entities (AEs or CSEs) should be store in secure storage.
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