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	MINUTES

	Meeting title:
	WG-4 SEC 8.1

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Anna Riondet, ETSI

Nicole Butler, ATIS

	Meeting Date:
	2014-01-22

	Meeting Details:
	SEC 8.1 Ordinary meeting
https://www2.gotomeeting.com/join/645349554


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome
To ensure that the group operates in accordance with the rules and procedures of oneM2M as described in the WPD, participants were referred to the text on their agenda related to IPR, copyright and anti-trust.

1.2
Attendees – see Annex 1
2
Review and approval of Agenda

SEC-2014-0018R02-SEC_8_1_Agenda – was AGREED
3
Review and Approval of previous Minutes 

Minutes of Adhoc Calls handled by e-mail
4
Review of Objectives for the Meeting
Elaboration of the DRAFT Inputs of the Security Text proposals for the ARC TS

Progress finalization of SEC TR-0008 and elaboration of SEC TS-0003 

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-13-002 (WG4)
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6 Contribution against SEC TR and TS

Check the latest version of the baseline provided by the rapporteur: 

· Version 0.0.4 for TR-0008

· Version 0.0.2 for TS-0003


Other Contributions:
Document SEC-2014-0011R01-ABAC Description for Security TR
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· See comments in SEC-2014-0010-RBAC Description for Security TR below
· Decisions and Actions
SEC-2014-0011R01 was NOTED, there will be a 14 days commenting period for agreement on the REV02 via e-mail
Document SEC-2014-0010-RBAC Description for Security TR
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· Is this a copy-paste from the reference document? – Yes, but only for the Introduction part.
· IPR and copyright policy should be considered here. 
· The ANSI RBAC standard is not mentioned here. Standard bodies should be used in references.

· Some terminology is still used in the contribution that was not supposed to be used any more (e.g. Privileges). – This is valid for TS but this contribution is part of TR (introduction).
· The introduction part should be revised.
· There are three references i.x listed in the list all referred with the same tag – references need to be distinguished. The last reference should be removed. 
· Question for clarification concerning the figure: it comes from the specification but it’s not exactly the same one in the document. -> It’s the compilation of several figures.  So it should be kept but the source should be clarified. 

· TS – no requirements for ABAC, not to be mandated in Rel 1 where only role related attributes could be mandated. But this should not prevent extensions in future releases.

· Attribute based access control was already agreed in previous meeting. RBAC to be used as one of the attributes.
· No other attributes to be mandated in Rel 1.
· In Rel 1 we need to enable a model flexible enough to have more attributes afterwards.

· ABAC is a good scheme, if only one attribute in Rel 1 then this is fine.

· Question about the necessity to define policy language.
· Terminology from referred sources can be kept but its scope needs to be clarified.

· General agreement on the contribution to the TR.

· Revision expected.

· Decisions and Actions
SEC-2014-0010 was NOTED – The will be a 14 days commenting period for agreement on the REV01 via e-mail
Document SEC-2014-0021- Access Management Update
· Presented by Shingo Fujimoto (Fujitsu Ltd. (TTC))
· Comments and Issues

· The purpose of the contribution was to clarify what is meant by Access control and authorization.
· There may be another-proposal affecting the TR at the next meeting, different from this contribution (Authorization part). Shingo and Wei to put together their views and provide a new proposal and a joint contribution for the next meeting.
· We need to work on the TS and the TR in parallel. 
· Freeze date at TP9 is only for TR.  But early consensus is needed.
· Access Management section: Access control enforcement was agreed as way forward. 

· The Access control Flow will be updated for the next conference call.
· Contribution for the TR for the next week and revise the current one.

· More discussions and feedback offline. 

· Decisions and Actions
SEC-2014-0021 was NOTED
7 Proposals impacting ARC TS

	SEC-2014-0016
	Security Bootstrapping Procedure description
	Gemalto
	postponed

	SEC-2014-0017R01
	Security Association Establishment Procedure description
	Gemalto
	postponed

	SEC-2014-0009R01
	Application registration handling
	Fujitsu
	postponed

	ARC-2014-0055
	High level security procedures for Registrations
	LG Electronics
	


Document ARC-2014-0055- High level security procedures for Registrations 
· Presented by Seongyoon Kim, LGE

· Comments and Issues

· The contribution reflects well how security procedures will work depending on pre-provisioning or not.
· Secure channel to be established.
· Good starting point for the ARC TS.
· High level security procedures: comments on the Figure 1. Missing connection  of IN for oneM2M Service Bootstrap.

· Section 11.2 – High level security procedures before AE registration. Clarification is needed on the following: M2M Service Bootstrap for AE is needed? Is it local or remote CSE (doesn’t need to be specified), and if credential is used for bi-directional (yes)? Authorization for Communication message is needed? 
· IN CSE to be added – get credentials from MAS. In Fig 2. In case  symmetric key scheme is used.
· Both scenarios in Fig 1 and 2 represent single hop case only, if multi-hops with middle nodes – this might require to change everything.
· Discussion on the access control and possible other credentials is needed.
· We need to clarify if separation of security Association procedure and AE registration  is feasible, or if Security Association is included in AE registration.
· Security Association should be part of the registration? 
· Is Authentication a separate procedure from Registration? Are separate procedures preferable?
· Further discussions off-line are needed.

· Decisions and Actions
ARC-2014-0055 was NOTED and a revision will be put for discussion in ARC call as well
8
Planning for next Meeting(s)


Conference Calls

Official call SEC 8.2: Wednesday January 29, 13:00 – 15:00 UTC
9
Any other business

8 Closure of meeting

Annex 1
Participants list

	Last Name
	First Name
	Organisation

	Fujimoto
	Shingo
	Fujitsu

	Zhou
	Wei
	CATT

	Riondet
	Anna
	ETSI

	Ennesser
	Francois
	Gemalto

	Kim
	Seongyoon
	LGE

	Park
	Seungkyu
	LGE

	Granzow
	Wolfgang
	Qualcomm

	Taneja
	Mukesh
	CISCO

	Macaulay
	Tyson
	Intel

	Brown
	Philip 
	InterDigital

	Vujcic
	Dragan
	Oberthur Technologies

	Lenart 
	Joe
	Hitachi

	Wang
	David
	Via-Telecom

	Dietze
	Claus
	Giesecke & Devrient 
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