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	MINUTES

	Meeting title:
	WG-4 SEC 8.3

	Chair:
	Francois Ennesser (WG Chair)

	Secretary:
	Gerry McAuley ETSI

	Meeting Date:
	2014-02-05

	Meeting Details:
	SEC 8.3 Ordinary meeting
https://www2.gotomeeting.com/join/649748930


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome

2
Review of Agenda


Present document

To ensure that the group operates in accordance with the rules and procedures of oneM2M as described in the WPD, the chair drew the attention of the participants to the text on their agenda related to IPR, copyright and anti-trust.


4
Approval of minutes of the previous meeting


SEC-2014-0038 Minutes_SEC 8.2 - Approval by correspondence.

4
Review of Objectives for the Meeting
Elaboration of the DRAFT Inputs proposals to include in the ARC TS a high level description of Security procedures (e.g. bootstrapping, security association to secure connection, access control, etc…)

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-13-002 (WG4)
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6
Text proposals against ARC TS

6.1 Bootstrapping

6.2 Security aspects related to Registration / Connection

6.3 Access control

6.4 Others

7 Contribution against SEC TR and TS

7.1 Bootstrapping & Security Establishment

SEC-2014-0038
SEC-2014-0038 was Postponed
7.2 Security aspects related to Registration / Connection 

7.3 Access control

	SEC-2014-0215
	Initial Attach, Re-Attach and Resource Access
	OBERTHUR Technologies


· Presented by Dragan Vuujcic, Oberthur Technologies.

· Comments and Issues

· Authentication identification 2nd step, if the CSE is preprovisioned - which keys are used? Either step zero
· Is step zero the same as 2.1?  perhaps rename 2.1 as it is no longer bootstrap if we did step zero?

· Initial message that triggers al the security stuff and then registration takes place

· Maybe show two scenarios, one with Step Zero and one without Step Zero.

· Step 2 and Step 3 - do we need both?

· CSE to CSE Re-Attachment - step 1 don't call it registraton initiation.

· Step 1 is not Security, but it triggers the security procedure. Shorten the box and call it re-attachment.

· AE to CSE Initial Attachment.

· AE to CSE Resource Access: shorten Step 4 to only cross CSE?

· Add 5th step (1.1) for Access Granted/not granted?
· Decisions and Actions
SEC-2014-0215 was Noted - Revision expected for TP#9
	SEC-2014-0033R01
	Access_Right_Concerns
	Qualcomm Inc. (TIA)


· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· ETSI limitation in that you cant delete objects that still have live subscriptions
· Do not allow subscriptions?

· Set up access rights for each user for each application?

· Use role based? Does it solve the problem?
· Discuss with ARC

· Implimentation issue?

· Decisions and Actions
SEC-2014-0033R01 was noted
7.4 Others

	SEC-2014-0037
	Security and trust model and procedures
	Gemalto
	


SEC-2014-0037 -freetext was postponed
8 Planning for next Meeting(s)


SEC 8.3 Ordinary meeting: 5th March 2014
9 Any other business

10 Closure of meeting
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