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1
Introduction

This contribution aims to (1) add some text that describes the layer structure of the SCE CSF architecture and (2) update the SCE CSF Architecture Figure.
The Section 5.1 in the “oneM2M-TS-0003-Security_Solutions-V-0.2.0” defines three-layer SEC CSF architecture. However, it absents the detail description about these layers. This contribution provides some text for describing these layers.
The reasons for updating the SCE CSF Architecture Figure are:

· Current figure provides too much information that cannot be clearly defined in current stage, especially in the security environment;

· Some independent components are grouped, for example, authentication and authorization should belong to two independent components; in fact there is no access control component provided through the SEC CSF API.

2
Proposal
-----------------------Start of 1st   change-------------------------------

5.1
Overview

The following figure provides a high level overview of the Security CSF architecture.

The architecture consists of following layers:

· Security Services layer
This layer contains a set of components that provide various security services to the outside through the SEC CSF API. The security services provided by the SEC CSF can be encapsulated into six components; they are Authentication, Authorization, Security Association, Identity Protection, Sensitive Data Handling and Security Administration. The components in this layer shall not interact with each other. For example, if CSE REG needs authentication and authorization services, then it has to invoke Authentication and Authorization through corresponding SEC CSF API separately.
· Security Environment Abstraction Layer
This layer implements security logic related to security environments such as key derivation, data encryption/decryption, signature generation/verification, security credential read/write from/to the security environments, and so on. The components in the Security Service Layer invoke these security functions through Security Environment Abstraction Layer API. The security functions in this layer may interact with each other. For example, data encryption/decryption may invoke key derivation to get encryption/decryption keys.
· Security Environment layer
This layer may contain multiple independent security environments that provide various security services related to sensitive data storage and sensitive function execution. The sensitive data includes SE capability, security keys, local credentials, security policies, identity information, subscription information, and so on. The sensitive functions include data encryption, data decryption, and so on.
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-----------------------End of 1st  change-------------------------------
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