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This contribution proposes a high-level (generic) description of the procedure to establish a security association between two M2M nodes. 
x.x
Procedures in Security CSF 
x.x. 1
oneM2M Authorization Procedure
1. Name: 

oneM2M Authorization Procedure
2. Short Description:

Authorization procedures allow granting or denying accesses to the resources of CSEs. An authorization procedure is initialized by a CSF which wants to get an authorization service.
The authorization component is mainly composed of PEP and PDP. PEP coexists with CSFs which need authorization services. The PEP intercepts Access Requesters’ resource access requests, sends authorization requests to the PDP, and enforces authorization decisions. PDP located in the SCE CSF evaluates authorization requests using authorization policies, and renders authorization decisions back to the PEP.
3. Residing On

 Any CSE
4. Scope (Multiplicity)

The Authorization functionality needs to be supported in all oneM2M CSE nodes.

5. Called by

The CSFs in the local CSE or remote CSEs
6. Trigger Condition
A CSF sends an access control decision request to the Authorization component located in the SCE CSF.

7. Prerequisites / Starting state

· The Access Requester that wants to access a resource has been authenticated.
8. Input parameters
· The identifier of the Access Requester.
· The identifier or address of the resource.
· The operation that the Access Requester wants to perform on the resource.
· Other information related to the access request, for example an access token that carries some authorization policies.
9. Output parameters / final state
a. The evaluation result of applicable authorization policies;
b. The access request is either granted or denied.
10. External Interactions
(FFS)
11. Constraints
(FFS)
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