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Addition of a new text to section 5.3:
5.3.x
Key management and realisation
5.3.x.1
Description of oneM2M keys
The following keys are used for different levels of Authentication and Authorization within the Security CSF:

· M2M Long Term Key 
The M2M Long Term Key is present and used only in case that the mutual authentication between two CSEs relies on a pre-shared key. 
. The M2M Long Term Key shall be coupled with a unique CSE and CSE-ID identifier, and may be bootstrapped in the Security CSF of a CSE in various different ways, depending on the trust relationships between different stakeholders in the M2M ecosystem. One M2M Long Term Key exists for each set of provisioned CSE credentials. In IN-CSE, M2M Long Term Key shall be stored within MAF.
In scenarios where the M2M Service Provider and the Underlying Network Provider have a trust relationship (including the case that they are actually the same entity), underlying network credentials may be used as M2M Long Term Key.
· M2M Connection Key

. 
The M2M Connection Key is used as symmetric shared secret for setting up secure data sessions between CSEs..
· M2M Application Key 
There may be one M2M Application Key per AE. An M2M Application Key is shared between AE and respective CSE to protection application data traffic.
In Field Domain, all key material shall be stored within the secure storage service of the Security CSF.
5.3.x.2
M2M Long Term Key Provisioning
The following scenarios are supported by the oneM2M architecture:

1)
Pre-provisioning 

The M2M Long Term Key may be securely provisioned during manufacturing or deployment. The M2M Long Term Key should be securely stored inside the Security CSF of the M2M device or one of its components (e.g., in UICC independently from the Underlying Network Application). In these cases, the M2M Service Provider is responsible for ensuring that M2M Nodes are provided with necessary M2M Long Term Keys using mechanisms that are not specified in the present document.

2)
Underlying Network based Bootstrapping 

The Security CSF may leverage key material that is derived from Underlying Network credentials, and use that key material to provision the M2M Long Term Key in the Security CSF of a CSE. 

3)
Underlying Network independent Bootstrapping 

M2M Long Term Key may be provisioned in the Security CSF in an underlying-network independent procedure. This scenario is applicable when the Underlying Network Operator and the M2M Service Provider do not share a business relationship and/or do not wish to use Underlying Network Credentials for bootstrapping of Service Layer credentials. 

For options 1 and 3 there may be no need for Underlying Network Credentials, depending on the  network technology used.
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