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9.2.3
Non-access to Service-Layer Keys stored within HSM / server-HSM
	Related threats
	Threat 4: Discovery of Long-Term Service-Layer Keys stored in M2M Infrastructure 

	Countermeasure 3
	HSM / server-HSM do not reveal the value of the stored secret keys (other than public keys), even to a management system or to an authorised representative of the M2M System Operator, such as a System Administrator.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	See Countermeasure 1

	Disadvantages
	None.


9.2.19
Secure Communication Link
	Related threats
	Threat 9: Replay of M2M Service-Layer Messaging between Entities 
Threat 13: Eaves Dropping/Man in the Middle Attack

	Countermeasure 19
	Establish Secure Communications Link / security association between relevant entities / nodes using modern cryptographic algorithms.

	Applicable Security domain
	Application domain security, Inter Common Services domain security; Underlying Network security

	Advantages
	Resists the attacks

	Disadvantages
	Requires additional implementation effort.



9.2.20
Secure Coding Practices
	Related threats
	Threat 16: Buffer Overflow

	Countermeasure 20
	Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security

	Advantages
	Reduces or eliminates vulnerabilities in software before deployment. 

	Disadvantages
	None.



9.2.21
Prevent Injection of un-trusted Data
	Related threats
	Threat 17: Injection

	Countermeasure 21
	Preventing injection requires keeping un-trusted data separate from commands and queries.

If a parameterized API is not available, you should carefully escape special characters using the specific escape syntax for that interpreter.

	Applicable Security domain
	Application domain security; Inter Common Services domain security

	Advantages
	Reduces or eliminates vulnerabilities in software before deployment.

	Disadvantages
	None.



9.2.22
Security Controls
	Related threats
	Threat 18: Session Management and Broken Authentication 

	Countermeasure 22
	Put in place encryption and/or strong session management security controls.

Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services.

	Applicable Security domain
	Application domain security; Inter Common Services domain security

	Advantages
	Resists the attack and additionally reduces or eliminates vulnerabilities in software before deployment. 

	Disadvantages
	May add cost during the design phase.



9.2.23
Clean Application Architecture
	Related threats
	Threat 19: Security Misconfiguration

	Countermeasure 23
	Implement a strong application architecture that provides good separation and security between components.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security

	Advantages
	 Reduces or eliminates vulnerabilities in software before deployment.

	Disadvantages
	May add cost during the design phase. Difficult to evaluate strength of architecture.



9.2.24
Standard Algorithms
	Related threats
	Threat 20: Insecure Cryptographic Storage

	Countermeasure 24
	Ensure appropriate strong standard algorithms and strong keys are used, and key management is in place.

	Applicable Security domain
	Intra Common Services domain security; Inter Common Services domain security

	Advantages
	Resists the attack.  Reduces cost and effort as well as increases security by using standard algorithms.

	Disadvantages
	None.



9.2.25
Protection of Storage by Privileges
	Related threats
	Threat 21: Invalid Input Data

	Countermeasure 25
	Processes must be put in place to protect the storage. Therefore it is recommended that least-privileges are implemented so that service privileges are minimized as much as possible to reduce risk.

	Applicable Security domain
	Application domain security

	Advantages
	 Reduces or eliminates vulnerabilities in software before deployment.

	Disadvantages
	May add cost during the design phase.



9.2.26
Whitelist
	Related threats
	Threat 22: Cross Scripting

	Countermeasure 26
	Positive or “whitelist” input validation helps to protect against cross scriptiing. Such validation should decode any encoded input, and then validate the length, characters, and format on that data before accepting the input.

	Applicable Security domain
	Application domain security

	Advantages
	Straight forward implementation.

	Disadvantages
	Additional effort due to decoding and validation of input. Applications need to accept special characters.


Editor’s note: Approach depends on outcome of discussion on Access Control (ACL vs. RBAC). 
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