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==================<Start of Change 1 (New Text) >=================
x.y.9 Briefing 

x.y.9.1
Motivation for Briefing
The purpose of the <briefing> resource is to allow deploying off-the-shelf Field Domain Nodes without directly configuring the Field Domain Nodes.

For CSE/AE in Field Domain Nodes, it is not possible to preconfigure the CSE/AE with the Registrar CSE_ID of the Registrar with which the Field Domain CSE/AE should register. The <briefing> resource contains such details. An Field Domain CSE/AE to obtain the <briefing> resource from a “Briefing” Registrar whose identity is pre-configured to the Field Domain CSE, and who can authenticate with the Field Domain CSE/AE; the Field Domain CSE/AE  subsequently authenticates and registers with the Registrar identified in the <briefing> resource.
In an initial attachment, briefing would occur at step/phase 2 (see Clause x.y.1 “Generic Sequence of Events for Attachment Flows”). Note that the Briefing procedure requires authenticating to the “Briefing” Registrar, so the authentication and registration to the “Briefing” Registrar occurs in step/phase 2 of the Initial attachment for the Target Registrar.

The <briefing> resource and associated is specified in the oneM2M Architecture TS [TS-0001]. The following clauses show examples of how briefing procedures are incorporated with (a) PKI and Client Authentication, and  (b) PKI and Token Authentication.
x.y.9.2
Briefing with PKI  and Client Certificate Authentication
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Registree  Briefing Registrar 

1.b M2M Subscriber provides public 

key ID (or self-signed certificate) and 

CSE/AE context to Target M2M SP. 

Obtains M2M SP root certificate 

Steps 3-5. See Figure x.y.6-1 using PKI and Client Certificate PKI Authentication

1.a M2M Subscriber 

obtains public key ID (or 

self-signed certificate) 

,e.g. vai QR code

Target Registrar 

1.c M2M Subscriber provides 

Breifing M2M SP with Rar CSE 

ID and  M2M SP root certificate 

(D)TLS Handshake establishes session secrets

·

Authentication using server and client certs .

·

Server Cert includes Briefing Rar’s CSE ID

·

Client Cert includes Ree Public Key ID

Secured messages have confidentiality protection , 

integrity protection and replay protection

2.a Security Context Establishment w/ Briefing Rar

2.c.1 Briefing Request

(RETRIEVE <briefing> Resource)

0.a Ree is pre-configured w/ its Private Key, Public Key, 

Public Key ID, self-signed certificate, (opt) Certification 

Verification Server URI. Briefing Rar CSE_ID, Briefing M2M 

SP’s root cert.

0.b Briefing Rar issued a 

Certificate w/ chain to 

Briefing M2M SP’s root 

certificate

0.b Target Rar issued 

a Certificate w/ chain 

to Target M2M SP’s 

root certificate

2.c.2 Briefing Response 

(Target Rar CSE_ID, Target M2M SP root cert)

This 

security 

context is 

associated 

with Ree

This security 

context is 

associated 

with Briefing 

Rar

2.b.2 Registration Response

(Registree CSE_ID/AE_ID := Public Key ID)

2.b.1 Registration Request

(CREATE <remoteCse>/<application> resource)


x.y.9.3
Briefing with PKI and Token Authentication
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Steps 3-5. See Figure x.y.6-1 using PKI and Token Authentication

Target Registrar 

1.c M2M Subscriber provides Breifing M2M SP with 

Target Rar CSE ID, Target M2M SP root certificate 

and Target Identity Token 

(D)TLS Handshake establishes session secrets

·

Authentication using server and client certs.

·

Server Cert includes Briefing Rar’s CSE ID

·

Client is not authenticated by (D)TLS 

Handshake

Secured messages have confidentiality protection , 

integrity protection and replay protection

2.a Security Context Establishment w/ Briefing Rar

2.c.1 Briefing Request

(RETRIEVE <breifing> Resource)

0.a Ree SEC CSF is pre-configured w/ Briefing 

Identity Token, Briefing Rar CSE_ID, Briefing 

M2M SP’s root cert., (opt) Certification 

Verification Server URI. 

0.b Briefing Rar issued a Certificate w/ 

chain to Briefing M2M SP’s root 

certificate.

0.b Target Rar issued 

a Certificate w/ chain 

to Target M2M SP’s 

root certificate

2.c.2 Briefing Response 

(Rar CSE_ID, M2M SP root cert, Identity Token) 

for Target Regsitrar

1.b M2M Subscriber provides 

CSE/AE context to M2M SP. 

M2M SP provides a Target Rar 

CSE ID, Target M2M SP root 

certificate and Target Identity 

Token . If Identity Tokenis 

provided in a security context, 

then Rar associates that 

security context w/ this CSE/AE 

context 

1.a None for this flow 

2.b.2 Registration Response

CSE_ID/AE_ID := Briefing Identity Token

2.b.1 Registration Request

(CREATE <remoteCse>/<application> resource)

Includes Briefing Identity Token

This security context is 

associated with Ree
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0.b Target Rar issued a Certificate w/ chain to Target M2M SP’s root certificate


1.a M2M Subscriber obtains public key ID (or self-signed certificate) ,e.g. vai QR code


Briefing Registrar 


2.c.2 Briefing Response  (Target Rar CSE_ID, Target M2M SP root cert)
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0.b Target Rar issued a Certificate w/ chain to Target M2M SP’s root certificate


1.a None for this flow 



