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Changes in R02 (Note change bars only track the changes to R01)

· Updated call flows to align with agreement in WG2 ARC that Registree’s CSE_ID/AE_ID is known to Registree and Registrar before registration.

· Added in some generic flows (independent of the authentication mechanism) in  Clause x.y.9.2

· Added captions to the figures, and some introductory text in some clauses.

==================<Start of Change 1 (New Text) >=================
x.y.9 Briefing 

x.y.9.1
Motivation for Briefing
For a Registree (CSE/AE) in a Field Domain Node, it may not be possible to preconfigure (or manually reconfigure) Registree with the CSE_ID of the Registrar with which the Registree should register to obtain M2M Services. The <briefing> resource provides a mechanism for conveying such details. The details are provided to a Registrar whose identity is already known to the Registree, and with whom the Registree can perform mutual authentication (the means for providing such details is not described in these specifications). The Registree retrieves the <briefing> resource from this first Registrar, and subsequently authenticates and registers with the Registrar identified in the <briefing> resource. The <briefing> resource may also contain other parameters facilitating mutual authentication of the Registree with the Registrar identified in the <briefing> resource.
For the purposes of this discussion, the first Registrar is said to plays the role of a Briefing Registrar,  while the second Registrar (Identified in the <briefing> resource) plays the role of the Target Registrar.
There are two main scenarios motivating this feature:

· One purpose is remotely configuring a Registree in an (un-configured) off-the-shelf Field Domain Node to obtain M2M service from a target Registrar of the M2M Subscriber’s choosing. In this case, the Registree is pre-configured with a Briefing Registrar’s details, and the Registree will attach to Briefing Registrar for the express purpose of retrieving the <briefing> resource from the Briefing Registrar. The M2M Subscriber provides the details for the Target Registrar to the Briefing Registrar.  During start up, the Registree first attaches to the Briefing Registrar and retrieves the <briefing> resource. Then the CSE/AE authenticates and registers with the Target Registrar (identified in the <briefing> resource) using the information in the <briefing> resource.

The Briefing Registrar provides the “briefing” service to the M2M Subscriber associated with the Registree. There is no need for any arrangement between the Briefing Registrar and the target Registrar identified in the <briefing> resource.
Here are two examples of the off-the-shelf Field Domain Node scenario:

· Example A. A device manufacturer may provide a Briefing Registrar for the devices that it manufactures, or alternatively a third party could provide a Briefing Registrar on behalf of the device manufacturer. The manufacturer preconfigures the device with the Briefing Registrar’s CSE_ID and any authentication-mechanism-specific parameters needed for mutual authentication with the Briefing Registrar (e.g. root certificates). Device owners can provide the Briefing Registrar with the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Registree (CSE/AE) in the device are pre-configured to authenticate and register to the Briefing Registrar once the Registree is initiated. The Registree then retrieves (from the Briefing Registrar) the <briefing> resource containing the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Registree then authenticates and registers with the Target Registrar identified in the <briefing> resource.

· Example B:An Underlying Network Service Provider may provide a Briefing Registrar for the its Underlying Network Service Subscribers. The Underlying Network Service Provider ensures that their UICC/UIM are pre-configured with the Briefing Registrar’s CSE_ID and any authentication-mechanism-specific parameters needed for mutual authentication with the Briefing Registrar (e.g. root certificates). Device owners can provide the Briefing Registrar with the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Briefing Registrar CSE_ID is retrieved from the UICC/UIM during the device-start-up process.  The Registree (CSE/AE) in the device are pre-configured to authenticate and register to this Briefing Registrar once the Registree is initiated. The Registree then retrieves (from the Briefing Registrar) the <briefing> resource containing the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Registree then authenticates and registers with the Target Registrar identified in the <briefing> resource.
· Another purpose is allowing a first Registrar (to which the Registree is currently registered and obtaining M2M service) to provide the details of a second Registrar to which the Registree should authenticate and register for M2M Service. 

Here are two examples of this “redirecting” scenario:

· Example C: both Registrars may be operated by a single M2M Service Provider, and the M2M Service Provider wishes the Registree to migrate to a different Registrar for any number of reasons (e.g. the Registree may have moved location and Registree closer to the new location would be more appropriate). The Registree creates a subscription to the <briefing> resource after registration to the first Registrar. At a later time, the M2M SP determines that it wishes to migrate the Registree to another Registrar and (with permission of the M2M Service Subscriber) updates the <briefing> resource for the Registree (hosted on the first Registrar).. The Registree is notified that the <briefing> resource has been updated and the Registree retrieves the <briefing> resource to obtain the details for the second Registrar. The Registree then authenticates and registers to the second Registrar. 
· Example D: The two Registrars may be operated by distinct M2M Service Providers, and the M2M Service Subscriber wishes to migrate the Registree to the second Registrar (for example, if the M2M Service Subscriber’s contract with the first M2M Service Provider of the first Registrar is ending, and the M2M Service Subscriber is starting a contract with the M2M Service Provider of the second Registrar). As in the above example, Registree creates a subscription to the <briefing> resource after registration to the first Registrar. At a later time, the M2M Service Subscriber updates the <briefing> resource for the Registree (hosted on the first Registrar). The Registree is notified that the <briefing> resource has been updated and the Registree retrieves the <briefing> resource to obtain the details for the second Registrar. The Registree then authenticates and registers to the second Registrar.
In the first case (remotely configuring CSE/AE of an off-the-shelf Field Domain Node), the Attachment of the Registree to the Registrar providing the M2M Service typically involves Attachment of the Registree to the Briefing Server followed, retrieving the <briefing> resource, and Attachment of the Registree to the target Registrar providing the M2M Service. That is, the Registree performs two intertwined Attachments. In the first case, the Briefing procedure would typically only be used once to direct the Registree to the correct Registrar, and after that the Briefing procedure would not be invoked again. 
In an initial attachment, briefing would occur at step/phase 2 (see Clause x.y.1 “Generic Sequence of Events for Attachment Flows”). Note that the Briefing procedure requires authenticating to the “Briefing” Registrar, so the authentication and registration to the “Briefing” Registrar occurs in step/phase 2 of the Initial attachment for the Target Registrar.
The <briefing> resource and associated is specified in the oneM2M Architecture TS [TS-0001]. 
x.y.9.2
Generic Sequence of Events for Briefing

This clause describes the generic sequence of events for the two main scenarios using the <briefing> resource.

The figures use the following notation: 

· The text colours have the same meaning as described at the beginning of Clause x.y. 
· The steps of the attachment of the Registree to the Briefing Registrar have a prefix of “BR”, for example, step 3 of the attachment of the Registree to the Briefing Registrar is denoted “BR.3”. These steps are shown with a light yellow background. 
·  There are some additional steps and details specific to the briefing procedure (which are not in the previous Attachment Flows), and these clearly identified using “(Briefing-Specific Step)” and use brown text (except if the step is a business process, in which case green text is used as in other figures).
· The steps of the attachment of the Registree to the Target Registrar have a prefix of “TR”, for example, step 3 of the attachment of the Registree to the Target Registrar is denoted “TR.3”. These steps are shown with a light blue background. 

· Some steps in the sequence of events are common to both the attachment of the Registree to the Briefing Registrar and attachment of the Registree to the Target Registrar. Such steps have a prefix of “BR+TR”, and are shown with a white background.
x.y.9.2.1
Generic Briefing for off-the-shelf Field Domain Nodes
· 
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Briefing Registrar  Target Registrar 

(Briefing Specific Step) TR.1.b. M2M Subscriber 

identifies the Ree to the Briefing Rar and 

provides the Target Rar Attachment Details to 

be placed in the <briefing> resource.

TR.1.a.M2M Subscriber Enrolls the 

Registree with the Target Rar, 

exchanging the appropriate 

information for mutually 

authenticating the Ree to Target Rar.

BR+TR.0.a. Ree is pre-configured w/ 

credentials and identifiers. At a 

minimum, these include the  Briefing Rar 

details (for mutual authenticating w/ 

Briefing Rar)

BR.0.b. Briefing Rar is pre-

configured w/ credentials and 

identifiers need for mutual 

authenticating w/ Ree.

TR.0.b. Target Rar may be  

pre-configured w/ credentials 

for authenticating itself to 

anyone (e.g. a certificate)

BR.3-5. Ree and Briefing Rar perform mutual authentication to 

establish a Security Context. Ree registers to Briefing Rar 

(Briefing Specific Step)Ree retrieves its <briefing> resource

Ree now has the information needed for mutually authenticating Ree w/ the Target Rar

TR.3-5. Ree and Target Rar perform mutual authentication to establish a Security Context (using 

details in <briefing> resource). Ree Registers with Target Rar 

TR.2. Using Briefing Procedure for obtaining Target Rar details

BR.2. Since the Ree is already provided with Briefing 

Rar  details, there is no need for this information to 

be configured in a step BR.2


Figure x.y.9.2.1-1 Initial authentication and initial registration using the briefing procedure to provide the Target Registrar details to a Registree in an off-the-shelf Field Domain Node. This figure uses the notation described at the beginning of Clause x.y.9.2.
x.y.9.2.2
Generic Briefing for Redirecting to another Registrar


[image: image2.emf]Registree 

Briefing Registrar  Target Registrar 

(Briefing Specific Step) TR.1.b M2M Subscriber 

provides the Target Rar Attachment Details to 

be placed in the <briefing> resource.

TR.1.aM2M Subscriber Enrolls the 

Registree with the Target Rar, 

exchanging the appropriate 

information for mutually 

authenticating the Ree to Target Rar.

BR.0-5. The Ree and Briefing Rar are mutually authenticated , and the Ree is 

registered w/ the Briefing Rar. The Briefing Rar is providing M2M Services to 

the Ree. Ree is subscribed to the <briefing> resource.

TR.0.b. Target Rar may be  

pre-configured w/ credentials 

for authenticating itself to 

anyone (e.g. a certificate)

(Briefing Specific Step)Ree retrieves its <briefing> resource

Ree now has the information needed for mutually authenticating Ree w/ the Target Rar

TR.3-5. Ree and Target Rar perform mutual authentication to establish a Security Context (using 

details in <briefing> resource). Ree Registers with Target Rar 

TR.2 Using Briefing Procedure for obtaining Target Rar details

(Briefing Specific Step)Ree is notified that its <briefing> resource has changed


Figure x.y.9.2.2-1 Initial authentication and initial registration to a Target Registrar, where the Registree is currently obtaining M2M service from the Briefing Registrar and the briefing procedure is used to redirect the Registree to obtain M2M Service from the Target Registrar. This figure uses the notation described at the beginning of Clause x.y.9.2.
x.y.9.3
Briefing Examples
The attachment to the Briefing Registrar and the attachment to the Target Registrar are not required to use the same authentication mechanism, even though  this is the case in both examples.     
x.y.9.3.1
Example: Briefing with PKI  and Client Certificate Authentication


In this example, 

· the Registree and Briefing Registrar perform Initial Attachment with mutual authentication using the PKI and Client Certificate authentication mechanism, and 
· the Registree and Target Registrar perform Initial Attachment with mutual authentication using the PKI and Client Certificate authentication mechanism. 
Figure x.y.9.3.1-1 shows the sequence of events for this case. 
· 
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BR+TR.1.a.1 M2M Subscriber obtains 

Ree’s Public Key Hash (e.g. in QR code): 

Target Registrar 

BR.1.b (Briefing Specific Step)M2M Subscriber provides 

Briefing Rar Subscriber Interface URIwith Ree’s Public Key 

Hash& Target Rar Attachment Details to be placed in the 

<briefing> resource: Target Rar CSE_ID, Ree’s CSE_ID/

AE_ID to be used w/ the Target Rar, Target Rar Root Cert

·

Authentication using server and client certs .

·

Briefing Rar’s  Cert includes Briefing Rar’s CSE ID

·

Ree’s Cert includes Ree Public Key Hash

BR.4 Security Context Establishment w/ Briefing Rar:

(D)TLS Handshake

(Briefing Specific Step) Briefing Request

(RETRIEVE <briefing> Resource)

BR.0.b.1 BRiefing Rar is issued 

Briefing Rar Certificate (including 

Briefing Rar’s CSE_ID)w/ chain to

Briefing Rar Root Cert

(Briefing Specific Step) Briefing Response 

(Target details from Step BR.1.b)

This security context is 

associated withand Ree 

CSE_ID/AE_IDto use with 

Briefing Rar (via  Ree’s Public 

Key Hash in Ree’s Cert)

BR.5.c Registration Response

BR.5.a Registration Request

See default text about shaded area

This security 

context is 

associated 

with Briefing 

Rar CSE_ID  

(via  Rar’s 

Cert)

TR.1.bM2M Subscriber Enrolls the 

Registree with the Target Rar, 

providing Ree’s Public Key Hash to 

Target Rar as an identifier for the 

Ree. Target Rar provides Target Rar 

CSE_ID, Ree’s CSE_ID/AE_ID to be 

used w/ the Target Rar, and Target 

Registrar Root Cert. Sessions 

secured using a certificate for which 

the certificate’s public key hash 

matches the Ree’s Public Key Hash –

these sessions are associated w/ the 

assigned Ree’s CSE_ID/AE_ID

BR.0.b.2Ree is pre-configuredw/ Briefing 

Rar CSE_ID, Ree CSE_ID/AE_IDto use 

with Briefing Rar,&Briefing Rar Root 

Cert. Since the Ree is already provided 

with these details, there is no need for this 

information to be configured in a step 

BR.2

BR+TR.0.a.1Ree is pre-configured w/ Ree 

Private Key,  Ree Certificate, (opt) Ree 

Certificate Chain, (opt) Certification 

Verification Server URI

BR.0.a.2  Briefing Rar is provided w/ 

Ree’s Public Key Hash. Briefing Rar 

assigns Ree CSE_ID/AE_IDto use 

with Briefing Rar. The Ree is now 

pre-enrolled w/ the Briefing Rar, so 

there is no need for Subscriber to 

enroll the Ree w/ the Rar in step 

BR.1

BR.1.a.2M2M Subscriber obtains Briefing 

Rar Subscriber Interface URI (e.g. in QR 

code) 

BR.0.c.2 (Briefing Specific Step) Ree is 

pre-configuredw/Briefing Rar Subscriber 

Interface URI. The M2M Subscriber shall 

use this to provide Target Registrar 

details to the Briefing Rar.

BR.2 Since the Ree is already provided with Briefing Rar  details , 

there is no need for this information to be configured in a step BR .2

BR.3. External Interactions: None in this scenario

Interactions between Ree and Briefing Rar are now complete

TR.5 Registration 

This security context is 

associated w/ Target 

Rar CSE ID (via Target 

Rar’s Cert)

·

Ree and Target Rar authenticated using certs.

·

Target Rar’s Cert includes Target Rar’s CSE ID, chains to Target Rar Root Cert

·

Ree’s Cert includes Ree Public Key Hash, w/ (opt) certificate chain

TR. 4. Security Context Establishment: (D)TLS Handshake

This security context  is associated with Ree’s 

assigned CSE_ID/AE_ID via Ree Public Key 

Hash in Ree’s Cert. Ree Certificate chain may 

provide addition information about Ree  (e.g. 

manufacturer, conformance)

See default text about 

shaded areas

Ree now has Target Rar CSE_ID, Ree’s CSE_ID/AE_ID to be used w/ the Target Rar,Target Rar Root Cert

TR.3. External Interactions:None for this scenario

TR.0.b Target Rar issued 

Target Rar Certificate 

(including Target Rar’s 

CSE_ID) w/ chain to 

Target Rar Root Cert

TR.2.  Ree obtains Target Rar Details via “Briefing Procedure

(Briefing Specific Step) 

<briefing> Resource created 

containing Target details from 

Step BR.1.b


Figure x.y.9.3.1-1 Initial authentication and initial registration using the briefing procedure to provide the Target Registrar details to the Registree. In this example, the Registree and Briefing Registrar perform mutual authentication using the PKI and Client Certificate authentication mechanism, and the Registree and Target Registrar perform mutual authentication using the PKI and Client Certificate authentication mechanism. This figure uses the notation described at the beginning of Clause x.y.9.2.
x.y.9.3.2
Example: Briefing with PKI and Token Authentication



In this example, 

· the Registree and Briefing Registrar perform Initial Attachment with mutual authentication using the PKI and Token authentication mechanism, and 
· the Registree and Target Registrar perform Initial Attachment with mutual authentication using the PKI and Token authentication mechanism. 
Figure x.y.9.3.2-1 shows the sequence of events for this case. 
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BR.a.1. M2M Subscriber obtains Ree’s CSE_ID/

AE_IDto be used w/ Briefing Rar(e.g. in QR code): 

Target Registrar 

BR.1.b. (Briefing Specific Step)M2M Subscriber provides 

Briefing Rar Subscriber Interface URIidentifying the Ree 

using Ree’s CSE_ID/AE_IDto be used w/ Briefing Rar& 

Target Rar Attachment Details to be placed in the 

<briefing> resource: Target Rar CSE_ID, Ree’s CSE_ID/

AE_ID to be used w/ Target Rar, Target Registrar Root 

Cert,and  Target Identity Token

·

Authentication using server certificate only.

·

Server Cert includes Briefing Rar’s CSE ID

·

Ree is not authenticated by (D)TLS Handshake

BR.4. Security Context Establishment w/ Briefing Rar:

(D)TLS Handshake

(Briefing Specific Step) Briefing Request

(RETRIEVE <briefing> Resource)

BR.0.b.1. Briefing Rar issued Briefing Rar 

Certificate (including Breifing Rar’s 

CSE_ID)w/ chain toBriefing Rar Root 

Cert

TR.0.b.Target Rar 

issued Target Rar 

Certificate (including 

Target Rar’s CSE_ID) w/ 

chain to Target Rar 

Root Cert

(Briefing Specific Step) Briefing Response 

(Target details from Step BR.1.b)

BR.5.c. Registration Response

BR.5.a. Registration Request

Includes Briefing Identity Token

See default text about shaded area

This security 

context is 

associated 

with Briefing 

Rar CSE_ID 

(via Briefing 

Rar Cert)

TR.1.b.M2M Subscriber Enrolls the 

Registree with the Target Registrar –

but does not identify the Ree.  Target 

Rar provides Target Rar CSE_ID,

Ree’s CSE_ID/AE_ID to be used w/ 

Target Rar, Target Registrar Root 

Cert,and  Target Identity Token. if 

Target Identity Tokenis provided in a 

security context, then Target Rar 

associates that security context  w/ 

the assigned Ree’s CSE_ID/AE_ID

BR.5.b.2(Briefing Specific Step) 

<briefing> Resource created containing 

Target details from Step BR.1.b

BR.0.b.2.Ree is pre-configuredw/ 

Briefing Rar CSE_ID,Briefing Rar Root 

Cert, Ree’s CSE_ID/AE_IDto be used w/ 

Briefing Rar, and Ree’s  Briefing Identity 

Token. Since the Ree is already provided 

with these details, there is no need for this 

information to be configured in a step 

BR.2

BR+TR.0.a.1.Ree is pre-configured w/ 

(opt) Certification Verification Server URI

BR.0.b.2.  Briefing Rar assigns a Ree’s 

CSE_ID/AE_IDto be used with Briefing 

Rar, and Ree’s  Briefing Identity Token.  

The Ree is now pre-enrolled w/ the 

Briefing Rar, so there is no need for 

Subscriber to enroll the Ree w/ the Rar in 

step BR.1

BR.1.a.2.M2M Subscriber obtains Briefing Rar 

Subscriber Interface URI (e.g. in QR code) 

BR.0.c.2. (Briefing Specific Step) Ree is 

pre-configuredw/Briefing Rar Subscriber 

Interface URI. The M2M Subscriber shall 

use this to provide Target Registrar 

details to the Briefing Rar.

BR.2. Since the Ree is already provided with Briefing Rar  details , 

there is no need for this information to be configured in a step BR .2

BR.3. External Interactions: None in this scenario

Interactions between Ree and Briefing Rar are now complete

·

Authentication using Server Certs only.

·

Target Rar’s Cert includes Target Rar’s CSE ID, chains to Target Rar Root Cert

·

Ree’s not authenticated in (D)TLS Handshake 

TR. 4. Security Context Establishment: (D)TLS Handshake

This security context  is associated 

with Ree’s CSE_ID/AE_ID to be 

used w/ Target Rar (via Target 

Identity Token)

See default text about shaded areas

Ree now has Target Rar CSE_ID, Ree’s CSE_ID/AE_ID to be used w/ Target Rar, Target Registrar Root 

Cert,and  Target Identity Token

TR.3. External Interactions:None for this scenario

This security context is associated 

with Ree’s CSE_ID/AE_IDto be used 

w/ Briefing Rar (via Briefing Identity 

Token)

BR.5.c. Registration Response

BR.5.a. Registration Request

Includes Target Identity Token

TR.2.  Ree obtains Target Rar Details via “Briefing Procedure

This security context is 

associated w/ Target 

Rar CSE ID (via Target 

Rar Cert)


Figure x.y.9.3.2-1 Initial authentication and initial registration using the briefing procedure to provide the Target Registrar details to the Registree. In this example, the Registree and Briefing Registrar perform mutual authentication using the PKI and Token authentication mechanism, and the Registree and Target Registrar perform mutual authentication using the PKI and Token authentication mechanism. This figure uses the notation described at the beginning of Clause x.y.9.2.
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(Briefing Specific Step) Ree is notified that its <briefing> resource has changed
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BR.3-5. Ree and Briefing Rar perform mutual authentication to establish a Security Context. Ree registers to Briefing Rar 
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TR.0.b Target Rar issued Target Rar Certificate (including Target Rar’s CSE_ID) w/ chain to Target Rar Root Cert
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0.c See Step 0.b Fig x.y.6-1.


1.a M2M Subscriber obtains (e.g. in QR code):
Ree’s public key ID or self-signed certificate
Briefing Rar Subscriber Interface URI


Briefing Registrar 


2.c.2 Briefing Response  (Target Rar CSE_ID, Target Rar Root Cert)
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TR.0.b. Target Rar issued Target Rar Certificate (including Target Rar’s CSE_ID) w/ chain to Target Rar Root Cert


BR.a.1. M2M Subscriber obtains Ree’s CSE_ID/AE_ID to be used w/ Briefing Rar (e.g. in QR code): 


Briefing Registrar 


(Briefing Specific Step) Briefing Response (Target details from Step BR.1.b)
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0.b Target Rar issued a Certificate w/ chain to Target Rar Root Cert 


1.a M2M Subscriber obtains (e.g. in QR code):
Ree’s Briefing Setup  Token
Briefing Rar Subscriber Interface URI


Briefing Registrar 


2.c.2 Briefing Response  (Target Rar CSE_ID, Target Rar Root Cert, Identity Token)



