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OneM2M key management requires the presence of two specific security functionalities within the Service Domain: the M2M Authentication Server (MAS) and the M2M Trust Function (MTF).

This contribution proposes below a description of those two functionalities within new sub-clause of SEC TS-003. A description should also be available in ARC TS-001.
6.3.x
 Sensitive Data Handling
x.x.1 Specific servers in Service Domain
OneM2M key management requires the presence of two specific security functionalities within the Service Domain: the M2M Authentication Server (MAS) and the M2M Trust Function (MTF).
· M2M  Trust Function (MTF)

The M2M Trust Function (MTF) is functionality available within an appropriate server of the Service Domain; it could be located either outside an IN or inside an IN-CSE. 

The MTF aims at facilitating security procedures involving CSE or AE of Nodes. The interface used by the MTF to communicate with other entities is out of scope of oneM2M. 

In case of M2M Security Remote Provisioning procedure, the MTF provides the M2M Root Key both to the SEC CSF of IN-CSE (to the MAS) and the SEC CSF of ASN/MN-CSE. In case that the MTF is outside an IN, it could communicate with the MAS of different IN-CSEs. 

· M2M Authentication Server (MAS)

M2M Root Keys are long term secret keys that shall be securely stored. In IN-CSE, the M2M Root Keys are securely stored in a specific functionality named M2M Authentication Server (MAS).

The MAS securely contains the set of M2M Root keys that are used for authenticating CSEs/AEs that have been enrolled with this particular IN-CSE. The MAS stores both the M2M Root keys and associated ASN/MN-CSE IDs and App-IDs. The MAS is identified thanks to its MAS-ID. The M2M Authentication Server (MAS) is either a functionality hosted in SEC CSF of an IN-CSE or a functionality delegated to the MTF.
When M2M Security Remote Provisioning procedure takes place to share a M2M Root Key between an ASN/MNCSE and the IN-CSE, the M2M Trust Function (MTF) communicates with the MAS of the IN-CSE through an appropriate interface (e.g DIAMETER for the case where MAS is an AAA Server), or is hosted in the MAS. 

The MAS is also in charge of all security operations involving the usage of the M2M Root Key of the IN-CSE. Consequently, the MAS derives from the M2M Root Key the M2M Security Association Key to be used in M2M Security Association Establishment procedure. 

© 2013 oneM2M Partners
                                                                                                     Page 1 (of 2)



[image: image1.png]