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	This contribution proposes a description of two specific functionalities required for oneM2M security. 

R01 distinguishes an additional M2M security function related to authorization aspects. 
R02 clarifies that the MAF resides within the Infrastructure Domain.

R03 clarifies that the functionalities described are Trust Enabler security functions.
R04 contains editorial changes.
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OneM2M Trust Enabling Architecture requires the presence of three security functionalities within the Infrastructure Domain: the M2M Authentication Function (MAF), the M2M Enrolment Function (MEF), and the M2M Authorization Function (MZF).

This contribution proposes below a description of those three functionalities within new sub-clause of SEC TS-0003. A description should also be available in ARC TS-0001.

x.x.1 Trust Enabler security functions 
OneM2M Trust Enabling Architecture requires the presence of three security functionalities within the Infrastructure Domain: the M2M Authentication Function (MAF), the M2M Enrolment Function (MEF) and the M2M Authorization Function (MZF). They can be either under M2M Service Provider control or delegated to a M2M Trust Enabler.
· M2M  Enrolment Function (MEF)

The MEF aims at enabling security procedures involving CSE or AE of Nodes. In case of M2M Security Remote Provisioning procedure, the MEF provides the M2M Long Term Key both to the MAF and the SEC CSF of ASN/MN-CSE. 
· M2M Authentication Function (MAF)

M2M Long Term Keys used to authenticate M2M Nodes are secret keys that shall be securely stored.M2M Long Term Keys are securely stored in a specific infrastructure functionality named M2M Authentication Function (MAF). 
The MAF securely contains the set of M2M Long Term Keys that are used for authenticating CSEs/AEs that have been enrolled for M2M services. The MAF stores both the M2M Long Term Keys and associated identifiers. The MAF is identified thanks to its MAF-ID. 
When M2M Security Remote Provisioning procedure takes place to share a M2M Long Term Key between an ASN/MN CSE and the M2M Authentication Function, the M2M Enrolment Function (MEF) communicates with the MAF through an appropriate interface, if not co-located.
The MAF is also in charge of all security operations involving the usage of the M2M Long Term Keys. 
· M2M Authorization Function (MZF)

The MZF is in charge of authorization aspects. 
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