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	Abstract:*
	This contribution (Update of SEC-2014-0016) proposes a description of the bootstrapping procedure of a non pre-provisioned device with an M2M Service Provider.
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This contribution proposes a high-level (generic) description of the procedure for the service bootstrapping (remote provisioning) of a subscription with a target M2M Service Provider, on an M2M node in the field domain (useful e.g. for devices that can be acquired off-the-shelf). This procedure is only needed for M2M Nodes not initially pre-provisioned with subscription credentials shared with the infrastructure of a target M2M Service Provider.
An M2M Node may or may not have been provisioned with M2M Applications when provisioned for M2M services. Whether applications have been instantiated on the device before or after the device is provisioned for M2M Services, an Application Instantiation procedure needs to be executed with the M2M Service Provider after their hosting device has been provisioned for M2M Services, for the applications to use the services of the selected M2M SP (see corresponding contribution on Application Enrolment/Instantiation).
x.x
M2M Service Provisioning for M2M Nodes

 Depending on deployment scenarios, M2M Nodes may be initially pre-provisioned to use the M2M Services of a specific M2M SP, by personalization e.g. during manufacturing, at point of sale, or in the distribution phase; or they may be acquired on the shelves with no initial link to an M2M SP, and will become part of an M2M System only when provisioned with an M2M service subscription. In any case the provisioning may be performed either locally or remotely. To enable M2M Nodes deployed on the field to be remotely provisioned for M2M Service in an interoperable way, the M2M Service Bootstrapping procedure described below may be supported. When supported, this procedure shall be implemented as specified in [TS-0003].
x.x. 1
M2M Service provisioning
[TBD]

x.x. 2
M2M Service Bootstrapping Procedure

1. Name: 

M2M Service Bootstrapping procedure (which includes Security Bootstrapping) 
2. Short Description:
 This procedure is used to provision a specific security credential, such as a long-term service key valid for the lifetime of an M2M Service Subscription and a CSE identifier, that are shared between the device and the M2M Service infrastructure. 
The long-term credential associated with an M2M subscription may typically be an M2M Service specific key intended to remain protected in the long term, used to derive (within a secure environment) the shorter-term secrets used to provide actual M2M security services, such as Security context establishment. 
3. Residing On

M2M node not yet provisioned for use with a chosen M2M SP. This procedure follows human actions such as associating the M2M Node with an M2M Service Subscription contracted with a chosen M2M SP (device enrolment). This may be done by establishing a secure out-of-band communication session between the M2M device and the M2M service Provider, which may involve an M2M Trusted Function (MTF) for enrolment in the M2M System. 

M2M Security provisioning relies on initial credentials provided e.g. by the device manufacturer (e.g. a serial number and an associated secret).
4. Scope (Multiplicity)

When a M2M Node is intended to use the M2M services from an M2M Service Provider, unless it was initially pre-provisioned for such service, it shall execute the M2M service bootstrapping procedure once, in order to instantiate a CSE associated with that M2M SP. Once the procedure has been executed, the initially unprovisioned device becomes an M2M node associated with an M2M Service Subscription with the target M2M SP, so no further execution of the procedure will be needed unless the M2M service subscription expires or is intended to be modified (e.g. change to a different M2M SP). 
The M2M Infrastructure shall support an M2M Authentication function (MAS) that enables an M2M service provider to identify entities accessing the services with respect to a contracted M2M Service Subscriptions: This function is accessed through the M2M Infrastructure and only one instance of it needs to be available for each M2M Service Provider. The handling of associated credentials may be delegated to an M2M Trust Enabler.
5. Called by

The M2M service subscriber that contracts an M2M Service Subscription for use by the M2M node (Before M2M Service Provisioning, there is no notion of AE or CSE on a device). 
6. Trigger Condition
An M2M Service Subscriber wish to use the services associated with a M2M Service subscription with a target M2M SP.
7. Prerequisites / Starting state

· The M2M Node has not been pre-provisioned with credentials for the target M2M SP. However, a pre-provisioned credential (e.g.an ID and secret provided e.g. by the device manufacturer) is needed to perform the bootstrapping procedure. 
(Note: This may be provided by e.g.
·  in the case of GBA bootstrapping, relying on a Network Operator
· USIM/CSIM/ISIM credentials shared with a HSS/HLR/AAA. 
· in the case of PKI bootstrapping, relying on a trusted party (MAF)
· a root CA certificate (for authenticating the M2M Authentication Function) and

· a private key and associated client certificate (by which the ASN/MN authenticates itself to the M2M Authenticaion Function).
· Preferred method of bootstrapping may depend on initial M23M Node configuration or be negotiated with the infrastructure. It is assumed that the M2M Node may already have been bootstrapped for Communication Services with a network operator prior to the M2M Service Bootstrapping procedure.
· Once Bootstrapping has been performed, the MTF is able to provision the MAF used by the M2M Service Provider to associate the M2M Node with a valid M2M service subscription and authenticate it.

(Note:

· In the case of GBA, an agreement enables the MEF of the M2M SP to retrieve the NAF key from the BSF involved in the GBA procedure.

· In the case of PKI, the device client certificate has a certificate chain to a root CA certificate trusted by the MAF, and the MAF has a certificate chain to a root CA certificate trusted by the ASN/MN.)
8. Input parameters
· An initial identifier already provisioned in the M2M Node (e.g. manufacturerID) and associated secret (see first bullet in “Prerequisites / Starting state” above).
· Identifier for the MAF (MAF-ID.
9. Output parameters / final state
The following parameters are established with the assistance of the MTF.

a. A Node ID (which may correspond to the initially used credential) associated to the physical device by the M2M Service Provider: This enables the M2M SP to use an abstract representation of the device as an ASN/MN supporting a CSE in its infrastructure.
b. An M2M Long Term Secret Key (M2M Root Key) is now provisioned in a secure environment of the device CSE for the target M2M service provider.
(Note:
· In case of GBA, this is a NAF-specific key.

· In case of PKI, this key is delivered securely (e.g. TLS + HTTP) by the MEF to the ASN/MN.)
c. The lifetime of the above key shall be indicated (e.g. equal to the contracted duration of the M2M Service Subscription)
d. Other ID may be provisioned by the M2M SP as part of bootstrapping, e.g. a CSE ID for the ASN/MN. The CSE ID of the IN may also be provided to the ASN/MN, as well as a MAF-ID.  
e. Note that activation of the CSE on a M2M Node implies it has been provisioned for a subscription (enabling assignment of a CSE-ID). It is assumed that when an application is instantiated into an AE, the assignment of the App-Inst-ID will be done  upon first attempt from the AE to access M2M services. 


10. External Interactions
An MEF in the M2M Service infrastructure is involved in the initial bootstrapping step with the M2M device. Once successful, the MAF used to authenticate ASNs/MNs with theM2M Service Provider shall be provisioned by the MEF. 
11. Constraints
The Long Term service key associated with the M2M Service subscription must be adequately protected in the MAF and on the device side. The M2M Long Term Service Key is intended to remain protected in a secure environment, and only used to derive the shorter term credentials used to provide specific security services (which may be exposed outside of the secure environment).
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