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	This contribution proposes a description of the procedure to associate an AE with an M2M Service Subscription previously provisioned on its hosting ASN/MN, i.e. the subscription associated to its hosting CSE. 
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	Decision requested or recommendation:*
	WG4 member should discuss on this topic, and determines final forms to be included as part of Security TS-0003. One solution could be to include high level template based description of the procedures in an annex, pending completion of the technical details in the core document.
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This contribution proposes a high-level (generic) description of the procedure for associating an AE with an M2M Service Subscription provisioned on an ASN/MN CSE. This procedure assumes that the supporting node was previously provisioned (e.g. by Security Bootstrapping) with the chosen M2M Service provider.
x.x
Procedures in Security CSF 
x.x. 1
AE Subscription Association
1. Name: 

AE Subscription Association
2. Short Description:

An M2M Subscription is initially associated to the device (hardware) on which it is provisioned. M2M applications loaded on that device then need to be authorized to use the services of the M2M SP. Considering that each AE, identified by an App-Inst-ID, is an instantiation of an application code (identified by an App-ID) on a supporting hardware which is already authenticated, only this application code requires further authentication. This could be done using a token embedded in the code by a trusted entity, e.g. when an application developer submits the code for distribution.
3. Residing On

Application hosting CSE 
4. Scope (Multiplicity)

The procedure is performed once for each AE association with a CSE. 

5. Called by

The procedure is initiated by the local CSE the first time an AE wish to use the services associated with its M2M Service subscription. 
6. Trigger Condition
The procedure may be triggered automatically after an application is instantiated and the supporting node is provisioned for service, whichever comes last.
7. Prerequisites / Starting state

The AE is an instantiation of an Application code assumed to have been previously validated for using M2M Services APIs. Such validation could be recognized e.g. using a token (containing at least the Application code identifier and an associated secret key) embedded in the code. 

The M2M Service Infrastructure shall provide an M2M Authentication Server functionality (MAS) which associates nodes/CSEs and applications/AEs to valid subscriptions with an M2M Service Provider. The management of the credentials used for authentication may be handled by an M2M Trust Function (MTF).
8. Input parameters
The App-ID corresponding to the code instantiated into the AE with the secret embedded in the code (e.g. via a token which was granted for application code distribution).
The CSE-ID and associated secret (M2M Root Key).

9. Output Parameters / final state

Based on the AE Application Instance Identifier App-Inst-ID and the secret keys of both the Application code (token) and the CSE (M2M Root Key), an application key associated with the AE instance is derived. This key can be used later to secure the connections involving that AE. On the infrastructure side this application key can be managed by an M2M Trust Function (MTF) on behalf of the MAS. 
The lifetime of the application key shall also be specified (less than the lifetime of the secrets involved in its derivation).

10. External Interactions
Through an IN-CSE, the local CSE needs to:

· authenticate the application code by verifying the associated token
· communicate with the MAS to add the AE as an entity authorized to use the subscription of that CSE.
11. Constraints
(FFS)
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