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	Decision requested or recommendation:*
	WG4 member should discuss on this topic, and determine final form to be included as part of Security TS-0003. One solution could be to include high level template based description of the procedures in an annex, pending completion of the technical details in the core document.
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This contribution proposes a high-level (generic) description of the procedure to establish a security association between 2 M2M entities that need to communicate securely (AEs and/or CSEs). It assumes that nodes supporting AEs have been previously provisioned with an M2M SP (e.g. by security bootstrapping, resulting in the validation of the local CSE), and that the AE instantiation resulted in the derivation of an application key. 
x.x
Procedures in Security CSF 
x.x. 1
M2M Secure connection establishment
1. Name: 

M2M Security Association Establishment
2. Short Description:

In order to secure the access and communication between M2M entities (AEs and CSEs), the entities need to establish a dedicated shared secret. 
3. Residing On

 Any CSE 
4. Scope (Multiplicity)

The Security Association Establishment functionality needs to be supported on all M2M nodes.

The M2M Service Infrastructure of M2M Service Providers shall provide an M2M Authentication Function (MAF) to assess the identity of entities accessing the M2M service layer and relate them to M2M subscriptions. 
5. Called by

AE or CSE
6. Trigger Condition
An AE or CSE wish to communicate securely with another AE or CSE (connections involving AEs are handled by local CSEs similarly to direct CSE connections, except that the M2M Application key of the AE is used as a local secret in place of the M2M Long Term Service key of the CSE).
7. Prerequisites / Starting state

· ASN/MN CSEs have been provisioned with a CSE ID and M2M Long Term Service Key managed by a trusted entity. 
· Upon AE application instantiation on a CSE, an application key associated with the AE Instance has been derived.
8. Input parameters
· The identifiers of the entities at both end of the connection, and their associated secret (CSE-ID + M2M Long Term Service  Key for CSE, App-Inst-ID + Application key for AE)
9. Output parameters / final state
a. A unique identifier assigned to the Security Association just established.
b. The Security Association Key (short term key derived from the protected long term keys) used for the resulting security association.
c. The lifetime of the resulting security association (generally limited according to use case)
d. The security methods and parameters used by the resulting security association  
10. External Interactions
The MAF of the involved M2M Service providers are involved, with possible delegation to an M2M Trust Enabler, to derive the Security Association Key. 
11. Constraints
(FFS)
© 2013 oneM2M Partners
                                                                                                     Page 3 (of 3)



[image: image1.png]