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1. Introduction

This contribution proposes a new section in the TS-0001 to introduce the Trust Enabling Architecture and Security Procedures.
2. Proposal


-------------------------------------------Start -------------------------------------------------

X. Trust Enabling Architecture
The Trust Enabling Architecture serves the purpose of establishing security and trust between all parties involved in the M2M ecosystem. It relies on M2M Trust Functions providing one or more of the following:
· M2M Enrolment functions, which manage the enrolment of devices and applications for access to M2M Services provided by an M2M Service Provider.

· M2M Authorization functions, which handle authorization requests from enrolled devices/applications to access resources provided by other parties.
The above functionalities are assumed to be operated by trusted parties (generally M2M Service Providers but possibly trusted third parties). 

Y. Enrolling Devices and applications for oneM2M services

Though M2M nodes and applications are assumed to communicate without human involvement, humans remain responsible for deciding and authorizing their M2M devices and applications to use M2M services. This may be done in a variety of ways which are not specified by oneM2M as long as they do not impact the interoperability of devices and applications.
In particular, human acquiring M2M devices need to subscribe a contract with an M2M Service provider under which they enrol their M2M devices (e.g. using identifiers pre-provisioned on the devices, such as Node-ID). This in turn requires an M2M Service provisioning step (including Security provisioning) that takes place on the target M2M devices themselves, for which interoperable procedures are specified by oneM2M. 
Similarly, M2M applications developers may need to register their application code for accessing the M2M service APIs. This role could be delegated to M2M developers community, an M2M application store or any trusted party. The application code can then embed security credentials used to authorize specific operations to instantiated applications.
The above steps can involve re-routing to an M2M trust enabler, when this role is not assumed by the M2M Service Provider.

Z. M2M Security Procedures


Z.1 M2M Device Enrolment: Provisioning devices for M2M Services

M2M service provisioning is the process by which M2M nodes are loaded with the specific information needed to seamlessly access the M2M Services offered by an M2M Service Provider. This is an initial step performed only when a device (node) is enroled for using the M2M services of an M2M SP. Though this process can sometimes be performed during device manufacturing, there is a need to enable this process to take place during field deployment in an interoperable way. M2M service provisioning assumes the existence of an M2M service subscription contracted with the target M2M Service Provider for the target M2M node. Remote provisioning scenarios require the M2M node to be mutually authenticated using pre-existing credentials (e.g. Node-ID and associated secret) with an M2M enrolment function, to establish a secure communication to exchange the provisioning information. The M2M Service Provisioning takes place between an M2M node (without provisioned CSE) and an M2M Service Provider via an M2M enrolment function.
The first step of M2M service provisionining is the security provisioning procedure, by which service provider specific long term security credentials are shared between the M2M node and the authorization function of the M2M Service Provider. These credentials are associated with an M2M Service Subscription and will be used to mutually authenticate the M2M node to the M2M service provider.
The following security provisioning scenarios are supported by the oneM2M architecture:

1)
Pre-provisioning 

M2M Root Key may be securely provisioned during manufacturing or deployment. This key could be securely stored inside the M2M node or one of its components (e.g., in UICC independently from the Network Access Application). In these cases, the M2M Service Provider is responsible for ensuring that M2M Nodes are provided with necessary M2M Root Keys and possibly other M2M service parameters. They generally rely on an Out-of-Band method for sharing the information between the M2M SP and the M2M node.
2)
Access Network based remote provisioning: 

In some scenarios it is possible to leverage key material that is derived from pre-existing Access Network Credentials in the M2M node, and use that key material to provision the M2M Root Key in the Security CSF of a CSE, and possibly other service parameters of the CSE. Such a procedure is described in the oneM2M security specification [TS-0003].
3)
Access Network independent remote provisioning 

M2M Root Key may be provisioned in Security CSF in an access-network independent procedure. This scenario is applicable when the Access Network Operator and the M2M Service Provider do not share a business relationship and/or do not wish to use Access Network Credentials for bootstrapping of Service Layer credentials. Such a procedure is described in the oneM2M security specification [TS-0003].
Following M2M service provisioning, a CSE associated with the target M2M Service provider securely stores the long term credential associated with the provisioned M2M Service Subscription (M2M Root Key), with its validity lifetime (correspoinding to the duration of the M2M service subscription).
Z.2 M2M Application enrolment
This procedure is an optional step that enables the M2M SP to control which applications are allowed to use the M2M service API. It assumes that M2M application developers enrol their application code to be authorized for using an M2M platform prior to distribution and instantiation on M2M devices. Each application code identified by an App-ID will then embed a security credential (M2M Application key) which can be used, following code instantiation on M2M devices, to authorize the resulting application instances (independently of their App-Inst-ID) to access an approved list of M2M services. Such authorization takes place between a CSE and an AE instance, either upon instantiation of the application code into an AE on an already enrolled M2M Node, or upon service provisioning of an M2M node already hosting instantiated application (whichever comes last). 
This procedure is specified in the oneM2M security specification [TS-0003].

Z.3 M2M Security Association Establishment

The M2M Security Association Establishment procedure is performed to generate a short term security credential (M2M Connection key) shared between communicating AEs/CSEs, when an AE/CSE on one node initiates communication with an AE/CSE on another node. This procedure is performed after successful identification and mutual authentication between the corresponding M2M entities (based on the credentials resulting from the M2M device and M2M application enrolment procedures), and the derived resulting keys are used to provide desired security services to the communicating entities, such as confidentiality and/or integrity of information exchange (these security services may be provided through establishment of a secure channel between the communicating entities or through object based security where only relevant information is encrypted prior to being shared). The lifetime of a security association is shorter than the lifetime of the M2M Service Subscription from which it is derived: It may e.g. be valid for the duration of a communication session, or be determined according to the validity period of the protected data. In case of a security association between 2 AEs, the lifetime of the security association may be the result of an offline agreement between the subscribers of the communicating AEs.
This procedure is specified in the oneM2M security specification [TS-0003].
Z.4 M2M Authorization procedure / Access Control Management
[To be merged with contribution on Access Control Management] 
 The M2M authorization procedure controls access to resources and services by CSEs and AEs, whether the accessed resources or services are controlled by M2M Service providers or by other M2M service subscribers. It relies on:

· Policy Decision Points, where Access Decision is performed to control the accessed M2M resources and the access control policies are set-up and evaluated to determine authorization.  
· Policy Enforcement Points which intercept resource access requests, sends authorization requests to the Policy Decision Point, and enforce the authorization decisions (access granted or not) from the Policy Decision Point. 
This procedure requires that the access requester has been mutually authenticated, and depends on the accessed resource or service, the operation intended, and possibly other parameters. It may involve rerouting of requests to an M2M authorization function acting as Policy Decision Point and delivering access tokens valid for specific authorization.
This procedure is specified in the oneM2M security specification [TS-0003].


-------------------------------------------End -------------------------------------------------
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