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‘Authorization’ should be requested by AE or CSE which is allowed to authorize another principal to access the resource with scope.
m2mServiceSubscription resource should be used to manage the such a authorization, but even serviceId, nodeId, and App-Inst-ID are provided, that cannot support the third party authorization (ex. OAuth).
Additionally, if the application is accessing the resource through Mcc’(e.g. AE is sitting in other administrative domain), the hosting CSE cannot authenticate such AE. 

This contribution proposed to modify the m2mServiceSubscription to solve the issue..

---- Start of  proposed change ---

9.6.20
Resource Type m2mServiceSubscription

This resource represents status of M2M Service Subscription. It is used to configure node to accept requests from specific AE-Instance regarding use of M2M service.  

Editor’s Note: The link between the M2M Service Subscription resource and RBAC will be added once RBAC is included in the specification.
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Figure 9.6.20-1: Structure of <m2mServiceSubscription> resource 
(only resource specific attributes are shown)
Editor’s Note: The actual node resource shall include information such as, extID, profile, device specific ID if applicable and link to CSE and Applications running on the node.

Editor’s Note: the M2M-Sub-ID storage is FFS

This resource shall contain the child resources according to their multiplicitly in Table 9.6.19-1 (0 indicates the optionality of the child resource).

Table 9.6.20 -1: Child resources of <m2mServiceSubscription> resource

	Child Resource Name of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<ServiceUse>
	0..n
	See section 9.6.x.


The <m2mServiceSubscription> resource shall contain the attributes described in Table 9.6.20-2.

Table 9.6.20-2: Attributes of <m2mServiceSubscription> resource

	Attribute Name of <m2mServiceSubscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	parentID (pID)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	expirationTime (eT)
	1
	RW


	See section 9.6.1 where this common attribute is described.



	accessRightID (aRI)
	0..1
	RW
	See section 9.6.1 where this common attribute is described. If no accessRightID is given at the time of creation, the accessRightID of the parent resource is linked to this attribute

	creationTime (cT)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	creator (cr)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	
	
	
	

	
	
	
	

	
	
	
	


--- End of proposed change ---
--- Start of proposed adding ---

9.6.x
Resource Type serviceUse
This resource represents an use of M2M Service Subscription. 
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Figure 9.6.x-1: Structure of <serviceUse > resource 
(only resource specific attributes are shown)
The <serviceUse> resource shall contain the attributes described in Table 9.6.x-1.

Table 9.6.x-1: Attributes of <serviceUse> resource

	Attribute Name of <m2mServiceSubscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	parentID (pID)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	expirationTime (eT)
	1
	RW


	See section 9.6.1 where this common attribute is described.



	accessRightID (aRI)
	0..1
	RW
	See section 9.6.1 where this common attribute is described. If no accessRightID is given at the time of creation, the accessRightID of the parent resource is linked to this attribute

	creationTime (cT)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	creator (cr)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	
	
	
	

	nodeId
	1
	RW
	Identifier of a node pertaining to the M2M Service Subscription. The node identifier is specified in section 7.1.5 . The nodeId attributes link to the actual node resource that provides information pertaining to the node such as the external identifier, etc.

	serviceId
	1
	RW
	This attribute indicates the unique ID of the service being subscribed to. A service provider can define its own services.

	App-Inst-ID
	1
	RW
	Identifier of an application instance identifier as defined in section 7.1.2. It shall link to an application resource.

	accessCredential
	0..1
	WO
	The credential data will be set if the credential data is required to be shared with AE and hosting CSE.


---End of proposed adding
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