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==================<Start of Change 1 (New Text) >=================
h.1
Identification and Authentication (non-normative)
Within the scope of oneM2M, the purpose of authentication is to verify the entity identifier assigned to a CSE or AE with whom communication has been established. The entity identifiers are specified in [TS-0001].

The oneM2M authentication mechanisms require both entities to authenticate each other (that is, verify the entity identifier assigned to the correspondent entity), while establishing session secrets for protecting subsequent communication between the entities. We call this a Security Handshake.
Cryptographic mechanisms facilitating Security Handshakes generally fall into two categories:

· Symmetric Authentication: in which both entities use a previously established cryptographic secret that is known to both entities. In this case, the cryptographic secret is called a symmetric key or pre-shared key. Within the Security Handshake, each entity creates a message authentication code using the symmetric key, and the other entity verifies the message authentication code using the identical symmetric key. 
· Asymmetric Authentication: in which each entity uses a cryptographic secret that is not known to the other entity, but instead the other entity is provided with a corresponding non-secret value that verifies digital signatures generated by the cryptographic secret. In this case, the cryptographic secret is called a private signing key and the corresponding non-secret value is called a public verification key. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using the entity A’s public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. 
An entity needs to know which symmetric key or public verification key to use for verifying the message authentication code or digital signature provided by the other entity. We use the term Credential Information to denote the information used to identify the applicable symmetric key or public verification key (in the latter case, the private signing key is also identified). The Credential Information is exchanged in the clear, and is visible to anyone listening in to the exchange. This does not represent a security compromise.
The outcome of the cryptographic mechanisms described above is that each entity verifies that the other entity knows either

· The symmetric key identified by the Credential Information, or

· The private signing key corresponding to the public verification key identified by the Credential Information.

However, what the entities really need is the identifier of the correspondent entity. This implies that each entity knows the mapping from the Credential Information to the CSE or AE identifier. One approach is to use the CSE or AE identifiers as the Credential Information. This implies that the mapping between these entity identifiers and Credential Information would be static. The following examples illustrate why this is not desirable.
Example h.1-1. A couple of deployment scenarios that are relevant to oneM2M are using new equipment (or re-deploying old equipment) to replace to-be-retired equipment (e.g. which has become faulty or been stolen). 

· It is desirable that the entities on the new/re-deployed equipment maintain the entity identifiers of the to-be-retired equipment. This has the advantage that the entire system does not need to be updated when the new equipment is deployed. 

· On the other hand, the secrets on the new/ re-deployed equipment) may differ from the secrets on the to-be-retired equipment. If the entity identifiers are used as Credential Information, then this may cause other entities to fail authentication (if they continue to use the symmetric keys or public verification keys associated with entities on the to-be-retired equipment). Other entities need to know that the symmetric keys or public verification keys on the new/re-deployed equipment should be used, while still being aware that the entity authenticated maintains the existing entity identifiers.
This shows that it is undesirable to use the entity identifier as Credential Information.
These specifications assume that the Credential Information and AE or CSE identifiers can be assigned independently, and the mapping between Credential Information and CSE or AE identifiers is maintained in the Security CSF. 

It is very important that AE and CSE can trust the mapping between the Credential Information and their identifiers for an entity that it is verifying. This is achieved by configuring the entity with the Credential Information and corresponding entity identifier. Options for this configuration include the following:
1. Out-of-band mechanisms (outside the scope of oneM2M specifications). Out-of-band mechanisms for configuring Field Domain entities include:
1.1. Pre-configuration during manufacture and/or deployment.

1.2. In some scenarios, this information is configured locally, for example through manual input, via NFC, USB, locally-accessible web interface or other local communication means. Such mechanisms are outside the scope of oneM2M specifications.

1.3. In other scenarios, this information is configured remotely by a trusted source via an out-of-scope remote management protocol.  
Configuration of Credential Information and corresponding entity identifier to Infrastructure Nodes is not addressed in this specification.
2. oneM2M-supported remote management. In other scenarios, the Credential Information and corresponding entity identifier can be configured remotely by a trusted source via a remote management protocol supported by the oneM2M system (i.e. OMA-DM or BBF TR-069). 
In this case, the trusted source must be authenticated prior to remote configuration – so there is the presumption that the to-be-configured entity is already configured with the mapping between the trusted source’s Credential Information and the trusted source’s identity. The Credential Information and the entity identifier for the trusted source can be configured using any of the above options.

Since the authentication mechanisms specified herein provide mutual authentication, both the Registree and Registrar need to be configured with the Credential Information and entity identifier of the respective correspondent entity.
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