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==================<Start of Change 1 (New Text) >=================
h.3
Generic Authentication Description
This clause provides a generic description of the authentications procedure, Authentication Credentials, Identity Association and Security Handshake which is applicable to any of the mechanisms introduced in Clause h.2.

Editor’s Note: Cross-references to clauses j.k.l, g.h.i and p.q.r below represent placeholders for text that will be provided later.
h.3.1
Generic Authentication Flow Diagram
Figure h.3-1 illustrates the generic sequence of events for authentication and subsequent registration (when required) and resource access operations. The details of each step are further described in the following sub-clauses.
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Figure h.3-1
Generic flow for initial authentication and initial registration. See Table h.2-1 for details of the abbreviations used in this table. The following font colours differentiate the general topic that the text relates to:
· Black text contains authentication-mechanism-independent details

· Blue text highlights details specific to a particular authentication mechanism.

· Purple text highlights technical actions that are not specified in oneM2M.

· Red text highlights security-related properties.
h.3.2 Generic Authentication Credential details 
The Registree and Registrar are configured with authentication credentials and Credential Information (the sub-steps listed below can occur in any order). 

· The Registree is provisioned with Registree authentication credentials bound to Registree Credential Information which identify the Registree.
· The Registrar is provisioned with Registrar authentication credentials bound to Registrar Credential Information which identify the Registrar. The nature of the authentication credentials and Credential Information is summarized below. 

· The Registrar is also assigned its CSE_ID.
h.3.3 Generic Identity Association 
Note: The identity of the entity representing the Registrar (Registrar identity) is assumed to have been configured prior to this phase. 

Editor’s Note: The specification may need more details regarding configuring the Registrar identity are needed.

Note: Prior to the “Identity Association Phase”, the following business steps are assumed to occur. The details of these business steps are not specified by oneM2M.
· The Registree Credential Information is made available to the M2M Service Subscriber. 

· The M2M Service Subscriber provides the M2M Service Provider with the Registree Credential Information. 

· The M2M Service Provider and M2M Service Subscriber agree on the identity to be used by the Registree.

· The Registrar Credential Information and Registrar identity are made available to the M2M Service Provider.

· The M2M Service Provider provides the M2M Service Subscriber with the Registrar Credential Information and the Registrar identity.

The M2M Service Provider and M2M Service Subscriber have the Registrar and Registree configured with the information needed for mutual authentication and identification:

· The M2M Service Provider has the Registrar configured with the following arguments describing a Registree authorized to perform Security Context Establishment with the Registrar:

· Registree Credential Information;

· Registree identity (the Registrar is to use this identity for the Registree authenticating using the above arguments). 
The mechanisms for achieving this are discussed in clause g.h.i.

Note: The Registrar will associate the Registree’s identity with messages secured within Security Contexts established in accordance with the configured Registree Credential Information.

· The M2M Service Subscriber has the Registree commanded to initiate Security Context Establishment, and includes the following arguments:

· Registrar Credential Information;

· Registrar identity (this is used to route the (D)TLS exchange); and

· Registree identity (the Registree is to use this identity with the Registrar). 

The mechanisms for achieving this are discussed in clause g.h.i. 

Note: The Registree will associate the Registrar’s identity with messages secured within Security Contexts established in accordance with the configured Registrar Credential Information.

Note: The Registrar and/or Registree may also be provided with Authorization Token(s) prior to Security Context Establishment. These have no impact on authorization of Registration (Step 3 in Figure. h.3-1), but may impact the authorization of further Resource Access Operations (Step 4 in Figure. h.3-1). For more details see Clause p.q.r.
h.3.4 Generic Security Context Establishment 
h.3.4.1 Generic Security Handshake 
The Registree obtains the IP address of the Registrar by applying DNS to the Registrar CSE_ID in the “Secure Context Establishment” execution arguments. The Registree and Registree perform a (D)TLS handshake [TLS 1.2 RFC 5246] to establish a secure session. The Registree acts as TLS Client and the Registrar acts as TLS Server in the TLS Handshake. As part of the handshake:  
· The Registree shall verify that the Registrar knows the authentication credential bound to Registrar Credential Information.
· The Registrar shall verify that the Registree knows the authentication credential bound to Registree Credential Information.
The details of this verification are authentication-mechanism specific. 

Note: The most efficient authentication mechanism is the Pre-Established Symmetric Key authentication mechanism, which requires the Registree and Registrar to share a symmetric key denoted Kx, and associated identifier KxID. If the Registree and Registrar do not currently share a Kx and KxID, but the M2M Service Subscriber and M2M Service Provider prefer to use is the Pre-Established Symmetric Key authentication mechanism, then the Registree and Registrar can agree to export Kx and KxID using the session secrets established in the current session. This Kx and KxID can be the credential used for authentication in future Security Context Establishments. For more details, see Clause j.k.l.

The Registree and Registrar may agree to export Kx and KxID using indications in the (D)TLS handshake as described in [RFC 5705].

Note: In some authentication mechanisms, this step may include interaction with facilitating entities. 
Note: After a successful (D)TLS handshake, the Registree associates the Registrar identity (received during Identity Association) with messages secured within the resulting Security Context. Similarly, the Registrar associates the Registree identity (received during Identity Association) with messages secured within the resulting Security Context. Messages exchanged within the resulting security context have confidentiality protection (that is, encryption), integrity protection (that is, a message authentication code MAC) and replay protection (that is, messages will not be processed out of order).

h.3.4.2 Generic Long-Term Shared-Key Generation 
If the Registree and Registrar may agree to export Kx and KxID using indications in the (D)TLS handshake (see Step 1.a) then, following successful Security Handshake, the Registree and Registrar shall export Kx and KxID.  Details are provided in Clause j.k.l.

h.3.5. Generic Registration 
The Registree is not currently registered to the Registrar for a variety of reasons, including:

· The Registree and Registrar have never communicated previously, or

· The Registree has previously registered to the Registrar, but that registration has expired.

If the Registree is not currently registered to the Registrar, then the Registree and Registrar perform registration through a Create <remoteCSE> or Create <application> procedure. 
Note: The Registree and Registrar are now registered and can begin performing other resource access operations.
h.3.6. Generic Resource Access Operations 
Any procedure applicable on Mcc/Mca can now be performed, subject to authorization. Requests may include one or more Authorization Tokens to be considered in authorizing the request.  The factor’s considered by the request Receiver can include
· The Originator’s identity associated with the Security Context
· Roles (if any) associated with the Originator’s identity,

· Authorization Token(s) (if any) included with the request.

Note: The Registrar and Registree can play the role of request Originator. All Registrars and server-capable Registrees can play the role of request Receiver. Registrees which are not server capable cannot play the role of request Receiver.
Editor’s Note: Some text may be required to explain how the Authorization Token is provided to the Originator. One option is to refer the reader to another section addressing authorization tokens.
© 2013 oneM2M Partners
                                                                                                     Page 3 (of 6)



[image: image2.png]_1455712112.vsd
Registree 


Ree configured w/ (authentication-mechanism-specific) Ree credentials bound to ReeCredInfo


1. Identity Association



