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==================<Start of Change 1 (New Text) >=================
h.4 The Pre-Established Symmetric Key Authentication Mechanism
This clause describes the Authentication Credentials, Identity Association and Security Handshake for Pre-Established Symmetric Key Authentication Mechanism. All remaining details for the Pre-Established Symmetric Key Authentication Mechanism are identical to the generic Authentication Flow shown in Clause h.3.

h.4.1 Pre-Established Symmetric Key Authentication Flow
Figure h.3-1 illustrates the sequence of events for authentication and subsequent registration (when required) and resource access operations for the Pre-Established Symmetric Key Authentication Mechanism.
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1. Security Context Establishment

1. Identity Association 

Registree  Registrar 

Ree is configured w/ ReeCert & optional RarChain, 

where:

·

ReeCert contains RarCertName 

·

ReeCert is signed by (or has a certificate chain 

to) ReeRootOfTrust. 

Ree configured with Ree CSE_ID/AE_ID, Rar 

CSE_ID, RarCertName , RarRootOfTrust

1.a. Security Handshake: (D)TLS Handshake

If Long-Term Shared Key Generation is desired ,then this is indicated in the (D)TLS handshake as per RFC 5705

·

Ree and Rar are authenticated using certs.

·

Ree verifies that RarCert conforms to the configured RarCertName and RarRootOfTrust;that is:

o

Ree verifies that RarCertcontains the configured RarCertName 

o

Ree verifies that RarCertis signed by (or has a Certificate Chain to) RarRootOfTrust.

o

(if present)Ree verifies signatures in RarCertChain

·

Rar verifies that ReeCert conforms to the configured ReeCertName and ReeRootOfTrust;that is:

o

Rar verifies that ReeCertcontains the configured ReeCertName 

o

Rar verifies that ReeCertis signed by (or has a Certificate Chain to) ReeRootOfTrust.

o

(if present)Ree verifies signatures in RarCertChain

·

Ree signs session information using  ReePrivateKey,  Rar verifies signature using Ree Cert.

·

Rar signs session information using  RarPrivateKey,  Ree verifies signature using Rar Cert.

Rar configured with Ree CSE_ID/AE_ID, 

ReeCertName , ReeRootOfTrust

Remaining steps as per generic flow

Rar is already configured withRar CSE_ID

Rar is configured w/ RarCert,& optional RarChain, 

where

·

RarCert contains  RarCertName

·

RarCert is signed by (or has a certificate 

chain to) RarRootOfTrust. 

Rar CSE_ID is associated w/ Security Contexts  

authenticated by a Certificate containing  

RarCertName and signe by (or having a 

Certificate Chain to) RarRootOfTrust

Ree CSE_ID/AE_ID is associated w/ Security 

Contexts  authenticated by a Crtificate containing  

ReeCertName and signe by (or having a Certificate 

Chain to) ReeRootOfTrust


Figure h.6-1
Initial authentication and initial registration when using the Pre-Established Symmetric Key authentication mechanism.  See Table h.2-1 for details of the abbreviations used in this table. The following font colours differentiate the general topic that the text relates to:
· Black text contains authentication-mechanism-independent details

· Blue text highlights details specific to a particular authentication mechanism.

· Purple text highlights technical actions that are not specified in oneM2M.

· Red text highlights security-related properties.
h.4.2
Pre-Established Symmetric Key Authentication Credentials
The Registree and Registrar authenticate each other by verifying message authentication codes in the Security Handshake which were generated using a symmetric key denoted Kx that has been previously established in both the Registree and Registrar. By “previously established”, it is meant that either 

· The symmetric key Kx and associated identifier KxID were configured to the Registree and Registrar by out-of-band (out-of-scope) means, or 

· The symmetric key and associated identifier KxID were installed at the Registree and Registrar following successful authentication between the Registree and Registrar using one of the other authentication mechanisms (GBA-based authentication, MAS-based authentication or Certificate-Based authentication).

The Authentication Credential for this authentication mechanism is the previously-established symmetric key, denoted Kx. The Credential Information identifying Kx is denoted KxID.

h.4.3 Pre-Established Symmetric Key Identity Association 
Note: The Registrar’s identity is assumed to have been configured prior to this phase. 

Editor’s Note: The specification may need more details regarding configuring the Registrar’s identity.

Note: Prior to the “Identity Association Phase”, the following are business steps are assumed to occur. The details of these business steps are not specified by oneM2M.
· The Pre-Established Symmetric Key Credential Identifier KxID  is made available to the M2M Service Subscriber. 

· The M2M Service Provider and M2M Service Subscriber agree on the identity to be used by the Registree (and which the Registrar will associate with the Pre-Established Symmetric Key Credential Identifier KxID  ).

· The Registrar identity is made available to the M2M Service Provider.

· The M2M Service Provider provides the M2M Service Subscriber with the Registrar identity (which the Registree will associate with Pre-Established Symmetric Key Credential Identifier KxID  ).

The M2M Service Provider and M2M Service Subscriber have the Registrar and Registree configured with the information needed for mutual authentication and identification:
· The M2M Service Provider has the Registrar configured with the following arguments describing a Registree authorized to perform Security Context Establishment with the Registrar:

· The Pre-Established Symmetric Key Credential Identifier KxID;

· Registree identity (the Registrar is to use this identity for the Registree authenticating using the above arguments). 
The mechanisms for achieving this are discussed in clause g.h.i.

Note: The Registrar will associate the configured Registree’s identity with messages secured within Security Contexts established using the Pre-Established Symmetric Key Kx associated with the Pre-Established Symmetric Key Credential Identifier KxID.
· The M2M Service Subscriber has the Registree commanded to initiate Security Context Establishment, and includes the following arguments:

· The Pre-Established Symmetric Key Credential Identifier KxID;
· Registrar identity (this is used to route the (D)TLS exchange); and
· Registree identity (the Registree is to use this identity with the Registrar. 
The mechanisms for achieving this are discussed in clause g.h.i. 

Note: The Registree will associate the Registrar’s identity with messages secured within Security Contexts established using the Pre-Established Symmetric Key Kx associated with the The Pre-Established Symmetric Key Credential Identifier KxID
Note: in many cases, the entity identities will be configured when the Pre-Established Symmetric Key Kx is established, so a separate configuration is not required.
h.4.4 Pre-Established Symmetric Key Security Handshake

Registree and Registrar perform a (D)TLS-PSK handshake [TLS-PSK RFC 4279] to establish a secure session.
· The “psk_identity” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Established Symmetric Key identifier KxID.
· The “psk” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Established Symmetric Key identifier Kx. 
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Registree 


Ree is configured w/ ReeCert & optional RarChain, where:
ReeCert contains RarCertName 
ReeCert is signed by (or has a certificate chain to) ReeRootOfTrust. 


Registrar 


Rar is configured w/ RarCert,& optional RarChain, where
RarCert contains  RarCertName
RarCert is signed by (or has a certificate chain to) RarRootOfTrust. 



