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	MINUTES

	Meeting title:
	<group holding the meeting and meeting number > (e.g. TP)

	Chair:
	<name>, <company>, <contact info>

	Secretary:
	<name>, <company>, <contact info> (or TBD)

	Meeting Date:
	<2014-MM-DD>

	Meeting Details:
	<Meeting Format (ordinary or ad hoc)>
<For physical meetings – link to the invitation>

<For conference call – call-in details>

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome

2
Review of Agenda

IPR statement.
Present document,. – was AGREED

3
Review of Objectives for the Meeting
Elaboration of procedures for security TS-0003 (Progress on open Action Items)

Necessary alignments or clarifications on security for TS-0001

4
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN


5
Contributions 

Document SEC-2014-0222-2 Levels Access Control for HTTP binding
· Presented by Shingo Fujimoto (Fujitsu Ltd. (TTC))
· Comments and Issues

· AE Registered = here does it mean authenticated?
· Who is checking registration – local or infrastructure CSE?
· The example in slide 3 is not very common.
· From the figure we might understand IN-CES like a middle-node -> it is local CSE

· Local CSE is like a gateway, so a middle-node acting on behalf of the device. So the picture doesn’t really capture everything.
· The idea of using bearer token is good.
· Question on the figure in slide 7 (Communication flow): Has this approach been discussed in WG2? – it’s a first approach.
· Question about what happens after establishing TLS session

· How do local CSE log into IN-CSE?

· Could we check if AE is registered or not?
· It would be good to have the description of  the content of the access token to make the contribution clearer.

· E-mail feedback is welcome. 
· Decisions and Actions
SEC-2014-0222 was NOTED
Document SEC-2014-0223- Identification and Authentication introduction for Security TS
· Presented by Peter Hawkes (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· General comment on the 5 contributions: small alignment of terminology needed on the SEC and ARC TS.
· M2M authentication Server –> update into M2M authentication function.

· Introduce: or M2M Trust enabler in the M2M Authentication
· Identification and Authentication title -> “non-normative” to be replaced by “informative”

· Add: Only one private / public key-pair is needed for this case.   
· Symmetric/ Asymmetric Authentication: was it decided to have both cases or only one? 
· Clarification on how private key is going to be used.

· The text is not in normative way. It looks like a user manual. If this is for TS the wording should be reviewed. -> It’s just an informative text, it might be put as informative annex. 
· No information what and how to implement.
· Informative sections are usually not put in TS.

· Question on Section 2: add a 3rd example (e.g.) 3GPP OTA.
· Editor’s note:  Applicability of 3GPP OTA is FFS.

· Not clear what is meant here by credential information. -> an identifier for the key.
· Decisions and Actions
SEC-2014-0223 was NOTED. Revision expected for next week.
Document SEC-2014-0224- Overview of Authentication for Security TS
· Presented by Peter Hawkes (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· Terms “registree” and “registrar”  - it is not sure Architecture TS uses these terms -> Term was agreed for the registration procedure only. 

· Discussion on the first step : identification, that precedes authentication. 
· We need to specify the behaviour.

· Misunderstanding of terminology. To be resolved offline. 
· We can assume that some information will be provided by SEC TR so there will be no need to go in too many details here, just refer to the TR.
· Decisions and Actions
SEC-2014-0224 was NOTED. Revision expected for next week.
Document SEC-2014-0225- Generic Authentication flow for Security TS
· Presented by Peter Hawkes  (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· Title should be changed -> Not just authentication.
· Decisions and Actions
SEC-2014-0225 was NOTED
Document SEC-2014-0226- Pre-established symmetric key  Authentication for Security TS
· Presented by Peter Hawkes (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· The figure is wrong – will be replaced.
· Coloured text is tolerated as long as it is explained and helpful. This has been checked with the secretariat. 
· Purple text to be modified into: that may include steps not specified  by OneM2M
· Symmetric key cannot by long term. Some guidance for updating or derivation of the key material is needed.  – in some areas long term symmetric keys are common.
· Question on long term keys:  should these security aspects be included in this area? – question to be discussed offline. 

· Addition of a note: M2M Service provider / M2M Service subscriber – who does what is informative. 

· Decisions and Actions
SEC-2014-0226 was NOTED
Document SEC-2014-0227 - Certificate-based Authentication flow for Security TS
· Presented by Peter Hawkes (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· In this contribution the figure is correct
· Some of the remarks from the precedent contribution are applicable to this one as well. 

· Changes on M2M service provider and subscriber to be reflected here

· Overview of the authentication message in the introduction.

· Another contribution on the JBA approach – work with Gemalto. 

· Decisions and Actions
SEC-2014-0227 was NOTED. Revision is expected.
Document SEC-2014-0228- Security Profile Introduction
· Presented by Seongyoon Kim (LG Electronics Mobilecomm France )
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
SEC-2014-0228 was POSTPONED
6 Planning for next Meeting(s)


SEC 9.3 Ordinary meeting: Wednesday, 19 th March 2014, 1pm-3pm UTC. – will be chaired by Dragan.
7 Any other business

8 Closure of meeting

Annex 1
Participants list

	Last Name
	First Name
	Organisation

	Hawkes
	Philip
	Qualcomm

	Riondet
	Anna
	ETSI

	Ennesser
	Francois
	Gemalto

	Macaulay
	Tyson
	McAfee

	Da Silva
	Francisco
	Huawei

	Fujimoto
	Shingo
	Fujitsu

	Kim
	Seongyoon
	LGE

	Zhou
	Wei
	CATT

	Vujcic
	Dragan
	Oberthur Technologies

	Blanchard
	Colin
	BT

	Brown
	Philip
	InterDigital

	Granzow
	Wolfgang
	Qualcomm

	Lenart
	Joe
	Hitachi

	Cheng
	Zi-Yao
	China Mobile

	Hemberger
	Klaus
	Bnetza

	Husain
	Syed
	NTTDoCoMo

	Park
	Seungkyu
	LGE

	Pauliac
	Mireille
	Gemalto

	Jeong
	SeungMyeong
	LGE

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


© 2014 oneM2M Partners

Page 3 (of 7)

[image: image1.png]