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Note on R01: Following the discussion at SEC#9.2, we no longer propose including the text from SEC-2013-0223 “Identification and Authentication Introduction for Security TS” and SEC-2013-0225 “Generic Authentication Flow for Security TS”, which were proposed to be placed in Clauses h.1 and h.3. The newly proposed sub-clauses of Clause h are:

· h.1 Overview on oneM2M Authentication Frameworks (in SEC-2013-0224R01)

· h.2 The Pre-Established Symmetric Key Authentication Framework (in SEC-2013-0226R01)

· h.3 The MAF-Based Authentication Framework (text to be determined).

· h.4 The GBA-Based Authentication Framework (text to be determined).

· h.5  The Certificate-Based Authentication Framework (in SEC-2013-0227R01)

==================<Start of Change 1 (New Text) >=================
h.1
Overview on oneM2M Authentication Frameworks
The oneM2M system supports the following Authentication Frameworks:

· Pre-Established Symmetric Key. The Registree and Registrar previously established a symmetric key that is a secret known only to the Registree and Registrar. The Registree and Registrar authenticate each other by verifying message authentication codes in the Security Handshake which were generated using the symmetric key.  For more details see Clause h.2.
Note:  In the present specifications the terms Registree and Registrar are used to reflect the different roles of the two entities involved in the authentication procedure even when authentication is not part of a Registration procedure as defined in [TS-0001].  The Registree initiates the Security Handshake with the Registrar.
· oneM2M supports two Authentication Frameworks using centralized key distribution. In such schemes, the Registree and a Central Key Distribution Server authenticate each other and derive a symmetric key that the Central Key Distribution Server delivers to the Registrar. The Registree and Registrar then authenticate each other using the derived symmetric key. The oneM2M authentication Frameworks using centralized key distribution are:
· GBA based Authentication. This Authentication Framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Registree and the Central Key Distribution Server. The details are specified by 3GPP and 3GPP2 [reference]. For more details see Clause h.3.
· M2M Authentication Function (MAF)-based. This Authentication Framework uses symmetric keys to authenticate the Registree and the Central Key Distribution Server. For more details see Clause h.4.
The Registree and Registrar authenticate each other by verifying that the message authentication codes in the Security Handshake were generated using the derived symmetric key. Following successful Security Handshake, the derived symmetric key is installed for use in subsequent Security Handshakes using the Pre-Established Symmetric Key Authentication Framework above.
· Certificate-Based: The Registree and Registrar are each issued with 
· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 
· (Optionally) optionally a Certificate Chain from the entity’s Certificate to a Root Certificate. 
The Registree and Registrar must validate each other’s Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using the entity A’s public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it.. Following the Security Handshake, symmetric keys may be exported from the session secrets and installed at the Registree and Registrar for use in subsequent Security Handshakes using the Pre-Established Symmetric Key Authentication Framework above. For more details see Clause h.5.
For a more detailed description of the above Authentication Frameworks, it is useful to compare the following aspects of the Authentication Frameworks:

· Cryptographic Secret Configuration: 
· The Registree is configured with (or otherwise establishes) the cryptographic secret that the Registree will use to authenticate the Registree to the Registrar. 
· The Registrar or Central Key Distribution Server is configured with (or otherwise establishes) the cryptographic secret that will be used to authenticate the Registrar to the Registree.
· Identity Configuration: Configuration of entity identifiers (that is, CSE_ID or AE_ID) for the Registrar and Registree to be authenticated using the configured cryptographic secrets. 
Additionally, in the case of Certificate-Based Authentication Framework: 
· The Registree is configured with the Registrar Certificate Name and Registrar Root of Trust that the Registree will use to verify the Registrar. 
· The Registrar is configured with the Registree Certificate Name and Registree Root of Trust that the Registrar will use to verify the Registree.
· 

· 
· Security Handshake: Identification, authentication and security context establishment between the Registree and Registrar.
· (optional) Key Export: generating and installing a symmetric key (denoted Kx) intended for subsequent use in the Pre-Established Symmetric Key Authentication Framework (see Table h.2-1 for definition of Kx).

Editor’s note: The notation “Kx” is intended to be a placeholder only, until a better abbreviation is agreed upon.

Figure h.1-1 provides a summary of the above defined four Authentication Frameworks 
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Figure h.1-1
Overview of the Authentication Frameworks supported by oneM2M. See Table h.1-1 for details of the abbreviations used in this table.

Table h.1-1
Abbreviations used in Figures in Clause h.
	Abbreviation
	Full Term

	Authn
	Authentication

	AuthzToken
	Authorization Token

	BSF, B-TID, Ks, USS
	GBA terms (see definitions)

	Ks..NAF
	GBA Ks_(int/ext)_NAF

	Kx
	Key to be used in Pre-Established Symmetric Key scheme. 
Editor’s note: The notation “Kx” is intended to be a placeholder only, until a better abbreviation is agreed upon.

	(O)
	Optional

	(T)KxId
	(Optional Temporary) Identifier for Key to be used in Pre-Established Symmetric Key scheme. 
Editor’s note: The notation “(T)KxID” is intended to be a placeholder only, until a better abbreviation is agreed upon.

	Ree
	Registree

	Rar
	Registrar

	[Rar/Ree]Cert
	[Registrar/Registree] Certificate

	[Rar/Ree]CertName
	An identifier for the [Regsitrar/Registree] Certificate that matches a unique value in a name field of the [Registrar/Registree] Certificate

	[Rar/Ree]Chain
	[Registrar/Registree] Certificate chain: Certificate Chain from the [Registrar/Registree] Certificate to a [Registrar/Registree] Root Certificate 

	[Rar/Ree]CredInfo
	[Registrar/Registree] Credential Information

	[Rar/Ree]ID
	Entity identifier (CSE_ID, AE_ID) for the [Registrar/Registree]

	[Rar/Ree]PrivateKey
	[Registrar/Registree] Private Signing Key

	[Rar/Ree]RootOfTrust
	[Registrar/Registree] Root of Trust: The hash of the public key in the [Registrar/Registree] Certificate (if self-signed) or the [Registrar/Registree] Root Certificate
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