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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Note on R01: Following the discussion at SEC#9.2, we no longer propose including the text from SEC-2013-0223 “Identification and Authentication Introduction for Security TS” and SEC-2013-0225 “Generic Authentication Flow for Security TS”, which were proposed to be placed in Clauses h.1 and h.3. The newly proposed sub-clauses of Clause h are:

· h.1 Overview on oneM2M Authentication Frameworks (in SEC-2013-0224R01)

· h.2 The Pre-Established Symmetric Key Authentication Framework (in SEC-2013-0226R01)

· h.3 The MAF-Based Authentication Framework (text to be determined).

· h.4 The GBA-Based Authentication Framework (text to be determined).

· h.5  The Certificate-Based Authentication Framework (in SEC-2013-0227R01)

==================<Start of Change 1 (New Text) >=================
h.5 The Certificate-Based Authentication Framework
This clause describes the Cryptographic Secret Configuration, Entity Identity Configuration, Security Handshake and optional Key Export for Certificate-Based Authentication Framework.
Editor’s Note: Definitions will be required for the common terms used in this Authentication Framework. We should determine if definitions are most appropriate in the SEC TR or SEC TS. The terms to be defined are:

· Certificate Chain

· Private Signing Key

· Public Verification Key

· Public Key Certificate (often abbreviated to Certificate).
· Root Certificate

· Root of Trust

h.5.1 Certificate-Based Authentication Framework Flow
Figure h.5-1 illustrates the sequence of events for authentication and subsequent registration (when required) and resource access operations for the Certificate-Based Authentication Framework.
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Figure h.5-1
Initial authentication and initial registration when using the Certificate-Based Authentication Framework.  See Table h.1-1 for details of the abbreviations used in this figure. The following font colours differentiate the general topic that the text relates to:
· Black text contains Authentication-Framework-independent details

· Blue italic text highlights details specific to this  particular Authentication Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

· Red italic text highlights security-related properties.

h.5.2
Certificate-Based Authentication Framework Cryptographic Secret Configuration
For this Authentication Framework, the Registree authenticates itself to the Registrar using a Public Verification Key certificate. 

· To authenticate itself using this Authentication Framework, the Registree is configured with the following information.

· The Registree Private Signing Key and corresponding Registree Public Verification Key. 

Note: The Registree authenticates itself to other entities by proving that it knows the Private Signing Key.

Editor’s Note: In some cases the Private Signing Key is unique to a Registree. When the Registrar is a Field Domain Node, then the Private Signing Key might be used to authenticate all Registrees executing on a particular piece of hardware or used to authenticate all AEs executing a particular piece of software. This needs clarification text.
· The Registree Certificate containing the Registree Public Verification Key. The Registree Certificate Name is a unique identity provided in a name field of the Certificate (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute). Two options are available: 
· The Registree is configured with a valid Certificate Chain from the Registree Certificate to a Registree Root Certificate. The Registree Root of Trust is the cryptographic hash of the Public Verification Key in the Registree Root Certificate.
· The Registree Certificate is a self-signed certificate, for which the Registree Private Signing Key is used to generate the Certificate signature (so the certificate is verified using the Registree Public Verification Key).  In this case the cryptographic hash of the Registree Public Verification Key is both the Registree Root of Trust and the Registree Certificate Name. This implies that the cryptographic hash of the Registree Public Verification Key must be present in a name field of the Registree Certificate.
The mechanisms for configuring these parameters to the Registree are discussed in clause d.e.f. 
The Registree Credential Information consists of 

· The Registree Certificate Name, and

· The Registree Root of Trust.

Editor’s Note: The authentication credential details for a Registree and Registrar are identical. We should consider the best way to describe both cases while avoiding duplication.
Editor’s Note: Details for OCSP [RFC2560] and Certificate Revocation Lists (CRLs) are FFS.
h.5.3 Certificate-Based Authentication Framework Identity Mapping Configuration 
Note: The Registrar’s entity identity is assumed to have been configured prior to this phase. 

Editor’s Note: The specification may need more details regarding configuring the Regsitrar’s entity identity are needed.


· 
· 
· 
· 
· 
The Registrar and Registree are configured with the information needed for the authentication and identification of the Registree and Registrar respectively:
· The Registrar is configured with the following arguments describing a Registree authorized to perform Security Context Establishment with the Registrar:

· Registree Certificate Name (the Registree Certificate must include this value in a name field);

· Registree Root of Trust (the Registree Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust) ;

· Registree entity identity (the Registrar is to use this entity identity for the Registree authenticating using the above arguments). 
The mechanisms for achieving this are discussed in clause g.h.i.

Note: The Registrar will associate the Registree’s identity with messages secured within Security Contexts established in accordance with the configured Registree Certificate Name and Registree Root of Trust.

· The Registree is commanded to initiate Security Context Establishment, and includes the following arguments:

· Registrar Certificate Name (the Registrar Certificate must include this value in a name field);

· Registrar Root of Trust (the Registrar Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust); 
· Registrar entity identity (this is used to route the (D)TLS exchange); and
· Registree entity identity (the Registree is to use this entity identity with the Registrar). 
The mechanisms for achieving this are discussed in clause g.h.i. 

Note: The Registree will associate the Registrar’s identity with messages secured within Security Contexts established in accordance with the configured Registrar Certificate Name and Registrar Root of Trust.
h.5.4 Certificate-Based Authentication Framework Security Handshake

The Registrar provides the Registrar Certificate to the Registree during the Security Handshake.

The Registree verifies the Registrar Certificate as follows:
· If the Registrar Certificate is a self-signed certificate, then the Registree verifies that 

· The Registrar Certificate Name and Registrar Root of Trust (received during Identity Association) are identical.

· The Registrar Certificate Name (received during Identity Association) is identical to a value in a name field (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute) of the Registrars Certificate. 
· The Registrar Root of Trust (received during Identity Association) is identical to the Registrar Certificate’s Public Verification Key (or hash thereof).
· If the Registrar Certificate is not a self-signed certificate, then the Registree verifies that 

· The Registrar Certificate Name (received during Identity Association) is identical to a value in a name field (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute) of the Registrars Certificate
· The Registrar Certificate has a valid Certificate Chain to a certificate whose Public Verification Key (or hash thereof) is identical to the Registrar Root of Trust (received during Identity Association).
After the Registrar Certificate has been verified, the Registree uses the Registrar Public Verification Key (in the Registrar Certificate) to verifies that the digital signature on the session parameters that is provided as part of the Security Handshake. 
Note: After a successful (D)TLS handshake in which the Registrar provides a Certificate Chain, the Registree can associate the Registrar’s identity (received during Identity Association) with additional information in the Certificate Chain (e.g. the Registrar Manufacturer, Registrar owner, or conformance criteria). These details are not described in these specifications.
Editor’s Note: Details of credentials for OCSP [RFC2560] may be required here.
Editor’s Note: The security handshake details for a Registree and Registrar are identical. We should consider the best way to describe both cases while avoiding duplication.
h.5.5 Certificate-Based Authentication Framework Key Export 
If the Registree and Registrar may agree to export Kx and KxID using indications in the Security Handshake (TLS/DTLS handshake) then, following successful Security Handshake, the Registree and Registrar shall export Kx and KxID.  Details are provided in Clause j.k.l.
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