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1
Rationale
This contribution proposes new section for <securityProfile> resource type. This shall not be exposed via Mca, Mcc, and Mcn.
This resource type shall be configured by security remote provisioning procedure to provide essential information for CSE registration.

Since security remote provisioning is done between MEF and CSE, to provide interoperability, this contribution suggests adding a reference point called Msce between CSE and MEF.







	
	
	

	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	


	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	










	
	
	


	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



============================Start of 1st Change=============================
9
Trust Enabling Architecture
oneM2M Trust Enabling Architecture enables the security features provided by oneM2M. This Trust Enabling Architecture defines several security functions and reference points that is used for security procedures defined in this specification.

9.1
Trust Enabler Security Functions
oneM2M Trust Enabling Architecture requires the presence of three security functionalities within the Infrastructure Domain: the M2M Authentication Function (MAF), the M2M Enrolment Function (MEF) and the M2M Authorization Function (MZF). They can be either under M2M Service Provider control or delegated to a M2M Trust Enabler.
9.1.1
M2M Enrolment Function (MEF)
The MEF aims at enabling security procedures involving CSE or AE of Nodes. In case of M2M Security Remote Provisioning procedure, the MEF provides the M2M Long Term Key both to the MAF and the SEC CSF of ASN/MN-CSE.
9.1.2
M2M Authentication Function (MAF)
M2M Long Term Keys used to authenticate M2M Nodes are secret keys that shall be securely stored.M2M Long Term Keys are securely stored in a specific infrastructure functionality named M2M Authentication Function (MAF). 

The MAF securely contains the set of M2M Long Term Keys that are used for authenticating CSEs/AEs that have been enrolled for M2M services. The MAF stores both the M2M Long Term Keys and associated identifiers. The MAF is identified thanks to its MAF-ID. 

When M2M Security Remote Provisioning procedure takes place to share a M2M Long Term Key between an ASN/MN CSE and the M2M Authentication Function, the M2M Enrolment Function (MEF) communicates with the MAF through an appropriate interface, if not co-located.

The MAF is also in charge of all security operations involving the usage of the M2M Long Term Keys.
9.1.3
M2M Authorization Function (MZF)
The MZF is in charge of authorization aspects.
============================End of 1st Change==============================
============================Start of 2nd Change=============================
9.2
Trust Enabler Reference Points
This chapter specifies reference points that are exclusively used for security procedure.

9.2.1
Msce
The Msce reference point designates security communication flows between a M2M Enrolment Function (MEF) and a Common Services Entity (CSE) in Field Domain.
The Msce reference point shall allow a MEF to provide security provisioning profile which contains basic security information used for security procedures and information for registration.
Editor’s note: other reference points are FFS. 
============================End of 2nd Change==============================
============================Start of 3rd Change=============================
9.3
Trust Enabler Flows
9.2.1
Remote Security Provisioning
Remote security provisioning procedure is used to provision a security provisioning profile on via Msce reference point. The remote security provisioning procedure shall happen when CSE is not pre-provisioned. This procedure may also occur when updating the security provisioning profile is needed. It is recommended that the security provisioning profile be kept in secure environment. The security provisioning profile shall only be configured by MEF and shall not be read by any entities.
Prior to the remote provisioning, a CSE shall have an address of MEF and credentials for secure communication between MEF and the CSE. How the CSE acquires the address of MEF and the credentials is out-of-scope. Typical example of this acquisition is during device manufacturing.
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1. A CSE requests remote security provisioning to MEF. In the request, the information is kept as follows:

· M2M-Node-ID of CSE shall be contained

· Geographical location information may be contained
Editor’s note: other information is FFS
2. Based upon the information in the request, MEF provision the security provisioning profile to the CSE. The security provisioning profile 
· shall contain CSE-ID.

· shall contain M2M Long Term Key.
· shall contain URI of <CSEBase> of the CSE to be registered.

Editor’s note: MEF may provision the security provisioning profile to the CSE without the request.

Editor’s note: other information is FFS. The format of each element is FFS.
============================End of 3rd Change==============================

============================Start of 4th Change=============================


· 

· 




· 


============================End of 4th Change=============================
�All the contents (SEC-2014-0055R04) is moved to Change 1.


SEC-2014-0055R04 has not yet been incorporated to draft TS.
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